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Executive Summary 

Due to the increasing complexity of operations in transmission and distribution (T/D) grids, a 

number of scenarios have emerged where traditional decision-making tools have failed to control 

grid operations in a reliable manner. In this project, we explore if physically meaningful artificial 

intelligence methods can address this problem. We focus on three specific topics:  

In Task 1, we perform prediction of equipment failure using several artificial intelligence (AI) 

techniques, including machine learning (ML) and matrix-based techniques, to assess localized 

power system asset health and provide prompt detection of asset degradation indicators. Through 

Task 2, we demonstrate seamless integration of physical laws using AI, which significantly 

improves the state-of-the-art state estimation and anomaly detection, when the system is 

unobservable due to the lack of sensor measurements. In Task 3, we move from monitoring to 

control for distribution grids, where lack of system information, due to unobservability and 

presence of unknown third-party controllers, is the primary concern. We show that AI can provide 

generalized power flow equations for robust monitoring and control of distribution grids, 

unavailable in the past when there are unobservability issue and third-party controllers.  

Potential Benefits: Artificial intelligence (AI) and machine learning (ML) often offer solutions to 

problems that are traditionally considered intractable. In particular, this project demonstrates how 

novel ML techniques can use diverse sources of data streams to produce probabilistic forecasts of 

congestion and contingency patterns. The online learning offers several orders of magnitude 

reduction of computation costs. A framework for successfully integrating physical laws with 

failure patterns is also developed. Finally, the proposal shows how to draw inferences intelligently 

and efficiently from limited system information. The successful completion of the project result in 

the following specific benefits: 

Benefits to RTOs/ISOs: Our AI-based learning algorithms helps RTOs/ISOs manage a diverse 

mix of resources reliably by analyzing a variety of scenarios that were not addressable in the past. 

The results of this research aids RTOs/ISOs in improving the performance of their state estimators 

and facilitating the integration of active renewable generation into RTOs/ISOs’ system by 

enhancing situational awareness. 

Benefits to utilities: Task 1 not only ensures optimal returns on investments made (e.g., 

purchasing expensive equipment such as a power transformer), but also keep the utility secure 

against unforeseen equipment failures, such as [1], by generating alarms in advance. Utilities can 

use the analysis carried out in Task 2 to model a grid that has limited observability. Additionally, 

utilities can maximize their control capability in a grid where the third-party controller is deployed 

without informing the utility in Task 3. 

Benefits to vendors: Task 1 is extremely beneficial to vendors, because by generating alarms in 

advance, it creates an opportunity to run tests on the affected equipment (in coordination with the 

utility, e.g., during planned shutdowns), and repair/replace equipment parts, at a much lower cost. 

This also improves relations between vendors and utilities. Task 2 results in a distribution grid 

state estimator that is robust to missing system information. Task 3 provides controllability with 
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system unobservability. The three tasks are useful additions to modern distribution management 

systems. As a PSERC partner, GE shows great interest in the task’s control design. 

Summary of benefits: 

● A method to forecast transformer failure based on phasor measurement unit (PMU)

measurements

● A tool to extract system model for state estimation when systems are unobservable

● A control strategy to provide efficient distribution grid management with partial system

information

Outcomes: This work leads to the development of data analytic tools that can be used by industry 

as well as academia. Specifically, the proposal’s outcomes will be used for (a) online monitoring 

of the health for power transformers, (b) distribution grid state estimation and control. The 

investigators provided regular report to PSERC. 

Industry Engagement: We had calls with our industry advisers to guide the work and discuss 

critical questions. We also seek out student internship opportunities with industry for more direct 

collaboration. 

Potential Applications: One of the direct outcomes of this project is the creation of a tool that can 

predict the proximity to a failure of high voltage power transformers in advance. Electric Power 

Group (EPG), an LLC that specializes in developing and implementing synchrophasor-based 

solutions and works closely with many PSERC industry members is especially interested in 

commercializing this tool. 
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1. Introduction

1.1 Background 

Due to the increasing complexity of operations in transmission and distribution (T/D) grids, a 

number of scenarios have emerged where traditional decision-making tools have failed to control 

grid operations in a reliable manner. Therefore, is it possible to address this problem by exploring 

artificial intelligence methods that are physically meaningful.  

First, the equipment and infrastructure comprising the modern electric power system must 

constantly operate at a satisfactory level of performance to ensure that the system is able to safely 

deliver electricity to customers. The components of the electric power system, commonly referred 

to in industry nomenclature as power system assets, consist of generators, transformers, arresters, 

switchgear, conductors, insulators, monitoring devices, and numerous other key infrastructural 

components placed throughout the system, all of which must be maintained in order to ensure 

reliable system operation. As power system assets age, they are prone to degradation which can 

not only result in decreased performance, but also lead to sudden, catastrophic, and potentially 

deadly failure events. For example, a large power transformer in Avondale, Arizona exploded 

violently in 2016, resulting in a large fire and considerable release of smoke into the environment 

[1]. Other widely-reported asset failures include the explosive failure of a potential transformer 

and multiple insulator failures, some of which have been implicated in the ignition of serious 

wildfires [2]. Therefore, can we conduct equipment diagnosis by forecasting its working 

conditions? 

Second, situational awareness is quite important especially in power distribution systems with 

limited measurements. Specifically, we are interested in power system state estimation and 

anomaly detection when the system is unobservable due to the lack of sensor measurements. Such 

motivation comes from greater presence of distributed energy resources, especially in the form of 

inverter and converter-based resources that make the power grid increasingly stochastic, dynamic, 

and vulnerable to system/cyber anomalies. Therefore, can we conduct (i) state estimation of an 

unobservable distribution system and (ii) detection of anomaly sequence in high-resolution 

measurements? 

Third, the distribution system is widely unobservable and unmodeled, so model-based 

optimization techniques are not presently feasible for voltage regulation. Past model-free strategies 

are either too simple (rule-based), cannot operate the present devices for voltage regulation 

(capacitors), and/or have unrealistic assumptions about the communication speed and data 

resolution. To overcome these issues, can we introduce online learning controllers that adjusts the 

devices on a distribution feeder as the loading changes, while avoiding perturbing the system too 

many times? 

To solve these three questions above, we focus on three specific topics: In Section 2, we perform 

prediction of equipment failure using several artificial intelligence (AI) techniques, including 

machine learning (ML) and matrix-based techniques, to assess localized power system asset health 

and provide prompt detection of asset degradation indicators. Through Section 3, we demonstrate 

seamless integration of physical laws using AI, which significantly improves the state-of-the-art 
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state estimation and anomaly detection, when the system is unobservable due to the lack of sensor 

measurements. In Section 3, we move from monitoring to control for distribution grids, where lack 

of system information, due to unobservability and presence of unknown third-party controllers, is 

the primary concern. We show that AI can provide generalized power flow equations for robust 

monitoring and control of distribution grids, unavailable in the past when there are unobservability 

issue and third-party controllers. 

1.2 Report Organization 

This report is organized into five chapters. The first chapter discussed the background of the 

problem and objectives for new machine learning-based methods. The second chapter conducts 

prediction of equipment failure using several artificial intelligence (AI) techniques. The third 

chapter provides solutions on state estimation and anomality detection for systems with 

unobservability. Moving from monitoring to control, the fourth chapter shows an online learning 

method for controls with performance guarantees. Finally, the fifth section concludes the project 

and discusses future scope of the project. 
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2. Overview of the Problem

2.1 Predicting Equipment Failure Using AI 

In order to extract the maximum economic value from their assets, it is desirable for utilities to 

operate assets for as long as possible before replacing them. As depicted in Figure 2.1, many power 

system assets in the field remain operable even with considerable age or visual signs of 

deterioration. As such, repair or replacement of assets as informed by electrical measurements, 

rather than age or visual inspection, may provide considerable advantage to electric power system 

stakeholders. 

A previous investigation (PSERC project S-74) indicated that by calculating the moving-window 

standard deviation of the signal-to-noise ratio (SNR) of power system current and voltage data, it 

may be possible to extract indications of degradation for certain types of assets. In this project, the 

previous work in this field was extended to encompass several new strategies for asset health 

diagnosis, including the use of artificial intelligence (AI) to identify and amplify trends in the data 

that are potentially indicative of asset degradation. Newly-acquired datasets from multiple power 

system asset failures were processed and analyzed for these techniques, and multiple options for 

AI-based asset failure prediction were developed, and their performance was evaluated using real-

world data. 

By applying the previously developed standard deviation of SNR methodology from PSERC 

project S-74 to new data from a lightning arrester failure, the plot of Figure 2.2 was produced. 

Figure 2.2 was generated using a dataset containing time-series phasor measurement unit (PMU) 

data including 3 days' worth of data prior to the lightning arrester failure event. The red, blue, and 

green plots represent data from the A-, B-, and C-phase line current values measured over time, 

respectively. The top row of plots in Figure 2.2 is the original data, the second row is the original 

data with any data dropouts (due to PMU errors or unreported values) removed, the third row is 

the time-series SNR of the data, and the bottom row is the time-series standard deviation of the 

SNR data. 
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Figure 2.1 An operating distribution transformer showing visual indications of possible 

degradation. 

One notable feature of the SNR standard deviation data for this particular event is the prevalence 

of transient increases in SNR standard deviation circled in red in Figure 2.2. Although these 

transient increases are not a definitive indication of asset degradation on their own, they do suggest 

that the variability in line current noise becomes markedly higher as the failure event is 

approached. 

By restricting the time period of data analyzed to 12 hours before and after the time of the lightning 

arrester fault, the plots depicted in Figure 2.3 were obtained. These plots further emphasize the 

abnormality of these pre-event transient increases in the SNR standard deviation. Although 

transient increases in the SNR standard deviation do occur throughout the measured data set, their 

frequency was qualitatively higher in close temporal proximity to the failure event. In light of the 

qualitative observation about the evolving frequency of transient SNR standard deviation 

increases, it was deemed prudent to develop a quantitative methodology to determine the relative 

frequency of these events.  
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Figure 2.2 Line current 3 days before a lightning arrester fault. 

Figure 2.3 Line current 12 hours before and after a lightning arrester fault. 

In order to quantitatively estimate the frequency of transient SNR standard deviation increases in 

any set of PMU data, the algorithm summarized by the flow diagram of Figure 2.4 was developed. 
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For each PMU data file provided for the event, the data of interest was preprocessed, the SNR and 

SND standard deviation values were obtained, and the data was initially plotted in a format similar 

to that shown in Figure 2.2 and Figure 2.3.  

An additional step was performed to automatically count the number of PMU data samples whose 

SNR standard deviation exceeded a set threshold, which was defined by visual inspection of the 

above plots to be 2 decibels (dB). If a large number of samples with high SNR standard deviation 

are detected just before the time of an asset failure event, and if relatively few samples with high 

SNR standard deviation were detected long before or shortly after the time of the event, then this 

is evidence to suggest that a relationship exists between the frequency of these transients and the 

particular event occurring. 

The algorithm of Figure 2.4 can be applied to one set of data at a time or can be automated to 

operate on numerous data sets simultaneously. If multiple data sets are handled simultaneously, 

then a set of bar plots showing limit count values in a given time period can also be created, thus 

leveraging the capabilities of modern computer hardware to provide novel insight into the behavior 

of electric power systems over time. 

Figure 2.4 Process for obtaining SNR bandwidth limit counts from PMU data. 

The process described in Figure 2.4 was initially applied to the measurements of the line current 

and bust voltage from one PMU in close proximity to the site of the lightning arrester failure. A 

count of the number of PMU-scale data points with SNR standard deviation values exceeding 2 

dB (a manually-selected threshold) was taken for several 6-hour periods of data prior to the event 

of interest. The number of "limit-exceeding" data points for each current phase in every period of 
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time was quantified in Table 2.1, and the number of "limit-exceeding" data points for each voltage 

phase in each period of time was quantified in Table 2.2. 

Table 2.1 Pre-fault current SNR standard deviation samples exceeding 2 dB. 

A-phase B-phase C-phase

0-6 hours pre-fault 2660 2759 2559 

6-12 hours pre-fault 627 635 626 

12-18 hours pre-fault 342 273 264 

18-24 hours pre-fault 0 0 0 

24-30 hours pre-fault 0 0 0 

30-36 hours pre-fault 124 184 312 

36-48 hours pre-fault 0 0 0 

Table 2.2 Pre-fault voltage SNR standard deviation samples exceeding 2 dB. 

A-phase B-phase C-phase

0-6 hours pre-fault 1909 1951 1690 

6-12 hours pre-fault 545 520 550 

12-18 hours pre-fault 61 46 46 

18-24 hours pre-fault 152 140 151 

24-30 hours pre-fault 95 132 128 

30-36 hours pre-fault 636 613 833 

36-48 hours pre-fault 0 100 0 
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From Table 2.1, it is clear that the frequency of high-standard deviation samples derived from the 

current measurement trends upward as the time of the lightning arrester fault approaches. Although 

this trend is less prominent in the "limit counts" computed for the voltage measurements, a striking 

increase in the number of limit-exceeding SNR standard deviation values is also present in the 

final 6 hours of voltage data prior to the time of the fault event. 

If this methodology were to be applied to a real-world asset health prediction application, it would 

be desirable to not only know if a power system asset were degrading, but also where it is 

degrading. In order to localize the source of these transient SNR standard deviation samples, the 

same process may be applied to a large number of PMU data sources. Figure 2.5 – Figure 2.7 

depict both voltage and current "limit counts" from 12 PMUs in the geographical vicinity of the 

lightning arrester failure analyzed in Figure 2.2 and Figure 2.3. To better reflect the observed 

behavior of this power system, the limit threshold for voltage SNR standard deviation was set to 

4. 

Figure 2.5 Background limit counts for 12 PMU measurement inputs. 
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Figure 2.6 Limit counts approaching the time of the failure event. 

Figure 2.7 Limit counts just before the time of the failure event. 

Figure 2.5 quantifies the number of SNR standard deviation samples exceeding the defined 

threshold for each of 12 PMUs of interest during a period of 6 to 12 hours before the incidence of 

the lightning arrester failure. This time range provides a "baseline" value for the typical frequency 
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with which limit-exceeding values are detected well before the fault event. Figure 2.6 indicates the 

frequency of limit-exceeding values in the period of 3 to 6 hours before the event, and Figure 2.7 

indicates the frequency of limit-exceeding values in the period of 0 to 3 hours before the event. 

It is clear from all three plots that certain PMUs produce more frequent "limit-exceeding" 

measurements than others. It is additionally evident that certain PMUs show a significantly greater 

increase in limit count as the event is approached than others. As such, rather than analyzing the 

absolute number of limit-exceeding measurements as a means for detecting asset health 

degradation, it may instead be more useful to track the evolution of number of limit-exceeding 

measurements over time. 

Figure 2.8 Change in SNR Standard Deviation Limit Count for the Arrester Failure, 3-6 Hours 

Pre-Fault to 0-3 Hours Pre-Fault. 

Figure 2.8 depicts the difference over time in the number of limit-exceeding SNR standard 

deviation values computed from each PMU from 3-6 hours pre-fault to 0-3 hours pre-fault. This 

serves as an indication of the local evolution of the SNR standard deviation exhibited by this region 

of the power system. From the plot of Figure 2.8, it is clearly evident that the current measurements 

of 5 specific PMUs exhibit a much greater increase in the frequency of transient SNR standard 

deviation measurements than the other PMUs being analyzed. The power system assets in close 

proximity to these PMUs would be prime candidates for immediate inspection for degradation if 

this analysis were performed on real-time data and such results were observed.  
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2.2 Online Health Monitoring of Diverse Power System Equipment in Presence of Biased 

Data 

Although the asset degradation algorithm and techniques described in Section 1.1 showed some 

promise in providing an indication of localized asset degradation over time, they suffered from 

several drawbacks that make them less-than-suitable for use in a real-time power system 

environment. An improved algorithm for analyzing PMU data and extracting relevant features that 

are indicative of degrading asset health would ideally have the following additional capabilities: 

• It should provide an estimate of asset health that is immediate (within seconds), rather than

an estimate that lags the inbound measurements by multiple hours

• It should automatically adjust criteria for "limit-exceeding" values, rather than relying on

manual specification of these thresholds

• It should respond strongly to abnormal SNR standard deviation values and should largely

ignore normal or baseline SNR standard deviation values

In response to these opportunities for improvement, a number of different methodologies for 

improving the algorithm were considered. The technique that was proposed, hereafter referred to 

as the sum of Z-scores method, or SZS method, was developed to address these challenges. A 

detailed description of the SZS method will follow after a brief review of the concept of the 

statistical Z-score and its meaning. 

In statistics, the Z-score (or standard score) provides a measure of the relative closeness of a 

particular measurement sample to the mean of the data from which it is sampled [3]. In particular, 

the Z-score is the number of standard deviations from the mean at which a particular sample lies. 

The Z-score concept assumes a Gaussian distribution of measurement values. A conceptual 

overview of the Z-score and its relationship to the Gaussian "bell curve" is depicted in Figure 2.9. 

As shown in Figure 2.9, the probability of randomly selecting a sample with a Z-score close to 

zero is much greater than the probability of randomly selecting a sample with a large positive or 

negative Z-score. Furthermore, if the Z-scores of a large number of samples are added together, 

they should approach zero as the number of samples measured increases. In other words, if a data 

set with Gaussian distribution, a fixed mean, and a fixed standard deviation is measured repeatedly, 

the sum of Z-scores measured should approach zero [4]. 

The tendency for the sum of Z-scores of a large number of measured samples to approach zero 

makes such a sum a good indicator of changes in the underlying distribution of a data set. If a long-

term mean and long-term standard deviation of measured values are used to perform Z-score 

calculations on incoming data, and if the sum of these Z-scores over time deviates from zero, this 

indicates a change in the underlying distribution of the data. This phenomenon is leveraged to 

provide a long-term moving-window sum of Z-scores, thereby allowing the sum of Z-scores 

method to detect deviating SNR standard deviation values or other time-series values. 
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Figure 2.9 Z-score concept [3]. 

The mathematical formulation of the Z-score is expressed as Error! Reference source not found.: 

𝑧 =
𝑥 − 𝜇

𝜎
(1) 

where, 𝑧 is the z-score of a given sample 𝑥, 𝜇 is the mean (average) of the data set, and 𝜎 is the 

standard deviation of the data set. 

The sum of Z-scores over an arbitrary window from the data point number 𝑚 to the data point 

number 𝑛 may therefore be expressed as: 

𝑍 = ∑
𝑥𝑖 − 𝜇

𝜎

𝑛

𝑖=𝑚

(2) 

where 𝑥𝑖 is the 𝑖-th data point in the range of data points 𝑚 to 𝑛. 

The value of the sum of Z-scores over a sliding window at a given data point 𝑛 in the data set may 

therefore be expressed as in (3): 

𝑍𝑚 = ∑
𝑥𝑖 − 𝜇

𝜎

𝑛

𝑖=𝑚

(3) 

Using a similar sliding window procedure, the value of the SNR (in decibels) over a sliding 

window of (𝑛 − 𝑚 + 1) values at a given data point 𝑛 in the data set may be expressed as [5]: 

𝑆𝑁𝑅𝑚 =  10 ∗ 𝑙𝑜𝑔 (
𝜇

𝑆
) (4) 

where 𝜇 is the mean of the sliding window data and 𝑆 is the standard deviation. 
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The sum of Z-scores methodology satisfies the suggested criteria listed at the beginning of this 

report section as follows: 

• The values reported by the SZS method are sample-by-sample; the evolution of any power

system measurement can be determined at any point in time

• The assumed mean and standard deviation of the data being analyzed is constantly being

updated as new SZS values are computed; therefore, the sensitivity of the SZS method to

anomalies is automatically adjusted as new data arrives

• The SZS method strongly amplifies abnormal (outlier) measurements, as they have

disproportionately high Z-scores; measurements close to the mean of the data are

essentially ignored by the SZS method

In summary, the SZS method provides an immediate, self-adjusting method for detecting 

anomalous measurements in power system data. A toy example of the SZS method being applied 

to some test data is depicted in Figure 2.10. Within Figure 2.10, the top plot shows raw random 

data with 4 intentionally-added outliers. The middle plot shows the calculated Z-core of each data 

point (note that the outliers are over 5 standard deviations away from the mean!). Finally, the third 

plot shows the moving-window sum of the last five Z-scores measured. From the third plot, it is 

evident that transient anomalies persistently increase the SZS, thus providing a method to test for 

recent anomalous behavior, even when such behavior is not occurring at that instant. 

Figure 2.10 Moving-window sum of Z-scores technique. 

When applying the described SZS method to PMU data acquired from a real-world power system 

event, the ability of the SZS method in tracking transient outlier phenomena over time becomes 

even more evident. Figure 2.11 depicts SNR standard deviation data captured approximately 40 

hours before a lighting arrester failure, as well as the SZS values calculated for these data points. 

The SZS data is consistently positive, due to the many small transient events present throughout 
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the data. Several hours before the fault occurs, it becomes evident that a sharp increase in the SZS 

values obtained for the current measurements is present. Had this same observation been made in 

the hours leading up to the arrester failure, mitigating action might have been possible to prevent 

the failure event altogether.  

Figure 2.11 Real power system event data (lightning arrester) processed through sum of Z-

scores. 

Some power system events, such as the transformer bushing failure analyzed in Figure 2.12, 

showed much more subtle changes in the SZS prior to the event; however, detectable changes were 

still present. Within Figure 2.12, both positive and negative SZS values are present, suggesting a 

relatively stable system with few large spikes. Closer to the time of the event, however, the SZS 

values begin to sweep more aggressively positive, then negative over time. When the fault event 

finally does occur, a sharp increase in SZS associated with the current spike at the event time is 

seen. Shortly thereafter, as the moving window slides past the time of the fault, the SZS promptly 

falls to a low value, suggesting a sudden decrease in the height of the SNR standard deviation 

values post-fault that is consistent with previous correlation of these values with degrading assets 

in PSERC project S-74. 
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Figure 2.12 More subtle trends extracted from bushing failure data by the sum of Z-scores 

method. 

In cases where SZS trends are clearly steeply increasing, the value obtained from SZS analysis 

may be directly employed in assessing probable asset health in the vicinity of the measurement 

site. In cases where SZS trends are more subtle, it may be desirable to use AI and ML techniques, 

rather than human inspection, to detect probable failure events. This aspect is explored below. 

The approach of bifurcating past real-world power system data into normal, alert, and alarm 

groups and training ML models based on these distinctions was taken in this part of the 

investigation. Figure 2.13 depicts how data from real power system events was preprocessed, 

classified, and used in training and model testing. The ML model chosen for this investigation was 

the Support Vector Classifier (SVC), a well-characterized and mature algorithm available as a pre-

designed package in the Python library scikit-learn. 

In particular, the following steps were taken to initially train and subsequently test the SVC models 

produced: 

1. Approximately 18 hours of data prior to an asset failure was extracted from a PMU data

archive (this value was selected based on previous plots of SNR standard deviation and

SZS, which showed this to be the period of time during which asset health degradation was

most clearly evident)
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2. The extracted data was preprocessed using SNR standard deviation conversion and the SZS

method

3. The data was manually labeled according to its temporal proximity to the asset failure

event: the samples from the 0-6 hour period before the event was classified as "alarm", the

samples from the 6-12 hour period before the event were classified as "alert", and the

samples from the 12-18 hour period before the event was classified as "normal"

4. The labeled data set was split randomly into training and testing data: 70% of the samples

were used for training the SVC model and 30% of the samples were reserved for model

testing later on. Importantly, no training data was used for testing the model and no testing

data was used during the training

5. The SVC model was trained on the labeled training data

6. The trained SVC model was then provided with unlabeled randomized testing data and was

allowed to make predictions about the state of health ("normal", "alert", or "alarm") of the

power system at each sample

7. The assigned labels of the testing data, stored separately from the data provided to the SVC

model, were compared against the model predictions in order to establish the model

accuracy as a percentage

Figure 2.13 Flowchart of the SVM algorithm training and evaluation methodology. 

The SVC is an extension of the Support Vector Machine (SVM), and functions as a classifier by 

mapping a non-linear separation boundary between classified data points in a multi-dimensional 

space of features [6]. Although there are a number of different ways to perform this mapping, one 

commonly-used technique for implementing it is using a radial basis function (RBF) kernel that 

maps the relationships between the training data points in 𝑛-dimensional feature space to a higher-



17 

dimensional (or infinite) feature space as a function of their distance from one another. This is 

expressed mathematically as follows: 

𝐾(𝑥1, 𝑥2) = 𝑒
−𝛾‖𝑥1−𝑥2‖

2
(5) 

where 𝐾(𝑥1, 𝑥2) is the value of the RBF kernel function for a given set of related points 𝑥1 and 𝑥2,
γ is the distance scaling factor, and the operation || || denotes the Euclidean distance between the 

two related points in multi-dimensional space. 

There are two hyperparameters of the SVM model with RBF kernel: γ and C. γ scales the relative 

squared distances between the data points, and C sets the penalty for misclassified data points 

during the SVM training [6]. Several values of hyperparameters were tested before a final selection 

was made on the preferred hyperparameters to be used in this model. 

Figure 2.14 shows the preprocessed SNR standard deviation data for the lightning arrester failure 

event alongside its manually assigned labeling. On the top classification plot, a value of 0 

represents a "normal" classification, a value of 1 represents an "alert" classification, and a value of 

2 represents an "alarm" classification. 

Following the procedure outlined by the flow diagram of Figure 2.13, this labeled data set was 

split into training and testing data to train an SVC model, and finally the accuracy of that model 

was evaluated. 

The input data and output accuracy metrics for the predictions made by the trained SVC model are 

summarized in Figure 2.15. Of the 19,440 fragments of feature data provided to the SVC model 

for evaluation, only 638 were misclassified. For this event, the overall accuracy was thus 96.7% 

for the trained SVC model using the RBF kernel and hyperparameters selected.  

This high accuracy suggests that, for this particular event, the SVC model operating on SZS-

preprocessed data is a good choice for asset health prediction. In order to establish if this 

methodology was also more generalizable, it was subsequently tested on an additional power 

system failure event as described below. 

In order to provide further evidence of the suitability of the SVC model trained on labeled SZS 

data, a second real power system event was selected for additional evaluation of the process 

described. This event was a transformer bushing failure, and the data employed in training and 

testing the model was the same data that produced subtle, non-obvious SZS changes in the plot of 

Figure 2.12. 

The same procedure of preprocessing, training, and testing the SVC model as was performed in 

the lightning arrester failure event was now performed on the bushing failure event data. Upon 

completion of the training and testing steps, the accuracy results summarized in Figure 2.16 were 

obtained. 
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Figure 2.14 Timestamp-based labeling of input training and testing data. 

Figure 2.15 Accuracy of SVM model on 30% randomly selected testing data (no training data 

used for testing) for lightning arrester event. 
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Figure 2.16 Accuracy of SVM model on 30% randomly selected testing data (no training data 

used for testing) for transformer bushing event. 

Here it can be seen that for the same number of samples provided to the trained SVC model, the 

number of misclassifications was even lower than that obtained for the lightning arrester failure. 

The overall classification accuracy of this SVC model was over 99%. This provides further 

evidence to suggest the viability of this process as a method to leverage AI to predict and locate 

probable asset degradation in the field. 

Although further testing will be required to evaluate which types of events this methodology is 

best suited to assessing, this process was deemed sufficiently promising to warrant the construction 

of a more scalable, automated set of programs to enable the process to be leveraged on a wider 

scale. The programs developed for this purpose are discussed in the next section. 

2.3 Creation of a Generic Framework for Simultaneous Health Monitoring of Diverse 

Power System Assets 

Following the promising development of an AI-based methodology for predicting power system 

asset degradation based on PMU data, it was deemed an important step to make this process more 

streamlined and ready for wider-scale testing. As a result, a generic framework for implementing 

the SVC classification method with SZS preprocessing was developed and deployed for testing at 

a local electric power utility (who is also a PSERC member). 

In particular, a set of Python scripts capable of being run in almost any modern computing 

environment were developed. The scripts are provided in Appendices A-C. The first script, 

"SNR_STD_exporter.py," serves as the initial preprocessor for ingesting and preparing data for 

SZS and ML evaluation (see Appendix A). As depicted in Figure 2.17, "SNR_STD_exporter.py" 

allows the end user to locate a source file of PMU data (preferably in comma-separated value, or 

CSV, format). It additionally allows the user to specify the CSV column number associated with 

each power system measurement of interest, including: 

• A-phase voltage magnitude

• B-phase voltage magnitude



20 

• C-phase voltage magnitude

• A-phase current magnitude

• A-phase current magnitude

• A-phase current magnitude

Execution of "SNR_STD_exporter.py" not only converts the input CSV data to SNR standard 

deviation data for immediate use in the subsequent model-building script, but also provides 

human-viewable previews of each of the time-series data sets produced, including both the input 

data plots and output SNR standard deviation plots (as shown in Figure 2.17). 

Figure 2.17 Features and outputs of "SNR_STD_exporter.py". 

The second script available for use in the generic framework for asset health monitoring is called 

"SZS_validate.py," and its purpose is to ingest preprocessed SNR standard deviation data, perform 

the SZS method on it, and finally generate and validate an SVC model based on the input data (see 

Appendix B). "SZS_validate.py" not only produces a pre-trained SVC classifier model that can be 

re-imported into other Python scripts for subsequent use, but also it provides an internal validation 

of this model on provided data in order to ensure that the mode is behaving correctly. In Figure 

2.18, one instance of the SVC model is trained on a small amount of toy data and its accuracy is 

shown. In addition to the returned model file (shown in Figure 2.18 as "trained_model.svm", the 

Python script "SZS_validate.py" also provides a human-viewable plot of the SZS values obtained, 

and additionally provides a detailed sample-by-sample spreadsheet of the validation test 

predictions and true values in order to manually fine-tune the model to provide optimal results. 

Figure 2.18 Features and outputs of "SZS_validate.py". 
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The third Python script provided for use in this generic framework for asset health monitoring is 

called "SZS_classify.py" (see Appendix C). This script is designed to read in an already-trained 

SVM model (trained by "SZS_validate.py") and to use this trained model to make predictions 

about new, never-before seen data. 

Once a model has been trained on the behavior of a particular region of the power system, it is 

intended to be used on any incoming data needing to be assessed for asset degradation indications 

for that region. By providing preprocessed data and a trained model to "SZS_classify.py," 

classifications are made automatically on the provided data, without any need for manual labeling. 

Figure 2.19 depicts the outputs of "SZS_classify.py" when provided with toy data for evaluation. 

Plots of the SZS of the data, the sample-by-sample classification of the data, and most importantly, 

a spreadsheet containing the sample-by-sample predictions made by the SVC algorithm are written 

to disk once execution is complete. 

Figure 2.19 Features and outputs of "SZS_classify.py". 

The above scripts were provided to a local electric power utility for their own in-house evaluation 

on real-world power system data. Results of the evaluation are currently pending. It is important 

to note that the SVC-based framework proposed here works best when trained on data acquired 

from the region of the power system where it is intended to be deployed. Because the latent noise 

level of different areas of the power system may vary considerably, even before and after an event 

as shown in Figure 2.20, localized training is advantageous to producing good model accuracy. 

In light of this, it is important to note that not all areas of the power system will have readily 

available fault-state data sets. Thankfully, power system asset failures are not particularly 

common; however, this results in a dearth of abnormal-state training data. This is an ongoing topic 

of research: the ability to produce accurate synthetic data mimicking the fault behavior of particular 

parts of the power system is crucial to enabling the wider-scale deployment of ML-based anomaly 

detection schemes such as the one proposed. 

In the interest of pursuing an anomaly detection method that does not relay as heavily on labeled 

training data, another technique investigated in this section was the Matrix Profile technique. 

Developed by Eamonn Keogh at the University of California Riverside and Abdullah Mueen at 

the University of New Mexico [https://towardsdatascience.com/introduction-to-matrix-profiles-

5568f3375d90], this method works by identifying repeating trends in time-series data (referred to 

in Matrix Profile parlance as "motifs"), and subsequently identifying anomalous deviations from 

these trends (referred to in Matrix Profile parlance as "discords"). 
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Figure 2.20 Changes in the SNR STD profile after a fault due to changing system operating 

point. 

In order to test a practical implementation of Matrix Profile, the stumpy Matrix Profile Python 

library developed by TD Ameritrade was employed and tested on data previously investigated 

using the methods already discussed. 

Despite the possibility that Matrix Profile would provide an unsupervised anomaly detection 

methodology, there was not enough repeatability in SNR standard deviation data to allow Matrix 

Profile to effectively identify pre-fault anomalous data as a discord, even under several different 

window size settings and data down-sampling ratios. Examples of the ambiguous results provided 

by Matrix Profile on real power system data can be seen in Figure 2.21. Although a significant 

increase in the motif distance did occur in the case of a Matrix Profile window size of 30000, this 

change returned to baseline levels before the asset failure occurred; thus, it was not considered a 

strong indicator of probable asset degradation. A further reason to avoid Matrix Profile for this 

particular application was its very long processing time, which was found to be several times 

slower for a given size data set than the SZS and SVC methods. 

2.4 Completion of a Generic Framework for Simultaneous Multiple-Substation Health 

Monitoring of Diverse Power System Assets 

With the exception of the multi-source limit counting strategy, all of the above-described 

methodologies for asset health assessment are designed to be operated on one data source at a time, 

for example, the data streamed from one PMU in one substation. The overall goal of this portion 

of the project is to investigate a method of asset health monitoring in multiple substations 

simultaneously. As such, an additional methodology was investigated with the goal to make it: 

• Fast enough to operate on a massively parallel scale on real-time data without excessive

computational burden

• Capable of simultaneously incorporating many data sources into a single power system

health assessment

• Able to operate unsupervised without the need for localized training
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Figure 2.21 Testing of Matrix Profile for detecting anomalies in periodically varying SNR STD 

data on 48 hours' data for W=3000, W=10000, and W=30000. Vertical axis represents distance 

between motifs and horizontal axis is time-series sample number 
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With these goals in mind, a separate approach was taken to assess system anomalies that altogether 

bypasses the need for SNR standard deviation analysis, Z-score summation, and model training. 

This approach, referred to as the derivative difference method, operates on multiple simultaneous 

data sources by: 

1. Time-synchronizing all available data samples

2. Measuring the rates of change or derivatives of each data set over time

3. Subtracting the derivatives from multiple data sources to localize regions of the power

system with elevated rates of evolution

The process by which this methodology can be applied to power system data is summarized in 

Figure 2.22. 

Figure 2.22 Flow diagram of derivative difference method 

The derivative difference method in action can be seen in the multi-step process depicted in Figure 

2.23. Consecutive samples 𝑋𝑛−1  and 𝑋𝑛  are subtracted for each time-series data source, the 

resultant difference is averaged, and the end result is a plot that compares the rates of change of 

one area of the power system to another. Prior to subtraction, derivative values may also be 

statistically normalized to the mean and standard deviation of their respective sources in order to 

allow all derivatives to be compared to one another at a common scale. 

Figure 2.23 Derivative difference method in action on real power system data 

The advantages of such a method become clear when even more data sources are incorporated into 

the analysis. When a large number of power system measurement sites are compared against one 
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another, a "heatmap" matrix of relative rates of evolution is obtained. Regions of this heatmap with 

greater rates of system evolution are more likely to contain sources of anomalous system behavior 

than regions which are relatively stable as compared to their neighbors. A small-scale example of 

such a matrix is shown in Figure 2.24. 

Figure 2.24 Multiple derivative differences combined into a series of 2D "heatmap" frames 

Because a new "heatmap" matrix is produced for every consecutive sample of incoming data from 

the power system, it is possible to create a real-time frame-by-frame video of these matrices as 

they evolve. Figure 2.25 depicts the evolution of the matrix shown above in Figure 2.24 as the 

normal background behavior gradually evolves into abnormal behavior. It is clear that a change 

has taken place, and this change could be observed by a power system operator or even an 

automatic monitoring algorithm in real-time. 

Figure 2.25 Evolution of heatmap frames prior to catastrophic asset failure 

One final note pertaining to the value offered by this method as compared to all the previously-

discussed methods is its relatively high computational speed and low computational burden. 

Because only a few simple mathematical operations must be performed on each incoming sample 

in order to obtain its derivative and normalize it, this process can easily be performed on large 

numbers of parallel data streams. 
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The most computationally burdensome step in this type of analysis is the computation of the 

derivative difference heatmap matrix itself, as it requires 𝑁2 subtractions of the incoming data

streams to be performed. Nevertheless, for typical power systems with hundreds or even thousands 

of measurement sources, this calculation would still be trivial in modern computer hardware with 

multiple processor cores operating at gigahertz speeds [7]. 

2.5 Future Work: Automation of Event Detection in Simultaneous Multiple-Substation 

Health Monitoring of Diverse Power System Assets 

The methods for simultaneous multiple-substation health monitoring of diverse power system 

assets discussed here effectively leverage artificial intelligence methods to distill specific figures 

of merit about the health of regions of the power system from the vast quantity of data supplied by 

PMUs. Despite the automation inherent to these processes, they all require some final decision to 

be made by a power system operator as to whether the signs of failure that these algorithms report 

are sufficiently strong to warrant real-world deployment of corrective measures. 

A significant research opportunity still exists to develop methods to leverage AI to make 

operational decisions based on the real-time results supplied by these algorithms. In particular, the 

highly scalable two-dimensional matrices generated by the derivative-difference method are 

potentially well-suited to decision-making algorithms based on convolutional neural networks 

(CNNs), which have traditionally been leveraged to perform image processing and image 

classification, both of which are performed on similar two-dimensional data. 

Figure 2.26 gives a summary of how a derivative difference matrix might be used to train an ML 

algorithm to make operational decisions about where and how to deploy crew to monitor or 

diagnose equipment failure. 

Figure 2.26 Concept of ML-based operational decision-making based on derivative difference 

heatmap data 

Another opportunity lies in Generative Adversarial Networks (GANs). GANs have been used in 

anomaly detection frameworks due to their ability to generate realistic data. This generation of 

data (also known as data augmentation) mitigates the problem of highly biased dataset of normal 

conditions as opposed to abnormal conditions inherent to asset health problems. In this setting, a 

GAN can be developed and trained to generate abnormal data. A standard architecture for GAN is 

shown below along with the generated data.  
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Figure 2.27 On the left is a simple GAN model and on the right are time-series generated 

samples [8] 

This newly generated dataset of normal and abnormal data can then be turned into a classification 

problem where the time series is passed through a normal NN, CNN, LSTM (Long short-term 

memory) or GAN. Those networks have been thoroughly investigated when it comes to 

classification problems and have worked well in the past.  

In [9], a GAN based approach was used to detect pointwise and window-based anomalies in time-

series. It shows how GAN and reconstruction-based methods are better in anomaly detection 

compared to prediction methods, e.g., LSTM, and classical statistical methods, e.g., ARIMA. 

Similar models can be used or even a combination of classical and ML-based models can be used 

to improve performance.  
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3. Deep Learning Approach to Power System State Estimation and Bad-Data

Detection

3.1 Introduction 

This report focuses on achieving situational awareness in power systems with limited 

measurements. Specifically, we are interested in power system state estimation and anomaly 

detection when the system is unobservable due to the lack of sensor measurements. This work has 

been motivated by the greater presence of distributed energy resources, especially in the form of 

inverter and converter-based resources that make the power grid increasingly stochastic, dynamic, 

and vulnerable to system/cyber anomalies. To this end, this report covers two aspects of situational 

awareness: (i) state estimation of an unobservable distribution system and (ii) detection of anomaly 

sequence in high-resolution measurements. 

3.1.1 Bayesian State Estimation of Unobservable Distribution System via Deep Learning 

The state estimation problem is motivated by the need of coping with the rising presence of 

distributed energy resources (DER) in distribution systems. To unlock the full potential of DER, 

effective state estimation is necessary for distribution systems to provide tighter control of power 

flow for real-time operations. 

Unlike the transmission systems where redundant measurements are collected by a supervisory 

control and data acquisition (SCADA) system, current distribution systems have few 

measurements such that the system is generally unobservable [10],[11]. By unobservable it means, 

mathematically, that the measurement function is not invertible, and there is a manifold of 

uncountably many states that correspond to the same measurement. Consequently, classical 

techniques such as the weighted least squares (WLS) method that assumes deterministic states, if 

applied blindly, fail in practice. 

A standard remedy of unobservability is to use the so-called pseudo-measurements based on 

interpolated measurements or historical data. These techniques are ad hoc and suboptimal. 

Additional measurements may come from smart meters at the edge of the network, but these 

measurements arrive at a much slower time scale, e.g., in 15 minutes to one-hour intervals. Such 

type of data is incompatible with the more rapid changes of DER such as solar generations and 

difficult to use to provide minute or sub-minute level situation awareness. Realizing state 

estimation for real-time operations, therefore, requires a fundamentally different approach from 

the state of the art, one that overcomes the lack of observability. 

State estimation for unobservable systems must incorporate additional properties beyond the 

measurement model defined by the power flow equations. To this end, we pursue a Bayesian 

inference approach where the system states (voltage phasors) and measurements are modeled as 

random variables endowed with (unknown) joint probability distributions. Given the highly 

stochastic nature of the renewable injections, such a Bayesian model is both natural and 

appropriate. 
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The most important benefit of Bayesian inference is that observability is no longer required. A 

Bayesian estimator exploits the probabilistic dependencies of the measurements on the system 

states, and it improves the prior distribution of states using available measurements, even if there 

are only a few such measurements that render the system unobservable. 

The advantage of Bayesian inference, however, comes with several nontrivial difficulties in 

applications. First, the underlying joint distribution of states and measurements, if unknown, needs 

to be learned. Second, even if the probability distribution of the states and measurements is known 

or learned, computing the actual state estimate is often analytically intractable and computationally 

prohibitive. 

3.1.1.1 Related Work 

State estimation based on deterministic models of states has been extensively studied. See [10],[11] 

and references therein. Existing Bayesian techniques that model states as random variables are less 

common even though the idea was already proposed in the seminal work of Schweppe [12]. 

Bayesian methods for state estimation can be classified into two categories: Bayesian pseudo-

measurements [13-16] and Bayesian state estimation [17-24]; the former uses probability 

distributions to generate pseudo-measurements so that conventional techniques such as WLS can 

be applied. Such hybrid techniques are suboptimal but can leverage the existing state estimation 

methods. The latter ''direct'' Bayesian solutions use distribution information explicitly and 

minimize the mean squared error. These techniques vary in how the estimator is computed. The 

method proposed in this project falls into this latter category. 

Direct Bayesian state estimation requires the computation of the conditional mean of the state 

variables. One approach is based on a graphical model of the distribution system from which belief 

propagation techniques are used to generate state estimates [17,18]. These techniques require a 

dependency graph of the system states and explicit forms of probability distributions. Another 

approach is based on a linear approximation of the AC power flow [19]. The proposed approach 

belongs to the class of Monte Carlo techniques in which samples are generated and empirical 

conditional means are computed. In our approach, instead of using Monte Carlo sampling to 

compute the conditional mean directly as in [20], Monte Carlo sampling is used to train a neural 

network that, in real-time, computes the MMSE estimate directly from the measurements. 

Neural networks have been proposed for state estimation as early as 1991 in [21]. Different 

architectures of neural networks have been considered: an auto-encoder structure in [22] and a 

radial basis function network in [23]. Although it is not cast as a Bayesian state estimation, the 

approach in [24] appears to be quite close to ours where a neural network with two hidden layers 

was used to estimate states directly using load bus measurements as the input of the neural network. 

The distributions of power injections were not learned but assumed in [24], and issues of bad data 

were not considered. 

Bad data detection and identification has been studied extensively. See [10],[11], and references 

therein. Classical methods are post state estimation techniques where states are first estimated and 

used to compute the residue error. The presence of bad data is declared if the norm of residue error 

exceeds a certain threshold. For such techniques, system observability is a prerequisite. Even when 
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there are enough measurements such that the system is observable, to identify and remove bad 

data, an iterative process is often used where state estimation is performed repeatedly after each 

positive bad data detection and removal. Such techniques often fail to identify bad data and 

mistakenly remove good data. Indeed, there is no general method to detect, identify, and remove 

bad data effectively [11]. There seems to be limited work on the use of the Bayesian approach to 

bad data detection and cleansing. 

3.1.1.2 Summary of Results and Contributions 

The main contribution of this work is a novel application of Bayesian state estimation with bad 

data detection and cleansing for possibly unobservable systems or one whose measurements are 

highly unreliable, corrupted by bad data, or subject to data attack. We propose a machine learning 

approach for the minimum mean squared error (MMSE) estimation of system states and a Bayesian 

bad data detection and cleansing technique to identify and remove bad data. 

The proposed machine learning approach consists of distribution learning and deep regression 

learning; the former uses smart meter data to learn bus injection distributions from which training 

samples are drawn to train the neural network in regression learning. This particular architecture 

is not necessarily new in general, but it appears to be novel for state estimation and bad data 

detection problems in power systems. A key innovation here is a way that the physical power 

system model (the power flow equations) is embedded in the regression learning. Another 

innovation is the learning of fast time-scale power-injection distribution from the slow time-scale 

smart meter data. 

Besides overcoming system unobservability, the proposed neural network approach offers two 

additional advantages: First, the proposed Bayesian approach provides a direct and simple way to 

identify and remove multiple bad data measurements, which is known to be intractable for 

conventional (WLS-based) bad data solutions. Second, the neural network approach to MMSE 

estimation has a substantial advantage in real-time computation over the WLS-based methods. 

Numerical results demonstrate several features of the proposed approach. First, we show that the 

proposed Bayesian state estimator performs considerably better than the benchmark pseudo-

measurement techniques, including the ones that generate pseudo-measurements using neural 

networks. Second, we show that the proposed technique provides a level of robustness against 

inaccuracies in distribution learning. In particular, the Bayesian state estimator performs well when 

the distribution is learned from samples drawn from one distribution and tested on data from 

different distributions1. Third, our results suggest that using deep learning seems essential. Fixing 

the total number of neurons and varying the number of layers in the neural network, we observe 

that neural networks with 5 layers or so provide better performance, and networks with bulging 

middle section are better than rectangular networks. Finally, simulations show that the Bayesian 

bad data detection and cleansing is considerably more effective than the non-Bayesian pseudo-

measurement techniques. 

1 In our simulation, we generate test data based on a distribution learned in a different year. 
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The proposed technique is of course not without limitations. Some of these limitations are 

summarized in Section 3.3.6. 

3.1.2 A Deep Learning Approach to Anomaly Sequence Detection 

We consider the problem of detecting data and system anomalies using high-resolution power 

system measurements. In particular, we consider phasor measurements at reporting rates up to 256 

Hz and continuous point-on-wave (CPOW) measurements sampled at up to 100 kHz. At these 

sampling rates, power system measurements exhibit strong temporal dependencies. 

High-resolution measurements currently exist in the field in various monitoring devices [25], often 

for post-event analysis and rarely streamed to the control center for real-time monitoring. 

However, with the increasing penetration of inverter-based resources, there are cogent needs for 

high-resolution wide-area monitoring that goes beyond using low-resolution SCADA and PMU 

based measurements [25,27]. To this end, we aim to fill a theoretical and practical gap in using 

high-resolution measurements to detect anomalies at the sensor level and combine sensor-level 

detections at the control center to form more accurate anomaly detections. 

The challenge of anomaly detection with high-resolution measurements is threefold. First, 

temporal dependencies in high-resolution measurements are difficult to model. Conventional 

techniques based on sample-by-sample detection or assuming independent data samples tend to 

perform poorly. In this work, we stress the significance of anomaly sequence detection where 

anomaly detection is made based on a measurement sequence rather than individual samples. 

Second, anomalies are rare events, and there are uncountably many possibilities that anomalies 

can occur; no single model nor sufficient historical data are available to characterize and validate 

anomaly data. Therefore, anomaly detection should be derived from the anomaly-free model only, 

independent of the types of anomalies that may occur. 

Finally, defining ''normalcy'' is nontrivial. While a power system has well-defined nominal 

operating conditions, it has frequent transients as generators are dispatched in real-time. There is 

no standard data model that leads to well-defined statistical tests for anomaly-free data. 

We consider three types of anomalies. One is the conventional bad data caused by malfunctioning 

sensors and communication errors that generate outliers. The second is data anomaly from data 

attacks, where an adversary manipulates sensor data to affect the operator’s decision process. The 

third is system anomalies such as faults and operation contingencies that manifest themselves in 

data. We do not distinguish among different data anomalies. 

3.1.2.1 Related Work 

The classic anomaly detection in wide-area power system monitoring is bad-data detection in the 

context of power system state estimation [10,12,28]. A standard approach is post-estimation bad-

data detections where state estimation is performed first as if there were no bad data. Data anomaly 

is declared when the (normalized) residue error (computed using the estimated state) is greater 
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than a certain threshold. As a result, inaccuracy of state estimation caused by anomaly data 

circulates back to affect bad-data detection. 

An alternative is the pre-estimation bad-data detection techniques that detect data anomaly before 

state estimation, thus breaking the path of estimation error propagation. The key idea is to replace 

the estimated state in the post-estimation scheme with a predicted state using the past 

measurements and apply residue test on the predicted measurement [29,30]. Such techniques 

exploit temporal dependencies in the data for prediction, thus more relevant to the anomaly 

sequence detection problem considered in this project. These techniques, however, assume specific 

temporal dependency models that are difficult to obtain. 

A more direct pre-estimation approach is to detect anomalies based on features of anomaly-free 

data. One of the earliest such techniques is using a neural network classifier trained with anomaly-

free data [31]. A separate line of approaches is to extract features from the anomaly-free data and 

classify data in the feature space. Examples include the use of principal component analysis to 

characterize the signal subspace of the anomaly-free data [32] and the formulation of the problem 

as the detection of a change in measurement probability distribution [33]. 

There is a growing literature on the use of machine learning for bad-data detection in power 

systems since the mid-1990s [31]. These techniques can be categorized based on how data are used 

in learning. Supervised learning requires the labeled training data in the anomaly-free and anomaly 

cases [34-36], semi-supervised learning requires training samples for the anomaly-free data [37-

39], and unsupervised learning requires no training data [33,40]. An ensemble learning technique 

is proposed in [41] that combines a collection of bad-data detectors. 

Because it is difficult to obtain labeled anomaly data for training, the semi-supervised and 

unsupervised learning paradigms are of particular significance. Although not designed for power 

system state estimation, two types of semi-supervised anomaly detectors that use only training 

samples under the anomaly-free model can be applied for bad-data detection in power systems. 

One is the one-class support vector machine OC-SVM [42] that separates anomaly and anomaly-

free data deterministically. The other is based on the idea of auto-encoder in deep neural network 

[43]. An implicit assumption is that anomaly and anomaly-free data do not share a common data 

domain for these methods, which rarely holds in power system measurement models. 

Statistical learning approaches to anomaly detection start from the premise that anomaly and 

anomaly-free data come from different probability distributions. To this end, a recent work of 

particular relevance is [37] that focuses on dynamic data attacks of power system state estimation. 

Although the attack models in [37] suggests an anomaly sequence detection problem, the proposed 

mitigation strategy is a sample-by-sample detection scheme based on anomaly-free probability 

distributions from historical samples. The idea of universal bad-data detection methods developed 

in [38,39] is a semi-supervised learning technique that learns the inverse generative model of the 

anomaly-free data using a generative adversarial network (GAN) approach using Wasserstein 

distance [44], followed by a coincidence test. The approach developed in [38,39] relies on that the 

observations are i.i.d., which is unreasonable for high-resolution data. 
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There is significant literature on detecting the so-called data injection attacks by an adversary who 

can inject, remove, and substitute data to affect system and market operations [45-50]. In 

particular, an attacker may create a fake sequence of system states such that the manipulated 

measurements and the fake state sequence satisfy the underlying power flow equation, which 

makes the manipulated data unobservable. There is no effective anomaly detection solution for 

such attacks in the literature. The technique proposed here gives a viable solution. 

3.1.2.2 Summary of Approach and Contributions 

We develop a data-driven machine learning technique to detect anomalies from high-resolution 

CPOW and PMU measurements. By stressing the significance of anomaly sequence detection, the 

proposed approach is a notable departure from the conventional sample-by-sample detection 

solutions, and it is perhaps the first anomaly sequence detection method for power system 

monitoring. 

The main technical contribution of this work is twofold. First, we develop a sensor-level non-

parametric anomaly sequence detection method in which no assumptions are made for the anomaly 

data model. The anomaly-free model is also assumed to be unknown, except that historical training 

samples are available, making the proposed technique a data-driven solution. By not assuming any 

anomaly model, the proposed sensor-level detection applies to bad-data anomalies, data injection 

attacks, and system anomalies that manifest themselves in anomaly data patterns. To our best 

knowledge, there are no existing alternatives in the power system monitoring literature. 

A significant challenge of anomaly sequence detection is the unknown temporal dependencies in 

measurements. To this end, we propose a GAN-based independent component analysis, referred 

to as ICA-GAN, that transforms anomaly-free measurements with unknown statistical 

dependencies to uniform independent and identically distributed (i.i.d.) samples. We then apply a 

uniformity test that distinguishes uniform i.i.d. samples from the anomaly-free hypothesis from 

non i.i.d. and/or non-uniform anomaly samples. While ICA [51-53] and uniformity tests [54-56] 

have been developed separately in the past, a combination of them for anomaly-detection is a novel 

contribution. 

Second, we propose a distributed detection framework that combines sensor-level detections for 

system-level anomaly detection. Such techniques are essential because individual sensors have 

access to local measurements only, and their detections are likely to be unreliable. Distributed 

detection plays crucial roles in various surveillance applications and has been studied extensively 

[57]. Classic techniques require known anomaly and anomaly-free probability models, and 

measurement samples are assumed to be conditionally i.i.d. These assumptions do not apply to the 

anomaly detection model considered here. To our best knowledge, there are no effective non-

parametric decentralized techniques in the literature. The proposed technique exploits a key feature 

of ICA-GAN that, under the anomaly-free hypothesis, maps dependent measurement sequences to 

uniform i.i.d. sequences, making it possible that local detectors with the same false positive rate 

(FPR) are used. To this end, we derive a fusion rule that combines individual sensor decisions. 

Finally, we test the proposed technique under three anomaly scenarios, using real data set from the 

EPFL network [58,59] and a larger synthetic Northern Texas network with PMU measurements 
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[60]. These illustrations cover a natural data anomaly, an unobservable data-injection attack, and 

a system anomaly. They serve as demonstrations of the versatility of the proposed detection 

method. 

3.2 Bayesian State Estimation via Deep Learning 

3.2.1 Bayesian State Estimation and Neural Network 

3.2.1.1 Algebraic and Statistical Models 

A distribution system is described by a graph 𝒩 = {𝒱, ℰ} where 𝒱 = {1, ⋯ , 𝑁} is the set of buses 
and ℰ the set of network branches. We assume that node 1 is the slack bus representing the point 

of common coupling (PCC), where the distribution network is connected to the main grid. 

An unbalanced three-phase distribution system is considered. The three-phase voltage phasors at 

bus 𝑖 is a complex column vector 𝑥𝑖 = [𝑥𝑖1, 𝑥𝑖2, 𝑥𝑖3]𝑇 , where the superscripts are phase indices, and 
𝑥𝑖
𝑘 = 𝑉𝑖𝑘 ∠𝜃𝑖𝑘, where 𝑉𝑖

𝑘 is the voltage magnitude and 𝜃𝑖
𝑘 is the phase angle for the state variable 

at phase 𝑘 of bus 𝑖. The overall system state 𝑥𝑖 = [𝑥1, ⋯ , 𝑥𝑁]𝑇 is the column vector consisting of 
voltage phasors at all buses. 

We model the power system by a pair of equations that characterize the relationship among the 

vector of (complex) power injections 𝑠 = [𝑠1, ⋯ , 𝑠𝑁]𝑇 at network buses, the system states 𝑥, the 
vector of measurements 𝑧 = [𝑧1, ⋯ , 𝑧𝑀]𝑇, and measurement noise 𝑒:

𝑥 = 𝑔(𝑠), 𝑧 = ℎ(𝑥) + 𝑒,  (3.1) 

where the system function 𝑔(⋅) is defined by the Kirchoff law and electrical characteristics of the 

network, whereas the measurement function ℎ(𝑥) is defined by the type and the locations of the 

meters in the network. Vector 𝑧 above includes standard types of measurements such as branch 

power flows, power injections, and current magnitudes. Although the techniques developed here 

apply to general observation models, we are particularly interested in cases when the system is 

unobservable, especially for those cases when the number of measurement points is small, often 

significantly less than the number of state variables. The specific forms and parameters of (3.1) 

are given in [61]. 

Aside from the physical models above, Bayesian estimation requires a probability model that 

specifies the statistical dependencies of the variables. Here we assume that the measurement noise 

𝑒  is independent of the network injection 𝑠 . Together, the joint distribution of 𝑒  and 𝑠  in the 

product form defines the joint distribution of measurements 𝑧  and state variables 𝑥 . The 

distributions of these random variables are unknown. 

3.2.1.2 Bayesian State Estimation 

A state estimator 𝑥̂(⋅) is a function of measurement 𝑧. In Bayesian estimation, the estimator 𝑥̂(𝑧) 
is defined by the joint distribution of 𝑥 and 𝑧 according to a certain objective. We focus on the 



35 

minimum mean squared error (MMSE) estimator that minimizes the expected squared estimation 

error2. 

From standard estimation theory, the MMSE estimator is given by the mean of the state 𝑥 

conditional on the realization of the observation vector 𝑧: 

min
𝑥̂(⋅)

𝔼(‖𝑥 − 𝑥̂(𝑧)‖2) ⇒  𝑥̂∗(𝑧) = 𝔼(𝑥|𝑧). (3.2) 

Simple as it may appear in the above equation, the computation of the conditional mean can be 

exceedingly complex. For all practical cases, the functional form of the conditional mean is 

unavailable. More importantly, perhaps, the underlying joint distribution of 𝑥 and 𝑧 are unknown 

or impossible to specify, which makes the direct computation 𝑥̂∗ intractable.

3.2.1.3 Neural Network Approximation 

Because the Bayesian state estimator is defined on the unknown joint distribution of 𝑧 and 𝑥, we 

consider an alternative approach that learns directly the conditional mean in (3.2) using a deep 

neural network shown in Figure 3.1. The neural network consists of multiple layers of neurons, 

and neurons at each layer produce a vector output for the next layer using a (parameterized) 

nonlinear function of the output vector from the previous layer. The input-output relation of the 

neural network is a nonlinear map 𝒦 such that 

𝑥̂(𝑧) = 𝒦(𝑤, 𝑧),  (3.3) 

where 𝑤 is the parameter matrix. See [61] for the form of 𝒦. 

Figure 3.1 Multi-layer Forward Neural Network. 

2 The developed technique can be also applied to other Bayesian techniques such as the robust estimator based on 

the minimum absolute error (MMAE) estimator and the maximum a posteriori probability (MAP) estimator. 
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3.2.2 Learning with Deep Neural Network 

3.2.2.1 Training the Neural Network 

We now focus on learning the neural network parameter 𝑤  to approximate the MMSE state 

estimator 𝑥̂∗(𝑧) in (3.2).Standard deep learning algorithms apply to cases when there is a set of

training samples made of the input-output pair {(𝑧, 𝑥̂∗(𝑧))}. Such pairs, unfortunately, are not

available directly. 

The key to obtaining a training data set is to incorporate the underlying physical model 

characterized by the power flow equation. Although we do not have the joint distribution of 𝑥 and 

𝑧 , we can draw net injection and noise samples (𝑠, 𝑒) ∼  𝐹𝑠 × 𝐹𝑒  if we have the marginal

distributions 𝐹𝑠  and 𝐹𝑒  of the injection and noise, respectively. From (𝑠, 𝑒), by the power flow 

equation (3.1), we obtain (𝑥, 𝑧) that can be used for training. Conceptually, 

(𝑠, 𝑒) ∼  𝐹𝑠 × 𝐹𝑒
(3.1)
→ (𝑥, 𝑧).

(3.4) 

Measurement noise distribution 𝐹𝑒  is assumed to be, say, zero-mean Gaussian 𝒩(0, 𝜎2). The

distribution of the net power injection, however, depends on a combination of load and possibly 

renewable generations. We defer the discussion of learning 𝐹𝑠 using data from the smart meter and 

other measurement devices. For now, we assume that the injection and measurement samples can 

be generated. 

Given the set of training samples 𝒮 = {(𝑥[𝑘], 𝑧[𝑘])} generated according to (3.4), the weight 

matrix 𝑤 is chosen to minimize the empirical risk defined by 

𝐿(𝑤; 𝒮)  =  
1

|𝒮|
∑ ‖𝑥[𝑘] −  𝒦(𝑧[𝑘]; 𝑤)‖

𝑘: (𝑥[𝑘],𝑧[𝑘])∈ 𝒮

2

, 

𝑤∗ =  argmin
𝑤
𝐿(𝑤; 𝒮). 

The empirical risk minimization problem above is well studied for deep learning problems, and an 

extensive literature exists. See [63] for the use of backpropagation in deep learning. For the state 

estimation problem at hand, stochastic gradient descent algorithms are considered. In particular, 

the Adam algorithm [64] designed for non-stationary objectives and noisy measurements appears 

to be the most appropriate for state estimation problem with measurement noise. 

A characteristic of deep learning is over-fitting, which means that the number of neural network 

parameters tends to be large relative to the training data set. A general approach to overcoming 

over-fitting is regularization that constraints in some way the search process in neural network 

training. Standard techniques include 𝐿1 regularization, dropout, and early stopping [63]. 

We explore in this work an alternative that constrains the structure of the neural network by, for 

example, using a neural network with an uneven number of neurons at different layers. 
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To this end, we propose an a posteriori technique that transforms a rectangular network to a non-

rectangular one based on the statistical clustering of the output variables at each layer. The intuition 

is that, for a feedforward network, if the outputs of two neurons are highly correlated, the two 

neurons function the same statistically. Thus, they can be combined. 

Generalizing beyond two neurons, if the outputs of a subset of neurons are highly correlated, these 

group of neurons may be combined as one. A similar idea of pruning a trained network was 

explored earlier in [65]. 

A key component of clustering is to define a similarity measure. To this end, we considered a 

standard similarity measure 𝜌𝑋,𝑌 between random variables 𝑋 and 𝑌 defined by 

𝜌𝑋,𝑌  =  1 −
𝔼(𝑋𝑌)

√𝔼(𝑋2)𝔼(𝑌2)

A variety of clustering techniques can be applied once a similarity measure is chosen. In particular, 

hierarchical agglomerative clustering [66] allows us to control the number and the sizes of clusters. 

In Section 3.2.4, we present numerical results on the structure of neural network using the above 

clustering analysis. The results from these experiments suggest that a network with bulging middle 

section seems to perform somewhat better. 

3.2.2.2 Learning Net Injection Distributions 

The distribution of net injection needs to be learned in order to generate training samples. 

Distribution learning can be parametric or non-parametric [67],[68]. By restricting the distribution 

class, parametric techniques are well developed. The assumption on the parametric class can be 

wrong, however, in which case very little can be said about the performance. This makes it highly 

desirable that the Bayesian estimator that relies on distribution information is robust against 

distribution mismatch. 

Because of the historical data for injections are limited, we estimate the injection distribution based 

on the parametric model of Gaussian mixtures that is commonly used to model load and renewable 

generations [16][69]. The maximum likelihood (EM) method is used in the estimation. 

If power injection can be measured locally at injection points, the injection distribution can be 

estimated locally without communicating the data to the central location; only distribution 

parameters need to be transmitted. However, if measurements of net injection are not available, 

we propose an alternative technique that uses smart meter data to estimate the power injection 

distributions. This is nontrivial because smart meters typically measure accumulative 

consumptions, and smart meter data are collected at a much slower time scale. In the appendix, we 

present a time-series based technique that exploits the underlying structure of the Gaussian mixture 

distributions. This technique converts the Gaussian mixture parameters of the smart meter data 

distributions to distribution parameters for the fast time-scale power injections. 
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3.2.3 Bad Data Detection and Data Cleansing 

State estimation relies on data, and the quality of data depends on the type of metering, the quality 

of the collection and communication systems, and the possibility of cyber data attacks where 

measurement data are manipulated by an attacker [45]. Therefore, bad data detection and cleansing 

are an integral part of power system state estimation. 

The Bayesian formulation offers a direct way to detect, identify, and clean bad data. In contrast to 

the conventional bad data detection methods, Bayesian bad data detection and cleansing occur 

prior to state estimation by exploiting the learned (prior) probability distributions of the 

measurements. Under the Bayesian setting, bad data detection problem is one of testing whether a 

given data sample comes from (or consistent with) the prior distributions of the measurements. 

We formulate a binary hypothesis testing problem where hypothesis ℋ0 models measurements 

without bad data and ℋ1 for measurements with bad data. Consider first the simpler case when, 

under ℋ0, measurement 𝑌 is Gaussian with mean 𝜇0 and variance 𝜎0
2. Under ℋ1, 𝑌 has a different

distribution with mean or variance unequal to those under ℋ0. This is a composite hypothesis 

testing problem for which the uniformly most powerful test may not exist. 

A widely used practical scheme is the Wald test [67] based on testing the normalized deviation of 

the measurement away from 𝜇0; ℋ1 (bad data) is declared when the deviation exceeds a certain 

threshold. Specifically, given 𝑌 = 𝑦, the size 𝛼 Wald test is given by 

|
𝑦 − 𝜇0
𝜎0

|

ℋ1
≷
ℋ0

𝑧𝛼/2 ∶= 𝑄
−1(𝛼/2)

where 𝑄(𝑥) =
1

√2𝜋
∫  𝑒𝑥𝑝(−𝑢2/2)𝑑𝑢
∞

𝑥
 is the Gaussian tail probability function. Typically, the 

size parameter 𝛼 is set at 𝛼 = 0.05 to ensure that the false alarm (false positive) probability is no 

greater than 5%. 

For the application at hand, the mean 𝜇0 and variance 𝜎0
2 of the measurement under ℋ0 (no bad

data) used in the Wald test can be easily learned as a by-product of the neural network training 

process described in Section 3.2.2. Specifically, the solutions of the power flow equations give 

directly samples of the measurements, from which the mean and variance can be estimated. 

Strictly speaking, however, the measurement distributions are not Gaussian, and an alternative to 

the Wald test can be derived by using explicitly the learned distribution. This appears to be 

unnecessary from our simulation examples shown in Section 3.2.4. 

The problem of Bayesian data cleansing, once a bad data sample is detected, can be easily solved 

by replacing the bad data measurement with 𝜇0 − the mean of the prior distribution − that has

already been learned in the training process. 
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3.2.4 Simulations Results and Discussions 

3.2.4.1 Simulation Settings 

The System Simulated 

The simulations were performed on an 85 bus low voltage system defined in the MATPOWER 

toolbox [70]3. To model the relatively high penetration of solar, 55 of the buses were chosen to 

have solar PV attached to the load; 82 of the buses were assumed to have consumptions. 

Three types of measurement devices were assumed: (i) Smart meters were used to measure the 

energy consumption of every load bus; they produced the average (or total) net injection every 15 

minutes. (ii) Current magnitude meters were placed in 20% of distribution system branches to 

measure the current magnitudes; each meter produced one measurement every second. (iii) One 

SCADA meter was placed at the slack bus to measure complex power injection to the transmission 

grid. The SCADA meter produced one measurement per second. 

The additive measurement noise was assumed to be independent and identically distributed 

Gaussian with zero mean and variance set at 1% of the average net consumption value. 

Performance Measure 

The performance of the tested algorithms was measured by the per-node average squared error 

(ASE) defined by 

ASE =
1

𝑀𝑁
∑ ‖𝑥̂[𝑘] − 𝑥[𝑘]‖2𝑘  , (3.5) 

where 𝑀 is number of Monte Carlo runs, 𝑘 the index of the Monte Carlo run, 𝑁 the number of 

nodes, 𝑥̂[𝑘] and 𝑥[𝑘] the estimated and the state vectors, respectively. 

Neural Network Specification and Training 

The inputs of the neural network were current magnitudes and slack bus measurements; the outputs 

were the state estimates. The ReLU (Rectified Linear Units) activation function was used for 

neurons in the hidden layers and linear activation functions in the output layer. 

To train the neural network, the Adam algorithm was used with mini batches of 32 samples. To 

avoid over-fitting, early stopping was applied by monitoring validation errors. To select an initial 

point for the optimization, He's normal [71] method is used. The training algorithm was 

implemented in Keras with Tensorflow as the backend [72]. 

3.2.4.2 Distribution Learning 

We used data sets from the Pecan Street collection4 in distribution learning. Specifically, a data set 

covering May 21st to September 21st of 2015 was used for training, and a data set covering the 

same period of 2016 was used for testing. The data sets were comprised of power measurements 

3 The 85 bus system is a single phase system in MATPOWER. 
4 http://www.pecanstreet.org/ 
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from 82 households, from which 55 had solar PV installed. Power consumptions and solar PV 

generations were measured separately. 

Distributions of active power consumptions and solar generations were learned from data 

separately. We considered non-parametric (histogram and Kernel) and parametric distribution 

estimation techniques. The latter includes Gaussian, Gaussian mixture, and Weibull models. 

Among these choices, the Gaussian mixture model with three components was chosen for reasons 

described earlier. In our simulation, we observed that Gaussian and Weibull distributions may 

exceed the 95% confidence interval that captures the true distribution. 

Figure 3.2 shows a representation of the cumulative distribution estimates of consumption and 

solar generation at 3 p.m. on bus 12 based on the histogram, 3-component Gaussian mixture, 

Kernel Epanechnikov estimators, and the 95% confidence bounds. These estimates produce similar 

results for all distributions and are well within the non-parametric confidence bounds obtained 

using the Dvoretzky-Kiefer-Wolfowitz inequality [67]. For all cases, 100% of the 3-component 

Gaussian mixture estimates are within the 96% level confidence bound, and 99.8% of all estimates 

are within the 85% level confidence bound. 

Figure 3.2 Estimated cumulative distribution and 95% confidence interval. 

3.2.4.3 Simulation Results 

ASE Performance 

We compared the proposed Bayesian state estimation with deep neural network (herein 

abbreviated as BSEdnn) with two WLS-based pseudo-measurement methods in the literature: 

1. WLSp: a technique, referred to as WLS with pseudo-measurements, that generates injection

pseudo-measurement by averaging the energy consumption measurement over a number

of samples [13];

2. WLSnnp: a method, referred to as WLS with neural-network pseudo-measurements, that

uses a neural network that generates pseudo-measurements of net injection based on a

regression on the last energy consumption vectors [14].
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Separate neural networks were implemented and trained for each hour of the day. We generated 

10,000 training and 1,000 validation samples. The training of the networks took on average 500 

update iterations. 

Figure 3.3 (left) shows that the ASE performance of the three state estimators for the 24 hour 

period. Across all hours, BSEdnn performed significantly better than the two pseudo-

measurement-based WLS techniques. Specifically, the ASE of BSEdnn achieved one to two orders 

of magnitude lower ASE than the pseudo-measurement techniques. The performance gain was 

attributed to that, although measurement distributions were in some way encoded in the pseudo-

measurements, WLS used this information incorrectly. The benefits of leveraging existing WLS 

software did not appear to justify the loss of performance. 

Figure 3.3 ASE performance for three state estimators. Left: ASE (in absence of bad data) of 

estimators in different hours. Right: ASE at hour 17 in the presence of bad data of different 

strength; Line 1 shows ASE without bad data, Line 2 shows ASE with bad data and Line 3 

shows ASE with bad data and cleansing for estimators. 

Bad data detection and cleansing 

The performance of bad data detection and cleansing was tested. In the simulations, we generated 

1,000 test cases. For each case, bad data were injected to measurements probabilistically; each 

measurement had probability 𝜂  to contain bad data. Different strengths of the bad data were 

evaluated by varying 𝜂. Note that the way bad data were introduced deviated from and significantly 

more challenging than the conventional settings where a fixed number of bad data at specific 

locations was typically assumed. 

For the bad data model considered in Section 3.2.3, we assumed that, under hypothesis ℋ1 (bad 

data), the additive noise was Gaussian with zero mean and considerably larger standard deviation 

𝜎1  than 𝜎0  under ℋ0  (no bad data)5 .Once bad data were detected, BSEdnn performed a data

5 Note that neither the mean and the standard deviation nor the distribution of the bad data were assumed known in 

the bad data detection and cleansing algorithm. 
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cleansing procedure that replaced the bad data with the mean of the measurements as described in 

Section 3.2.3. For WLS-p and WLS-nnp, once bad data were detected, they were removed from 

the WLS procedure. 

Figure 3.3 (right) shows the ASE performance vs. the probability 𝜂 of bad data occurrence under 

the bad data model 𝜎1 = 10𝜎0. For all algorithms, bad data detection and cleansing algorithm were 

compared with two cases: Case 1 shown in dotted (blue) lines was the baseline performance when 

there were no bad data; Case 2 shown in dashed (red) lines was the performance when bad data 

were present but not cleansed. It was evident that bad data detection and cleansing improved the 

performance of state estimation considerably, driving the ASE performances, shown in solid 

(black), closer to those for the clean data case. It should also be observed that, even without bad 

data cleansing, BSEdnn performed better than pseudo-measurement based WLS estimators. 

Additional simulations were conducted by varying the strength of the bad data and examining the 

performance of bad data detection. Recall that, in deriving the threshold used in the Wald test for 

bad data detection in Section 3.2.3, a Gaussian distribution of the measurement under ℋ0 was 

assumed, which at best could only be an approximation given the Gaussian mixture nature of the 

net injection. To evaluate the performance of bad detection derived from the Gaussian model, we 

provided a comparison with the case when noise distributions were indeed Gaussian, for which 

the theoretical value of false alarm and miss detection probabilities could be computed 

analytically. 

Table 3.1 shows bad data detection and cleansing performance. The top two blocks of the table 

show that the threshold obtained based on the Gaussian model approximated well the false alarm 

and detection probabilities under the Gaussian mixture models. Also shown here is that the pseudo-

measurement schemes with WLS did not perform well. The third and fourth blocks show the 

effects of bad data on the ASE of state estimators. The proposed BSEdnn appeared to be more 

sensitive to bad data than the WLS-based methods while the bad data cleansing algorithm 

mitigated effects of bad data satisfactorily. 

Table 3.1 Bad data detection and cleansing with varying strength of bad data. 𝜂 =  0.3 

𝜎1 =  5𝜎0 𝜎1 =  10𝜎0 𝜎1 =  20𝜎0

False alarm prob. (Gaussian theoretical) 5.00% 5.00% 5.00% 

False alarm rate of Wald test 4.60% 4.70% 4.70% 

False alarm rate of WLSp+J(x) 4.94% 4.78% 4.91% 

False alarm rate of WLSnnp+J(x) 4.94% 4.78% 4.91% 

Detection prob. (Gaussian Theoretical) 69.5% 84.5% 92.1% 

Detection rate of Wald test 68.14% 84.16% 91.73% 

Detection rate of WLSp+J(x) 36.45% 41.75% 57.33% 
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Detection rate of WLSnnp+J(x) 36.75% 43.37% 58.96% 

ASE of BSEdnn without bad data 6.50E-06 6.50E-06 6.50E-06 

ASE of WLSp without bad data 5.87E-04 5.87E-04 5.87E-04 

ASE of WLSnnp MSE without bad data 5.85E-04 5.85E-04 5.85E-04 

ASE of BSEdnn with bad data 1.84E-05 9.01E-05 7.31E-04 

ASE of WLSp with bad data 6.97E-04 7.06E-04 7.75E-04 

ASE of WLSnnp with bad data 6.98E-04 6.90E-04 7.70E-03 

ASE of BSEdnn with bad data cleansing 6.91E-06 6.91E-06 6.86E-06 

ASE of WLSp with bad data cleansing 5.82E-04 5.89E-04 5.79E-04 

ASE of WLSnnp MSE with bad data 

cleansing 

5.76E-04 5.82E-04 5.79E-04 

3.2.4.4 Optimizing the Structure of Deep Neural Network 

We examined the effects of choosing different structures of the neural network on the performance 

of BSEdnn. To this end, we considered the two questions: (i) given a fixed number of neurons, is 

there an optimal depth of the neural network that gives the best performance? (ii) is there a 

particular ''shape'' of the network that should be favored? We attempted to address these issues 

through simulations, knowing that interpretations drawn here may not be conclusive. 

The depth of deep learning 

For total 1000, 2000, and 3000 neurons, we tested exhaustively different rectangular neural 

networks of different depths until a trend was observed. The ASE performance of BSEdnn using 

validation data sets is shown in Figure 3.4. The results suggested that a neural network of 4 to 6 

layers perform the best. 

Figure 3.4 NN Architecture - Total number of neurons fixed. 
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The shape of deep neural network 

Next, we examined whether using an irregular shaped neural network has any advantage. To this 

end, we considered a pruning approach that, starting from a rectangular network, progressively 

combining neurons that were highly correlated based on the clustering technique developed in 

Section 3.2.2. The idea was that, by combining neurons whose outputs were highly correlated, the 

resulting irregular neural network would be regularized within a certain structure that, potentially, 

could lead to faster convergence and better performance. 

Table 3.2 summarizes the simulation results. First, we evaluated the rectangular structure with 400 

neurons in each layer. Second, we used the clustering algorithm to prune the network, which 

resulted in a reduction of the number of neurons at the two ends of the network and improved test 

error. The second round of clustering-pruning resulted in further reduction training, test, and 

validation errors, and a shape of the network with the second and third layers having considerably 

more neurons than the first and last two layers. The third round of clustering-pruning resulted in 

an increase of errors, indicating the locally best clustering-pruning procedure should end at the 

second iteration. 

Table 3.2 Pruning simulation results with the threshold = 0.0005 

Rectangular 1st Pruning 2nd Pruning 3rd Pruning 

# of Neurons 1st layer 400 399 395 391 

# of Neurons 2nd layer 400 400 400 400 

# of Neurons 3rd layer 400 400 399 380 

# of Neurons 4th layer 400 346 278 173 

# of Neurons 5th layer 400 154 64 22 

Test error 6.23e-06 5.77e-06 4.45e-06 5.11e-06 

Validation error 4.73e-06 4.64e-06 3.72e-06 3.85e-06 

Training error 4.27e-06 4.13e-06 3.41e-06 3.73e-06 

3.2.5 Conclusion 

This chapter presents a Bayesian approach to state estimation and bad data cleansing using deep 

neural networks in unobservable distribution systems. The proposed approach employs two 

machine learning techniques: distribution learning of power injection and deep learning of MMSE 

estimator by embedding power flow equations. A Bayesian bad data detection and cleansing 

algorithm has also been developed. Simulation results demonstrate the potential of the Bayesian 

state estimation for cases that are intractable for conventional WLS-based techniques. The use of 

deep neural network plays a key role in overcoming the computation complexity in Bayesian 

estimation. Once learned, the neural network MMSE estimator has a linear complexity solution 

for state estimation, which makes it suitable for real-time applications. 

The Bayesian approach presented here has its limitations; research and evaluations outside the 

scope of this report are needed. First, because prior distribution plays such an important role in 

Bayesian techniques, the estimator is less capable of adapting to changes in the network such as 
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line and generation outages. Second, the training of deep neural network is an area of research 

undergoing intensive investigation. Yet, techniques available are largely ad hoc with little 

guarantee of performance. A large number of parameters have to be tuned. For this reason, while 

the Bayesian principle on which this work is based is sound and promising, the performance 

reported here is a result of try-and-error tuning of design parameters. 

3.2.6 Appendix 

We present here a technique that estimates the power injection distribution using data collected 

from smart meters.  The main technical challenge is that smart meters measure the cumulative 

energy injections (kWh) at a time scale slower than that of the SCADA measurements.  

For convenience, assume that the fast time-scale data (SCADA) are produced every interval of 

unit duration whereas the smart meter measurements are produced once every 𝑇 intervals. Let the 

sequence of the smart meter measurements be 𝑌𝑡. The 𝑡th interval has 𝑇 fast-time measurements 

𝑋𝑡1, ⋯ , 𝑋𝑡𝑇.  We have 

𝑌𝑡 = ∑ 𝑋𝑡𝑛
𝑇
𝑛=1  . (3.6) 

Here we make the assumption that (𝑋𝑡𝑖) is a stationary process which makes 𝑌𝑡 also stationary. 

Empirical studies have suggested that a good model for the distribution 𝑓𝑌  of 𝑌𝑡  is a Gaussian 

mixture, i.e., 

𝑓𝑌  =  ∑𝜋𝑖  𝒩(𝑚𝑖, 𝑉𝑖
2)

𝐾

𝑖=1

, 

where 𝒩(𝑚,𝑉2)  denotes the Gaussian distribution with mean 𝑚  and covariance 𝑉2 . Such a

model has the interpretation that there are 𝐾 weather patterns, each can be modeled by a Gaussian 

process. With probability 𝛼𝑖, the 𝑖th pattern shows up in the interval of measurement. Under this 

interpretation, it is reasonable to assume that 𝑋𝑡𝑖 also follows the same underlying physical model: 

the distribution 𝑓𝑋 of 𝑋𝑡𝑖 is also a Gaussian mixture with the same number of components and the 

same probability of appearance, i.e., 𝑓𝑋  =  ∑ 𝜋𝑖  𝒩(𝜇𝑖, 𝜎𝑖
2)𝐾

𝑖=1 . Therefore, we only need to find 𝜇𝑖
from 𝑚𝑖 and 𝜎𝑖

2 from 𝑉𝑖
2.

We now fix 𝑡 and a particular Gaussian mode 𝑖 to derive a procedure to compute 𝜎𝑖
2 from 𝑉_𝑖^2.

To avoid cumbersome notations, we drop the component index 𝑖 in the Gaussian mixture and the 

subscript 𝑡, writing 𝑋𝑡𝑛 as 𝑋𝑛, 𝑉𝑖
2 as 𝑉2, and 𝜎𝑖

2 as 𝜎2.

From (2.6), we have immediately 𝜇𝑖 = 
1

𝑇
𝑚𝑖. Let 𝐶𝑥(𝑘) be the auto-covariance of 𝑋𝑛 with lag 𝑘. 

Then, the variance 𝑉2 of 𝑌𝑡 satisfies

𝑉2  =  ∑ 𝐶𝑥(𝑖 − 𝑗)  = 𝛾
𝑇𝑐𝑇−1

𝑖,𝑗=−𝑇+1 , (3.7) 
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Where 

𝑐 ∶= [𝐶𝑥(0),⋯ , 𝐶𝑥(𝑇 − 1)]
𝑇 ,

𝛾 ∶=  [𝑇, 2(𝑇 − 1), 2(𝑇 − 2),⋯ , 2]𝑇 .

Our goal is to obtain 𝜎2 = 𝐶𝑥(0) from 𝑉2.
We now make the assumption that 𝑋𝑛 is a stationary AR-𝐾 process defined by 

𝑋𝑛 = 𝛼1𝑋𝑛−1 +⋯+ 𝛼𝐾  𝑋𝑛−𝐾  +  𝜀𝑛, 
(3.8) 

where 𝜀𝑛 ∈  𝒩(𝜇𝜀 , 𝜎𝜀
2) is the innovation sequence that is IID Gaussian. With a one or more traces

of 𝑋𝑛, the AR parameters 𝛼 = (𝛼𝑘) can be easily estimated using, e.g., the least squares method. 

Knowing 𝛼, the auto-covariance functions can be computed directly from a variation of the Yule-

Walker equation: 

𝑐 = 𝐴𝛼  𝑐 + 𝜎𝜀
2𝑒1  ⇒   𝑐 = 𝜎𝜀

2(𝐼 − 𝐴𝛼)
−1𝑒1,

where 𝑒1 = [1,0,⋯ , 0]
𝑇, and 𝐴𝛼  is a matrix made of entries of 𝛼. Substituting 𝑐 into (3.7), we

obtain 

To summarize, from the smart meter data 𝑌𝑡, we obtain first the Gaussian mixture coefficients 

{(𝜋𝑖, 𝑚𝑖 , 𝑉𝑖
2)} , which gives the coefficients {(𝜋, 𝜇𝑖, 𝜎𝑖

2)}  of the Gaussian mixture of 𝑋𝑡𝑛 .

Specifically, 

𝜇𝑖 = 
1

𝑇
𝑚1, 𝜎𝑖

2 =
𝑒1
𝑇(𝐼−𝐴𝛼

(𝑖)
)
−1
𝑒1

𝛾𝑇(𝐼−𝐴𝛼
(𝑖)
)
−1
𝑒1

𝑉𝑖
2 (3.9) 

where 𝛼(𝑖) is the coefficients of the AR process associated with component 𝑖.

3.3 Anomaly Data Sequence Detection via ICA-GAN 

3.3.1 System and Anomaly Detection Model 

3.3.1.1 Measurement and Anomaly Models 

Let the measurement sequence 6  at sensor 𝑖  be (𝑍𝑖𝑡) ,which we model as a random process 
generated from power system state sequence (𝑥𝑡), additive noise (𝑤𝑖𝑡), and anomaly sequence 

(𝑎𝑖𝑡): 

6 We adopt the standard notation that (𝑥𝑡 ) denotes a sequence of measurements.
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𝑧𝑖𝑡  =  ℎ𝑖(𝑥𝑡) + 𝑤𝑖𝑡  + 𝑎𝑖𝑡, 
(3.10) 

where the measurement function ℎ𝑖(·)  at sensor 𝑖  encodes system parameters and topology 

information. Herein, we make the assumption that noise processes (𝑤𝑖𝑡) at different sensors are 

statistically independent whereas the anomaly sequences (𝑎𝑖𝑡) may be dependent. 

For natural data anomalies, (𝑎𝑖𝑡) are assumed to be independent of (ℎ𝑖(𝑥𝑖𝑡)), ambient noise (𝑤𝑖𝑡) 
and measurements elsewhere (𝑧𝑗𝑡). For adversarial data anomalies, very little can be assumed 

about 𝑎𝑖𝑡. In particular, 𝑎𝑖𝑡  may be a function of past measurements and statistically dependent on 

the system state in some arbitrary fashion. An extreme type of unobservable attack can be 

constructed in the form of 𝑎𝑖𝑡 = ℎ𝑖(𝑥𝑡
′) − ℎ𝑖(𝑥𝑡)  where the adversary substitutes the actual

system measurement ℎ𝑖(𝑥𝑡) by a fictitious measurement corresponding to a fictitious state 𝑥′. For 

system anomalies with post-contingency measurement function ℎ𝑖
′(⋅)，the anomaly sequence can

simply be 𝑎𝑖𝑡 = ℎ𝑖
′(𝑥𝑡) − ℎ𝑖(𝑥𝑡).

3.3.1.2 Sensor Level Anomaly Sequence Detection 

At the sensor level, we formulate the anomaly sequence detection problem as a non-parametric 

hypothesis testing of a time series. We assume that at time 𝑡, we have a block of 𝑀 of current and 

past measurements 𝑍𝑖𝑡  =  (𝑧𝑖𝑡, 𝑧𝑖(𝑡−1), 𝑧𝑖(𝑡−𝑀+1)). Let the null hypothesis ℋ0 model the anomaly-

free data and the alternative ℋ1 for the anomaly data. In particular 

(3.11) 

where 𝑓𝑖0 and 𝑓𝑖𝑖  are the underlying joint probability distributions of 𝑍𝑖𝑡  under ℋ𝑖0  and ℋ𝑖1 , 

respectively. Note that ℋ𝑖0 is a simple hypothesis with a single probability distribution 𝑓𝑖0 and ℋ𝑖1 
a composite hypothesis with a set ℱ𝜀 of distributions some 𝜀 distant away7. The requirement of ε
separation of the null and the alternative hypothesis is to ensure consistency of the detector. 

Under (3.11), each sensor makes an individual binary decision 𝑢𝑖𝑡 = 𝒟𝑖(𝑍𝑖𝑡)  ∈ {0,1} on anomaly 

based on 𝑍𝑖𝑡: 𝑢𝑖𝑡  =  1 means that the detector rejects the null (anomaly-free) hypothesis ℋ𝑖0 and 

𝑢𝑖𝑡=0 means that the null hypothesis ℋ𝑖0 is accepted. In practice, a sensor produces a detection 

every 𝑀 samples when non over-lapping blocks are used. The size of 𝑀 has both theoretical and 

practical implications. A larger 𝑀  means better detection reliability with considerably higher 

complexity in learning and implementation. 

7 The distance measure of probability distributions can be arbitrary. Examples include the total variation and Jensen-

Shannon distances. 
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3.3.1.3 Distributed Detection and Data Fusion Model 

We now consider a power system with 𝐾 local PMU/CPOW sensors as shown in Figure 3.5, where 

sensor 𝑖 produces a local binary sensor detection 𝑈𝑖𝑡 at time 𝑡. We assume that local decisions 

{𝑢𝑖𝑡}  are communicated synchronously to the control center (fusion center) where a global 

decision 𝑣𝑡 on anomaly is made. Let 𝑢 = (𝑈1𝑡, … , 𝑈𝐾𝑡) be the local decision vector at the control 

center. 

Figure 3.5 A schematic of a distributed anomaly detection system. 

Assume that the local detector at sensor 𝑖 has false positive rate (FPR) of 𝛼𝑖 and true positive rates 

of 𝛽𝑖,the control center faces the following binary hypothesis testing problem ℋ0 vs. ℋ1 where 

ℋ0 corresponds to the anomaly-free hypothesis and ℋ1 the anomaly: 

ℋ0 ∶  𝑢𝑡  ∼  𝑃0  vs.  ℋ1 ∶  𝑢𝑡  ∼  𝑃1, 
(3.12) 

where 𝑢𝑖𝑡  ∼  𝐵(𝛼𝑖)  is Bernoulii 8  with parameter 𝛼𝑖  under ℋ0  and 𝑢𝑖𝑡  ∼  𝐵(𝛽𝑖)  under ℋ1 . In

(3.12), 𝑃0, 𝑃1 are joint probability mass functions of 𝑢𝑡  under ℋ0 and ℋ1, respectively. Note that, 

while the FPR 𝛼𝑖  of is a design parameter that can be controlled, the TPR 𝛽𝑖  is unknown, and it 

varies with the realized anomaly. 

3.3.2 Sensor-Level Anomaly Sequence Detection 

We now focus on the anomaly detection problem at a particular sensor. For brevity, we drop the 

sensor index 𝑖 in the subscripts of relevant variables. 

Figure 3.6 shows a schematic of the proposed technique, which includes an independent 

component analysis (ICA) preprocessing ℊ𝜃 and a uniformity test. At time 𝑡, a vector consisting 

of 𝑀 measurements 𝑍𝑡  =  (𝑧𝑡, 𝑧𝑡−1,··· , 𝑧𝑡−(𝑀−1)) is passed through a neural network trained to 

extract a block of uniformly distributed independent components 𝑉𝑡  =  (𝑣𝑡,1,··· , 𝑣𝑡,𝑁) under the 

anomaly-free model (3.11). The training of ICA-GAN is discussed in Section 3.3.2.2, where either 

an offline or online training using past anomaly-free measurements can be used. 

8 The Bernoulli random variable 𝑋 ∼ 𝐵(𝑝) is defined here by Pr(𝑋 =  1) =  𝑝 and Pr(𝑋 =  0) =  1 − 𝑝. 
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Figure 3.6 A schematics of ICA-GAN for anomaly sequence detection. 

The uniformity test takes the output of the ICA preprocessor ℊ𝜃 and produces a 𝐾-dimensional 

coincidence feature 𝑋𝑡  =  (𝑥𝑡,0,··· , 𝑥𝑡,𝐾−1) followed by a linear classifier whose output 𝑌𝑡 lables 

the input sequence 𝑍𝑡 as anomaly (𝑌𝑡  =  1) or anomaly-free (𝑌𝑡  =  0). 

The implementations of the ICA preprocessing and uniformity test are described next. 

3.3.2.1 Anomaly Sequence Detection via Uniformity Test 

We begin with the uniformity test for anomaly sequence detection, assuming that the preprocessing 

step has generated 𝑉𝑡  that, under the anomaly-free hypothesis ℋ0 , contains i.i.d. uniformly 

distributed random variables (𝑣𝑡,𝑖) in [0,1]. 

To derive the detection feature vector 𝑋𝑡, we first quantize 𝑣𝑡,𝑖 uniformly into a discrete random 

variable 𝑣̅𝑖,𝑡 of alphabet size 𝐾, i.e., 

𝑣𝑡,𝑖  =  𝑘  if  𝑣𝑡,𝑖  ∈  𝐵𝑘  =  [𝑘/𝐾, (𝑘 + 1)/𝐾), 

where we refer ℬ𝑘  to as the k-th quantization bin. Such a quantization transforms the original 

anomaly detection problem (3.11) to the classical uniformity test defined as 

          (3.13) 

where 𝐹𝜀’ = {𝑝 =  (𝑝𝑖 , ⋯ , 𝑝𝐾)‖𝑝 — 𝑃0‖  >  𝜀}. Note that the probability distribution under ℋ0
above is known whereas 𝑓0 in (3.13) is unknown. 

Following the classic work of David [54] and Viktorova and Chistyakov [55], we define a 𝐾- 

dimensional detection feature vector 𝑋𝑡  =  (𝑥𝑡,0, … , 𝑥𝑡,𝐾−1)  where 𝑥𝑡,𝑘  is the number of 

quantization bins that have exactly 𝑘 samples of (𝑣̅𝑡,1, ⋯ , 𝑣̅𝑡,𝑁). In particular, 𝑥𝑡 ,0 is the number 

of quantization bins that contains no samples of (𝑣̅𝑡,𝑖) and 𝑥𝑡,1 the number of quantization bins 

containing one sample. 

With the feature vector 𝑋𝑡, a linear anomaly detector for hypothesis testing (3.11) is given by 

(3.14) 
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where 𝑇𝛼 is the threshold that controls the level of false positive detection rate. 

In [56], Paninski shows that the above detector is consistent when only 𝑥𝑡,0 is used (𝑐𝑘  =  0, 𝑘 >

1) so long as 𝑁 grows faster than √𝐾 as 𝑁 = 𝑜(
1

𝜀4
√𝐾). Remarkably, the sample complexity can

be significantly less than the size of the alphabet. When the coefficients of the linear detector is 

carefully chosen as in [55], the detector in (3.14) is asymptotically most powerful. 

The threshold of the test statistics affects the true and false-positive probabilities of the detection. 

The threshold 𝑇𝛼 of the 𝐾1 coincidence test with the constraint on the false-positive probability to 

no greater than 𝛼 is given by 

𝑇𝛼  =  min{𝑘 ∶  Pr(𝐾1 ≤  𝑘; ℋ0)  ≤ 𝛼}.
(3.15) 

The computation of 𝑇𝛼 amounts to evaluating 𝑃𝑘 ∶=  Pr(𝐾1 =  𝑘; ℋ0), which was given by Von 

Mises in [73]: 

3.3.2.2 Extracting Independent Components via ICA-GAN 

Independent Component Analysis (ICA), a generalization of Principle Component Analysis 

(PCA), extracts a set of independent components from a block of measurements. Originally 

proposed by Jutten and Herault [51] and Comon [52], ICA has found a wide range of applications 

when sta-tistical independence is essential in learning and inference tasks. ICA typically requires 

nonlinear processing, and neural network techniques have been proposed [74]. More recently, 

Brackel and Bangio introduced a deep learning solution based on GAN [53]. However, their 

technique that enforces independence through resampling does not perform well in time series. 

Here we propose an alternative solution, referred to as ICA-GAN, based on direct minimization of 

Wasserstein distance [44] between the distribution of ICA estimates and that of uniform i.i.d. 

random variables. 

Assume that the measurement vector has a nonlinear ICA representation [75], 

𝑍𝑡  =  𝑓(𝑉̃𝑡), 
(3.16) 

where 𝑉̃𝑡 = (𝑣̃𝑡,1,··· , 𝑣̃𝑡,𝑁) has uniform i.i.d. components 𝑣̃𝑡,𝑖
i. i. d.
~

 𝒰(0,1). The proposed ICA-

GAN produces a minimum Wasserstein-distance estimate 𝑉𝑡 of 𝑉̃𝑡. 

The learning structure of ICA-GAN, shown in Figure 3.7, is an inverse GAN9, where the ICA-

GAN neural network 𝒢𝜃 with weights vector θ, once properly trained, maps a sequence of arbitrary 

9 The standard GAN trains a generative network that transforms a uniform distribution to an underlying distribution 

of a data set. 
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distributed random variables to a uniform i.i.d sequence. A discriminator neural network with 𝒟𝜂 

weights vector 𝜂, through a dual optimization, computes the estimated gradient of Wasserstein 

distance between the distribution of the estimated ICA 𝑉𝑡  and that of 𝑉̃𝑡  with uniform i.i.d. 

components. The stochastic gradient of the Wasserstein distance is used to update generator neural 

network coefficient 𝜃 and discriminator neural network coefficients 𝜂. See an implementation of 

ICA-GAN in Algorithm 1. 

Figure 3.7 Learning structure of ICA-GAN. 
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Ideally, if an ICA representation of the measurement exists, and the training of ICA-GAN 

preprocessor converges, ℊ𝜃 transforms the unknown measurement distribution under ℋ𝑖0 in (3.11) 

to the uniform i.i.d. distribution in 𝑉𝑡. In practice, however, ICA-GAN is trained with historical 

data samples from the anomaly-free model. With a sufficiently high-dimensional implementation 

and adequate training, we expect approximately uniform i.i.d. entries of vector 𝑉𝑡.  

3.3.3 System-Level Anomaly Detection 

We now consider the distributed detection problem at the system level where the control center 

receives binary decisions {𝑢𝑖𝑡} from individual sensors. From Section 3.3.3, we know that ICA-

GAN at each sensor transforms different sensor measurements 𝑍𝑖𝑡  to the same uniform i.i.d. 

samples under ℋ0. Because the uniformity detector at all sensors are identical, they all have same 

false positive rate 𝛼 = 𝛼𝑖. Furthermore, because noise process (𝑤𝑖𝑡) are statistically independent 
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across sensors, we have, under ℋ0
′, 𝑢𝑖𝑡 are i.i.d. Bernoulii Β(𝛼), and 𝑢𝑡  ∑ 𝑢𝑖𝑡𝑖   a binomial random

variable 𝐵𝑖𝑛(𝐾, 𝛼). 

We derive next a Neyman-Pearson detection rule at the control center given detection vector 𝑢𝑡 =
(𝑢1𝑡, ⋯ , 𝑢𝐾𝑡) under the standard conditional independent assumption, i.e., conditional on ℋ𝑘

′ , 𝑢𝑡 
have independent entries. Because anomaly model is arbitrary, we further assume that the true 

positive rates 𝛽𝑖 for all detectors are the same. Let 𝛽 = 𝛽𝑖. 

Noting that β > α for any reasonable local detector, the Neyman-Pearson test is given by a thresh-

old on the sum of sensor decision variables ∑ 𝑢𝑖𝑡𝑖 :

∑ 𝑢𝑖𝑡
𝐾
𝑖=1

ℋ1
≷
ℋ0

𝜏, (3.17) 

where τ is chosen to satisfy the false positive rate constraint. Given the desired upper bound 𝛼0 on 

the false positive rate of the central detector, we set 

where we ignore possible randomizations to make the false positive exactly 𝛼0. 

Note that the detector defined in (3.17) is uniformly most powerful (UMP) under the assumptions 

that sensor-level detectors produce (conditionally) independent decisions with identical TPR. Note 

also that, although we assume that sensors synchronously communicate their local decisions {𝑢𝑖𝑡}, 
the above derivation shows that the central detector can just as well operate asynchronously. The 

structure of the detector and the decision rule (3.17) remain the same. Indeed, the above idea also 

applies to local sensor decisions where the sensor combines multiple detections from smaller 

blocks to produce more reliable detections. The advantage is that training ICA-GAN with a low-

dimensional input vector is considerably simpler than training a higher dimensional one. 

3.3.4 Numerical Case Studies 

We present three case studies that cover the three types of anomalies considered in this work.  

Wherever possible, publicly available real data sets were used. 

ICA-GAN implementations in the three case studies shared the same structure, although 

parameters used are tuned differently depending on the training data. The specific data sets used 
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in the case studies are described in their respective subsections. In all three case studies, we trained 

the generator with three hidden layers and 100 neurons at each hidden layer. Hyperpolic tangent 

in Case I and Rectified Linear Units (ReLU) in Case II-III activation function at the final layer 

were used as the activation functions. For the discriminative network, we also used three hidden 

layers with 100 neurons. A modification of a standard implementation of Wasserstein distance10 

was used in the ICA-GAN training with Adam optimization [64] algorithm using mini-batches of 

100 data samples. 

In performance evaluation, we obtained the receiver operating characteristic (ROC) curves over 

Monte Carlo simulations. ROC curves plot TPR (probability of detection) against FPR (probability 

of false alarm), which shows the detection power across the entire range of FPR constraints. We 

paid specific attention to FPR=0.05 as in standard power system applications [10]. 

3.3.4.1 Benchmark Techniques and Implementations 

While there are few comparable techniques in the literature for detecting general sequence 

anomalies in CPOW and high-resolution PMU measurements, we compared three benchmarks that 

have similar characteristics with ICA-GAN and are potentially applicable in the applications 

considered in the case studies presented here. 

The normalized residue test (NRT) [10] is the classic technique for bad-data detection for power 

system state estimation. NRT collects measurements from the local sensors and form a centralized 

anomaly detection. When multiple anomalies occur simultaneously, a standard approach is to 

remove bad data recursively.  In our implementation, we apply the NRT-test to isolate the 

measurement with the largest total-residue-error calculated over the sequence. If it failed the NRT-

test, the data would be declared bad and removed from the system until either the measurement 

data pass the test or the system becomes unobservable. 

The one-class support vector machine (OC-SVM) [42] is a semi-supervised machine learning 

method trained with anomaly-free historical data. It operates under a similar set of model 

assumptions, except that it does not deal with temporal dependencies in data.  We used the radial 

basis function as a nonlinear kernel. We evaluated the results on the test sequences using the 

anomaly score function we achieved.  We varied the threshold parameter of SVM to get different 

points on the ROC curve. We used the scikit-learn library for the implementation. 

The fast unsupervised anomaly detection (F-AnoGAN) [43] is an auto-encoder technique trained 

on anomaly-free data. We used a generator and a discriminator with three hidden layers in 

Wasserstein GAN and a deep neural network with two hidden layers and 100 neurons in each layer 

in the auto-encoder. The input took 80 consecutive measurement samples and encoded them into 

latent variables of dimension to 50. We evaluated the results considering the reconstruction error 

of the auto-encoder. The training was done on a GPU using the Tensorflow-GPU library [76]. 

10 https://keras.io/examples/generative/wgan_gp/ 
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3.3.4.2 Case I: System Anomalies in CPOW Measurements 

We used the EPFL data set involving a battery energy storage system connected at a bus [59], as 

shown in Figure 3.8 (top left). The battery system produced injections that emulated different 

levels of anomaly events.  We used CPOW measurements on the bus voltage and current 

measurements A and B.  Direct measurements on anomaly current at C were not used. The CPOW 

measurements were direct samples of the voltage/current waveforms at 50kHz, and the anomaly 

power injection varied from 0 to 500kW.  The EPFL data set contained anomaly and anomaly-free 

data, each with 100,000 samples within 2 seconds. 

Figure 3.8 (top-right and the bottom panel) shows the anomaly and anomaly-free waveforms of 

the bus voltage and current measurements. There is little difference between the anomaly and 

anomaly-free voltage CPOW measurements, while noticeable differences are shown in the current 

measurements. It was expected that the two current detectors would be more reliable than the 

voltage detector. However, the control center would not know which detector would be reliable a 

priori. 

Figure 3.8 Learning structure of ICA-GAN. 

Three sensor-level detectors were implemented using the bus voltage and current measurements 

at A and B. The anomaly-free training data were separated into training and testing sets of the ratio 

6:4. The training set contained 120 batches of 500 consecutive samples and the test set 80 batches. 

For each batch of samples, ICA-GAN generated a batch of preprocessed samples on which 

uniformity tests were made. A single decision was made by each sensor every 0.01s. The 

thresholds for the sensor-level detection were chosen such that their FPRs were all equal to 0.2. 
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Figure 3.9 ROC curves (TPR at FRP=0.05). Top left: Detector at A (TPR=0.2564). Top right: 

Detector at B (TPR=0.3077). Bottom left: Detector at the bus (TPR=0.1053). Bottom right: 

Detector at the control center (TPR=0.7368.) 

The detector at the control center combined two consecutive blocks of the three local decisions. 

Figure 3.9 shows the ROC curves of the local and central detectors11. We observed that the central 

detector significantly improved the performance of local detectors, even when combining the less 

reliable bus voltage sensor. In particular, at FPR = 0.05, the TPR is above 0.7 whereas local 

detectors' TPR were below 0.31. 

3.3.4.3 Case II: Natural Anomalies in PMU Measurements 

Here we considered natural anomalies (bad data) involving multiple non-interacting anomalies.  

Two sets of simulations were performed. One is a small four-bus system used in the EPFL Smart 

Grid Project [58]. We used the 50 Hz PMU measurements collected on April 1st, 2016 from 5 PM 

to 6 PM. The second is based on the 133-bus synthetic North Texas transmission system [60] 

where one hour of 30 Hz PMU measurements are used in the simulation. We simulated non-

11 We did not include OC-SVM and F-AnoGAN in the central detector performance because the local detectors for 

these algorithms did not have ROC curves above the $45^o$ diagonal to be useful. 
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interacting bad sequences and unobservable attack sequences for each system. For both systems, 

we used the one-phase equivalent of the three-phase systems. 

The anomaly-free data were real-data measurements on the EPFL and North Texas Synthetic 

Systems. Gaussian mixture anomaly sequences were added to the anomaly-free measurements.  

Four of the ten measurements in the EPFL system and 6 out of 266 measurements in the North 

Texas system contained anomalies. 

We separated the available data into training and test sets. Using EPFL data sequence we created 

a training set that has 1000 batches of 80 consecutive anomaly-free samples and a test set that has 

500 batches of 80 anomaly sequences and 500 batches of 80 anomaly-free sequences for each 

measurement. Each test sequence consisted of 1.6 seconds of PMU measurement. Similarly, using 

the North Texas data, we created a training set with 900 batches of 80 consecutive anomaly-free 

samples from the historical samples, and a test set with 225 batches of 80 anomaly sequences and 

225 batches of 80 anomaly-free sequences for each measurement. Each test sequence consisted of 

2.6 seconds of PMU measurement. 

The Wasserstein ICA-GAN was trained to obtain the transformation function from the 

measurements to the independent components. 𝑏 =  80 consecutive measurements were used as 

inputs for the generator and the 50-dimensional output of the generator was transferred to the 

discriminator. We fed another 50-dimensional i.i.d. uniform samples to the discriminator. 

As a preprocessing step before applying ICA-GAN, we used a linear least-squares prediction to 

decorrelate the measurement samples. The input layer of the ICA-GAN neural network was a 

linear least-squares predictor that whitens the input sequence. 

After the ICA-GAN generator was used to convert the samples to i.i.d. sequence samples, we used 

an additional step to convert the distribution of the ICA sequence to uniform distribution. We used 

the empirical CDF of anomaly-free samples to achieve this transformation. After these steps, with 

the trained ICA-GAN we constructed the uniformity test algorithm. We used the samples to apply 

the 𝐾1 -coincidence test as defined in (3.14). We used this approach for each measurement 

sequence individually. If at least one anomaly measurement sequence is detected, we assumed it 

is a successful detection. 

Figure 3.10 ROC curves for anomaly case 1. Left: The EPFL System. Right: The Synthetic 
North Texas system.
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The ROC curves of ICA-GAN and benchmark techniques are in Figure 3.10. We observed 

that ICA-GAN achieved the best TPR across all FPRs and Table 3.3 (second column) shows 

TPR at FPR=0.05. ICA-GAN had a significantly higher true positive rate than the tested 

benchmarks. 

Table 3.3 TPR values of different algorithms at FPR=0.05 constraint under bad data and data 

attack anomalies. 

Algorithms bad data bad data data attack data attack 

(EPFL) (Texas) (EPFL) (Texas) 

ICA-GAN 97% 95% 94% 80% 

OC-SVM 94% 35% 61% 71% 

F-AnoGAN 78% 5% 53% 18% 

NRT 50% 88% 5% 5% 

The conventional NRT did not work well on the EPFL system simulation compared to the Texas 

system simulation possibly because a larger ratio of measurements had a bad sequence. OC-SVM 

performed similarly to ICA-GAN's on the EPFL data set but was less successful on the Texas 

system simulation. F-AnoGAN had worse performance than ICA-GAN and OC-SVM in both 

cases. ICA-GAN had the best performance on both systems and had higher than 90% TPR even 

for small FPRs. 

3.3.4.4 Case III: Unobservable Attacks on PMU State Estimation 

We considered the extreme case of unobservable attack as an example to demonstrate the potential 

and importance of exploiting the inherent statistical properties and temporal dependencies of the 

data. An attack is "unobservable" when the data are manipulated so that the altered measurements 

and a fake state satisfy the underlying measurement equation.  Therefore, no algebraic technique 

is capable of detecting such an attack. However, such attacks inevitably alter the underlying 

probability distribution and inter-temporal dependencies of the measurements.  It is through these 

properties that our approach can make consistent detection. 

We simulated the unobservable attacks, which is an extreme case of attack. The purpose was to 

illustrate that attacks that could not be detected based on the system model alone could be detected 

by ICA-GAN that exploited distribution properties.   We constructed an unobservable data attack 

on the EPFL system and the North Texas system. We used the method in [45] to obtain an attack 

vector 𝑎𝑡 . We assumed that the measurements in the system were such that the system was 

marginally observable. Then it was possible to design an unobservable data attack by manipulating 

4 out of 10 measurements on EPFL system data and on 6 out of 266 measurements on North Texas 

synthetic system data. The attack vector can then be added to the measurements as an unobservable 

attack: 
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𝑧𝑡′ = 𝑧𝑡 + 𝑤𝑡 𝑎𝑡, 

where we constructed 𝑤𝑡 from independent samples from a Gaussian Mixture Model. 

Figure 3.11 showed the ROC curves where ICA-GAN had better performance than all compared 

methods with varying significance levels. The TPRs at FRP= 0.05 for the tested benchmarks 

were shown in the third column of  Table 3.1. 

Figure 3.11 ROC curves for anomaly case 2. Left: The EPFL System. Right: The Synthetic 

North Texas system. 

As expected, NRT performed as if it were a random selection without using measurements in both 

cases. OC-SVM performance was the closest to ICA-GAN, but there was still a significant 

difference. F-AnoGAN had a worse performance than OC-SVM on both systems. ICA-GAN had 

the best performance in both simulations because; i) the independent component analysis approach 

transformed the consecutive measurements to an independent sequence of samples ii) it detected 

the changes in the probability distribution rather than trying to find outlier samples. 

Next, we experimented with the application of the anomaly detection scheme as a data cleansing 

step for state estimation. When the bad data was detected, we deleted the bad measurements 

from the measurement vector. A linear Bayesian estimator was used to replace anomaly sensor 

data with pseudo-measurements from clean measurements, followed by the standard weighted-

least-squares state estimator.  
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Table 3.4 showed the average least-squares of the tested benchmarks along with the performance 

when there were no anomalies and the performance when anomalies were undetected. We 

observed that ICA-GAN had the potential as an effective data cleansing technique. 

Table 3.4 Average squared error of sate estimation. 

Algorithms bad data bad data data attack data attack 

(EPFL) (Texas) (EPFL) (Texas) 

Anomaly-free Meas. 6.6e-07 2.5 e-06 6.7e-07 4.3 e-06 

Anomaly Meas. 1.1e-02 1.4 e-02 2.3e-02 2.3 e-02 

Cleaned by ICA-GAN 1.7e-03 3.2 e-03 3.7e-03 6.4 e-03 

Cleaned by OC-SVM 3.2e-03 6.2 e-03 1.5e-02 1.2 e-02 

Cleaned by F-AnoGAN 6.1e-03 8.2 e-03 1.3e-02 2.1 e-02 

Cleaned by NRT 8.7e-03 4.0 e-03 2.1e-02 2.2 e-02 

3.3.5 Discussions 

We discuss in this section some of the conceptual and implementation issues in the applications of 

the developed techniques. 

3.3.5.1 Anomalies vs. System Dynamics 

We make a practical (rather than mathematical) distinction between normal operations such as 

topology/load/generation changes from system or data anomalies. In practice, the proposed 

technique should be synchronized with real-time system operations so that the detection algorithm 

discounts measurements during the normal transient periods. How to coordinate system operations 

with anomaly detection in the monitoring system is of practical significance and deserves future 

investigation. 

3.3.5.2 Anomalies in Training Data 

We assume that training data are anomaly-free. Dealing with anomalies in training data is an active 

area of research beyond the scope of this work. In power system applications, it is reasonable to 

validate ex post facto whether the data are anomaly-free. 

3.3.5.3 Offline vs. Online Training 

A critical component of ICA-GAN is the GAN training of a neural network that extracts 

independent components. In principle, such training can be performed either offline using 

historical data or online using recent measurements. Effective online training, in particular, allows 
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the monitoring system to track system variations dynamically, provided that training converges 

quickly and training data validated as anomaly-free. In our experiments, 1.2 seconds of CPOW 

measurements appeared to be sufficient in the system anomaly detection in the EPFL battery 

energy system data set in Case Study I. For the relatively slower PMU measurements in Case 

Study II-III, 40 minutes data were used in training.  These empirical results suggest that online 

training may potentially be viable. 

3.3.6 Conclusion 

We developed a data-driven deep learning approach to anomaly detection consists of sensor-level 

detectors that assume no prior models on anomaly and anomaly-free data; only anomaly-free 

training samples are used.  Sensor-level decisions are combined at the control center to produce 

more reliable global decisions. To our best knowledge, the proposed technique is the first designed 

specifically for high-resolution measurements for CPOW and PMU streaming and can deal with 

both data and system anomalies. 
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4. Online Learning Distribution Voltage Controller with Convergence

4.1 Introduction to graph neural networks 

To combat climate change, distributed energy resources (DERs) are rapidly being installed on the 

distribution grid. While DERs, such as rooftop photo-voltaic (PV) panels, provide affordable 

renewable energy they present new challenges for managing the voltage. Not only does the 

unpredictable nature of renewable generation adds a new layer of randomness due to its 

dependence on the weather, the distribution system was also not originally designed for the bi-

directional power flow caused by DERs. Where in the past utilities have been able to passively 

regulate the voltage on the distribution system using seasonal adjustments [77] or rule-based 

methods, they are vulnerable when DERs are installed [78–80]. The control techniques designed 

for older versions of the grid are causing dangerous circuit conditions [81, 82], such as cascading 

outages and exploding equipment. Better solutions for safe operation are needed now.  

More challenging is that due to the data resolution on the present system, the stochastic response 

cannot be ignored. Most solutions assume second or minute resolution [83–88] and disregard the 

stochastic proprieties of changing load, but this is far from the reality. Hourly measurements from 

limited feeder busses may be the only reliable source of information for most utilities. For example, 

the advanced metering infrastructure (AMI) [89], of our utility partners is designed almost 

exclusively to collect historical data for customer billing, and therefore has severe bandwidth 

bottlenecks even for hourly readings. The supervisory control and data acquisition (SCADA) [90] 

system has the capability to control regulators and capacitors, but these too record hourly readings 

from limited busses.  

These data constraints align with utilities limited knowledge about their distribution system and 

result in limited situational awareness. Before the widespread use of DERs, the customer loading 

patterns ensured that power flow models were not necessary for regulation. So, while utilities are 

beginning to build the distribution feeder models, they are struggling due to the vastness of their 

systems and the frequent and unrecorded topology changes (especially on the secondary). 

Therefore, it is not currently feasible to rely on optimization methods that require accurate power 

flow models such as [91] and [92].  

Though the distribution models, observability, and data resolution constraints will improve, it will 

be expensive and happen slowly. Since solutions are necessary now, we aim to regulate the 

distribution feeder voltage using the present system constraints (legacy device control with 

stochastic responses between measurements), scales as the data restrictions slowly improve, and 

provides convergence guarantees. These challenges can be overcome with model-free solutions 

using machine learning.  

In the field of machine learning control, the rising star is Reinforcement Learning (RL). RL and 

its related fields are growing in popularity due it’s ability to deal with unknown and dynamic 

learning environments [91]. Unfortunately, so far it has been impractical for researchers to 

transition RL to real world applications due to the experience needed to learn the optimal operation, 

the curse of dimensionality, and convergence guarantees [92]. A simpler solution would be to use 
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multi-armed bandits (MABs) which are the building blocks of RL and provide convergence 

guarantees.  

While MABs learn quickly, their fundamental design assumes a system has only one state [93]. 

This makes MABs poorly suited for distribution operation since the system loading is dynamically 

changing sometimes unpredictably, which creates possibly infinite operating states. Contextual 

Bandits (CBs) are the middle ground between MABs and RL. By assuming an underlying 

relationship between contextual system information, CBs simplify RL but provide more flexible 

operation than MABs. Unfortunately, CBs are designed for online advertising and movie/article 

recommendations, so the theoretical results cannot provide guarantees about the sequential 

operation of distributions feeders [94, 95]. However, an underlying relationship exists between 

legacy devices and the system voltage, which could be used to learn a function approximator.  

Designing a function approximator for distribution circuit regulation is a relatively new idea, as 

[85] and [86] recently proposed using machine learning regression using AMI data to determine

control patterns of capacitors and voltage regulators. Unfortunately, they provide no guarantees

about the performance and are implicit about the experience needed to learn accurate regression

relationships. While these methods are designed for control, they do not build upon any kind of

control theory which may be able to provide more basis for performance guarantees.

Other strategies implement gradient-based control in a model-free setting for distributed operation 

of DER devices on the distribution system in [87, 88]. These strategies provide performance 

guarantees, but gradient-based adaptive control is best for systems with continuous control actions 

and a slow-varying objective that may be stochastic. For these reasons they are a good choice for 

DERs. But adaptive control can be unpredictable and unstable [96] if not designed carefully, so it 

may be difficult or impossible to modify the ideas of the previous authors to operate legacy devices 

at hourly intervals. Unlike gradient-based adaptive control, self-tuning adaptive control learns the 

parameters directly. This strategy is similar to CBs and the regression techniques of [85] and [86], 

and would provide performance guarantees for sequential operation.  

The self-tuning regulator (STR) is generally designed for linear systems with a stochastic noise 

component and was well studied in the 1970-80s [97–101]. This problem setting provides 

coordinated operation of devices with stochastic responses, does not suffer from the curse of 

dimensionality, and gives convergence guarantees for sequential operation. The analysis on a 

multi-output system [101] (to best reflect a distribution feeder with many voltage measurements) 

provides a strategy to learn the system parameters at the optimal rate. While the assumptions in 

the theoretical analysis may not perfectly transfer to distribution feeders, if the linear and stochastic 

assumptions from the general setting could be reconfigured a STR could be an effective solution.  

We identify three main contributions for designing a data-driven method mimicking a STR for 

control of a distribution feeder’s voltage. To coordinate the control of capacitors on a feeder when 

only hourly measurements are available, 1) we reconfigure the STR for distribution feeder voltage 

regulation. To overcome the linearity assumptions and improve the robustness 2) we design our 

system to easily embed the physical relationship of power and voltage and study the trade-off of 

using a linear representation and a quadratic one. Lastly, since model-free online learning control 

should have performance guarantees 3) we provide the analysis for asymptotic convergence. Our 
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approach is validated using Python to interface with OpenDSS [102] feeder models. We test on 

the IEEE 123-bus test feeder and a residential feeder from Duquense Light Company (DLC), the 

utility of the greater Pittsburgh, PA area.  

4.2 Problem Setting 

We aim to design an algorithm for utilities that have limited access to distribution feeder models, 

which we will refer to as a model-free setting. For the model-free setting in our paper, we make 

the following assumptions:  

1) There is no power flow model of the distribution feeder and its corresponding impedance

matrix.

2) There are at least a few network connected distributed feeder measurements which provide

readings at hourly intervals.

3) There are distribution capacitors that are network connected and may be controlled from a

central location.

a) Capacitors may be operated as continuous devices over a kvar range for experimental

purposes.

b) Only the network connected distribution capacitors will be used to regulate the

voltage.

4) The historical data is unavailable.

5) The only objective is to regulate the feeder voltage.

Assumptions 1 and 2 describe the realistic situation for many utilities according to the 2016 

Department of Energy distribution system report [103]. While a few utilities may have slightly 

more capability than these 2 assumptions, many have much less. Assumptions 3, 3a, and 3b specify 

that we will only use reactive power adjustments to control the voltage in an experimental setting. 

The control strategies we use can be transferred to other devices that have step control. Assumption 

4 specifies that no historical data is used since being reliant historical data could be a hindrance in 

cases where it is unavailable or biased. For example, when a load block is added/removed from a 

feeder or the capacitor settings have never/rarely changed. Assumption 5 establishes our sole 

objective in this paper. While there are other (and potentially competing) objectives when it comes 

to regulating a distribution feeder, it is easiest to understand when the objective is simple. The goal 

of the problem setting is that following our strategies the control of devices and the objectives can 

be adjusted for the needs and constraints of different model-free utilities.  

To derive a data-driven model for our problem setting, we use the Newton-Raphson power flow 

relationship [104]. The Newton-Raphson method uses an iterative technique to describe how the 

voltage at a bus 𝑖 will change based on the real and reactive power,  

. (4.1) 

This equation can be simplified in a distribution circuit if we assume the change in voltage angle, 

∆𝛿, has a minimal effect on the voltage magnitude. Also, since we are limiting ourselves to reactive 
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power control of capacitors, the change in active power, ∆𝑃, is due only to the customer loading 

changing between the present and next state of the feeder. Since we cannot control this component, 

we consider the ∆𝑃 as part of the stochastic response of the system, which we detail in Sections 

4.4 and 4.5. Therefore, the change in reactive power and the corresponding inverse Jacobian matrix 

determine the change in voltage such that, 

 . (4.2) 

The inverse Jacobian describes the sensitivity matrix and is solved in an iterative manner with the 

Newton-Raphson method, since the values change based the system powers and voltages. But, in 

a distribution feeder when operating within the ANSI limits, the sensitivities may be approximated 

by a constant parameter matrix 𝐴 ∈  𝑅𝑘×𝑘  such that,

 . (4.3) 

Using data-driven methods the parameter matrix A may be determined, and the bus voltages based 

on the reactive power changes can be estimated. Note that ∆𝑄 =  𝑄(𝑡 + 1) − 𝑄(𝑡), and ∆𝑉 =

 𝑉 (𝑡 + 1) − 𝑉 (𝑡), so we can expand the approximation 

such that, 

. (4.4) 

We use this approximation to derive control strategies for distribution feeders in the remainder of 

the paper. 

4.3 Linear Voltage Controller 

Based on the approximate relationship in Eq. 4 we aim to design an equality that can learn the 

power flow relationship. Since the voltages are the regulated outputs, we define them at stage n 

with the column vector 𝑦𝑛  =  (𝑉1(𝑛), . . . , 𝑉𝑘(𝑛))
𝑇
. Likewise, the control variable is the reactive

power at each capacitor described by the column vector 𝑢𝑛  =  (𝑄1 (𝑛), . . . , 𝑄𝑟(𝑛))
𝑇
. To transition

from an approximation to an equality, we introduce the column vector 𝜀𝑛  ∈  𝑅
𝑘  as a stochastic

component describing the approximation error, the error from the measurement devices, and the 
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unpredictability of loading changing between measurement intervals. Using these definitions, we 

rewrite (4.4) in a general format that can be learned as, 

𝒚𝑛 =  𝒄 ⨀ 𝒚𝑛 −1  +  𝐷𝒖𝑛−1  +  𝐵𝒖𝑛  + 𝜀𝑛, 
(4.5) 

where 𝒄 ∈  𝑅𝑘, 𝐷 ∈  𝑅𝑘×𝑟 , and 𝐵 ∈  𝑅𝑘×𝑟  are the learned parameters if 𝑟  is the number of

regulated capacitors. Note that 𝒄 ◦ 𝒚𝑛−1 is the element-wise multiplication between vectors. 

(4.5) may also be written as a set of single-output equation, which clarifies how the parameters are 

learned. Defining the measured busses as 𝑖 ∈  (1,2. . . , 𝑘), the voltage at stage 𝑛 becomes 𝑦𝑛,𝑖. The 

parameters that affect the voltage are 𝑐𝑖, 𝒅𝑖  ∈  𝑅
𝑟 , and 𝒃𝑖  ∈  𝑅

𝑟 , which are the values of the

respective rows of the parameters in (4.5). We contain the parameters in vector 𝝋𝑖  =  (𝑐𝑖, 𝒅𝑖 , 𝒃𝑖)
𝑇,

and the inputs by 𝒘𝑖(𝑛)  =  (𝑦𝑛−1, 𝑖, 𝒖𝑛−1, 𝒖𝑛)
𝑇, so that we can define the system as a set of linear

equations such that, 

𝑦𝑛,𝑖 = 𝑐𝑖𝑦𝑛−1,𝑖 + 𝒅𝑖
𝑇𝒖𝑛−1 + 𝒃𝑖

𝑇𝒖𝑛 + 𝜀𝑛,𝑖
(4.6) 

= 𝝋𝑖
𝑇𝒘𝑖 + 𝜀𝑛,𝑖

(4.7) 

Since the parameters 𝝋𝑖  are initially unknown they can be estimated with least squares estimation 

(LSE). To mathematically write the solution to LSE, we let 𝑊𝑖,𝑛  =  [𝒘𝑖,1, . . . , 𝒘𝑖,𝑛]
𝑇
 ∈  𝑅𝑛×1+2𝑟

be the matrix recording the inputs at for a bus 𝑖 at each stage. Similarly, the column vector 𝒚𝑖,𝑛 of 

length 𝑛 records the voltage outputs at bus 𝑖. Naturally, the LSE of the parameters at stage 𝑛 is 

determined such that, 

. (4.8) 

After each stage, a new row of inputs are added to each 𝑊𝑖  and a new output to 𝒚𝑖. So, once there 

is a LSE solution can be determined anew at each stage. 

The learned parameters are most accurate when the input samples of 𝑊𝑖,𝑛 are chosen at random. 

Unfortunately, this is not practical since the primary objective is to regulate the voltage on the 

distribution feeder. But some random operation is necessary, especially in the initial stages before 

there is a solution to the LSE, i.e. (𝑊𝑖,𝑛
𝑇  𝑊𝑖,𝑛) is not invertible. Therefore, we introduce the measure

of regret to highlight the price of learning the parameters and quantifies the effectiveness of 

regulating the voltage. 

Prior to mathematically defining the regret, we need to introduce the idea of a policy 𝜋. There is 

one unique optimal policy 𝜋∗ , but any policy that chooses regulator settings (i.e., random,

seasonal, constant, etc.) belongs to the policy set 𝜋 ∈  𝛱. The capacitor inputs 𝒖𝑛
𝜋

 are chosen

according to a policy’s rules, and result in output voltages 𝒚𝑛
𝜋. The optimal policy 𝜋∗ chooses the

capacitor inputs 𝒖𝑛 so that the resulting voltages 𝒚𝑛
∗  are as close as possible to the nominal voltages 
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y∗ of the measured busses, which could be set to any value but we have them set to 1.0 volts per-

unit. In scenarios when there are more measured bussed than capacitors 𝑘 >  𝑟, it may not be 

possible for the optimal policy to choose settings where the voltages at the measured busses are 

nominal. Therefore, we define the instantaneous regret at stage n as the difference between the L2 

norm of the voltage deviation between policy 𝜋 and the optimal policy, such that, 

. (4.9) 

The regret quantifies how a policy regulates the measured outputs over time, which is the running 

sum of the instantaneous regret, such that 

. (4.10) 

The regret quantifies how well a policy regulates the voltage at the measured busses. What if we 

want to evaluate how well the system, including the non-measured busses, is being regulated? We 

can do in our experiments, but need to introduce the system regret 𝑅𝑠(𝑛) as a separate metric. So, 

the system voltages at stage 𝑛 are defined by 𝛾𝑛. Note that the measured bus voltages are a subset 

of the system voltages, 𝒚𝑛  ⊆  𝛾𝑛. The optimal policy for the system regulation therefore may be 

different than the optimal policy for observable regulation, so we define the instantaneous system 

regret of a policy at stage 𝑛 as, 

. (4.11) 

The resulting system regret of a policy naturally becomes, 

(4.12) 

The system regret is only useful in experimental settings to compare how well a feeder was 

regulated for different configurations of observability. Also note that in a real-world model-free 

setting, the optimal policy is unknown and therefore the regret of (4.12) cannot be calculated. 

These metrics are used in our experiments to show how close our algorithm gets to optimal voltage 

regulation. 

4.4 Asymptotic Convergence Guarantees 

The previous sections introduced the structure of the models to estimate the output voltages 𝒚. 

Once converged, these equations are used to choose the capacitor states 𝒖 to keep the growth of 

the regret to a minimal (4.12). However, we have yet to specifically define a policy to learn the 

parameters and regulate the system. So, in this section, we introduce a policy to ensure the 
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parameters are learned but the voltage is regulated as best as possible, provide the necessary 

conditions for asymptotic convergence, and introduce theorems for performance guarantees.  

4.4.1 Policy for Asymptotic Convergence of Linear Self-Tuning Regulators 

A policy chooses how to set the states of the regulators. In online learning methods this raises the 

dilemma of when to explore for information gain (take a random action) or exploit for best 

expected performance i.e., determine 𝒖𝑛 that will minimize the regret based on the LSEs. Our 

policy will exploit all the time, except for at the stages in set 𝐼, which is defined as, 

𝐼 =  {1, . . . , 𝜏∗}  ∪  {𝜏∗  +  𝑣1, 𝜏
∗  + 𝑣2, . . . }.

(4.13) 

The set 𝐼 is the union of 2 sets, initialization and continued exploration. The initialization set, 

{1, . . . , 𝜏∗}, establishes that during the first 𝜏∗  stages the policy will randomly set the capacitor

states 𝒖𝑛 . The continued exploration set, {𝜏∗  +  𝑣1, 𝜏
∗  + 𝑣2, . . . }, ensures that as 𝑛 →  ∞ the

system will operate the capacitors randomly infinitely many times. To understand how to choose 

𝜏∗ and the values of 𝑣, we look into the conditions for strongly consistent LSEs.

4.4.2 Conditions for Strongly Consistent Least Square Estimates 

For the LSEs to approach their converged values, the estimates must remain strongly consistent. 

There are many conditions that must be met for strongly consistent LSEs [97,98,101,108,109], but 

3 of them are relevant to power systems. The first condition requires that the stochastic component 

is not biased and the variance is finite. The second condition is that the regulator variable 𝒖𝑛 

should be set randomly until there is a solution to the least squares. Lastly, there are requirements 

for the minimum and maximum eigenvalues of the invertible square matrix in the least squares 

solution. We use the notation for the set of single-output voltage estimates to define the 3 

conditions for strongly consistent LSEs. 

Condition 1. The stochastic component must satisfy bias and variance requirements, specifically, 

𝔼(𝜀𝑛,𝑖)  =  0,       (4.14)

(4.15) 

In an optimal problem setting, the optimal regret accumulation rate is 𝜎2 𝑙𝑜𝑔(𝑛), where 𝜎2 is the

variance of the stochastic component 𝜀. This problem setting is considered optimal because it 

establishes that 𝔼(𝜀)  =  0. While this is convenient for mathematicians to provide theoretical 

guarantees, it is not very practical. For example, the expected value of the stochastic component 

for each bus 𝑖 is based on the measurement device accuracy (measurement error 𝑚𝑖), samples used 

for data-driven approximation (modeling error 𝑙𝑖), and users load consumption (feedback delay 𝑓𝑖). 
These values can be studied separately and their summation completes the stochastic component 

such that, 
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𝜀𝑖  =  𝑚𝑖  +  𝑙𝑖  +  𝑓𝑖 , 
(4.16) 

𝔼(𝜀𝑖)  =  𝔼(𝑚𝑖)  =  𝔼(𝑙𝑖)  =  𝔼(𝑓𝑖)  =  0 (4.17) 

These stochastic and error components may never be proven to have an expected value exactly at 

0. However, we do expect them to be close.

Previous work generally assumes the measurement error 𝑚 in distribution feeders to be unbiased 

and Gaussian. More recent studies have shown that a combined Gaussian may be a better 

assumption, but that the expected error is still nearly 0 [110]. The second component, the feedback 

delay  𝑓  is an outcome of the load unpredictably changing in-between stages 𝑛 −  1  and 𝑛 . 

Previous work has shown this component to be Gaussian for shorter intervals [111], and these 

results intuitively make sense due to the cyclic nature of load consumption. We examined this 

claim using the NREL loading data-set integrated on the DLC feeder and found similar results. 

Shown in Figure 4.1, the empirical results of the voltage changing at one bus with a corresponding 

fitted Gaussian has an expected value of nearly 0. Though the x-axis plotted is based on a 13.279 

KV-LL base, the determined average change in voltage between hourly measurements is only 

0.036 volts, which is 
0.036

200
≈ .02% of the maximum change. 

Figure 4.1: The change in voltage data from a year of unregulated hourly operation at a measured 

bus. Fitted with a Gaussian based on the expected value and variance of the data, 𝔼(∆𝑉 )  =
 0.036 and 𝜎2  =  3636.62.

The third error component 𝑙 arises from assuming constants for the sensitivity matrix and using 

LSE to determine their approximate values. Since these constants are found using data-driven 

regression, 𝑙 would be unbiased if the control of 𝒖𝑛 is chosen randomly. While we only randomly 

operate in set 𝐼, Lemma 1 and Lemma 2 from [101] prove that random operation is not necessary 

all the time for the values to converge. Further, the empirical results from our simulations are very 

promising and suggest that the variance of this component is minimal when using the linear 

representation of (4.6). This is consistent with other simplified power flow solutions [105], [106] 

and is highlighted in our experiments in Section 4.5. 

To summarize, while we cannot claim to meet an optimal regret rate, it would be impossible in the 

problem setting detailed due to the sources of unpredictability and error in a distribution feeder. 
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Fortunately, the stochastic components are small compared to the control range and there is 

justification in previous works and our own that the variance is finite and the expected value is 

close to 0 to nearly satisfy Condition 1. 

Condition 2. The capacitor states must be assigned randomly until (𝑊𝑖,𝑛
𝑇 𝑊𝑖,𝑛) is invertible.

Condition 3. The minimum eigenvalue (𝜆𝑚𝑖𝑛) of the square matrix approaches infinity, and faster 

than the log of the maximum eigenvalue 𝑙𝑜𝑔(𝜆max), such that 

(4.18) 

(4.19) 

These conditions provide the basis to introduce the theorems for performance guarantees which 

guide the design of the self-tuning regulator policy. 

4.4.3 Ensuring Asymptotic Convergence 

The conditions for strongly consistent LSEs lead to 3 straightforward theorems that ensure the 

initial linear estimate is stable, the continued operation stays strongly consistent, and the 

guarantees are transferable to a non-linear space using kernels. 

Theorem 1. If the stochastic components satisfy Condition 1 and operation is random until 

(𝑊𝑖,𝑛
𝑇 𝑊𝑖,𝑛) is invertible, then the LSE for bus 𝑖 at stage 𝑛 is strongly consistent, from Lemma 1

[101]. 

This stems from conditions 1 and 2. Using this theorem we define 𝜏𝑖 as the minimum number of 

stages for random operation until the LSEs of bus 𝑖 are strongly consistent such that, 

. (4.20) 

Following this strategy,  𝜏𝑖 is defined when the LSE of all the busses have been defined, such 

that 

τ∗ = max
𝑖

 (𝜏𝑖)  (4.21) 

Theorem 2. If (𝑊𝑖,𝑛
𝑇 𝑊𝑖,𝑛) is invertible and Condition 1 is satisfied, randomly setting the capacitor

states need only occur at a rate that is less than o(log 𝑛)𝛿 for some 𝛿 >  1, from Theorem 3 [101].
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This stems from the third condition and therefore we define the integers for continued exploration 

such that 

(4.22) 

The random operation after the initial stable estimate occurs at a rate exponentially less than 

𝑂(𝑙𝑜𝑔𝑛) and therefore contributes negligibly to the regret as 𝑛 →  ∞. 

Theorem 3. If Condition 1 is satisfied, (4.6) can be lifted to the quadratic kernel space. Since the 

function approximator is linear in the new domain, Theorem 1 and Theorem 2 do not change. 

When the system is non-linear a kernel can transform the input space to fit a linear representation 

in higher dimensions. Different kernel methods can be used for a variety of non-linear shapes, but 

the homogeneous quadratic kernel captures the relationship between power and voltage. When the 

system is fully observable, the quadratic kernel will exactly represent the physical law-based 

power flow [106]. Therefore, the variance of the modeling error 𝑙 is reduced compared to the linear 

estimate while 𝑚 and 𝑓 remain unchanged. 

Theorem 1 and 2 ensure the regret from exploration is negligible as 𝑛 →  ∞, and Theorem 3 

ensures those theorems can be applied when using the homogeneous quadratic kernel. Therefore, 

the regret of our policy will be close to approaching the regret rate of 𝜎2 𝑙𝑜𝑔𝑛, where 𝜎2 represents

the variance of the combination of stochastic components 𝜀. The algorithm to implement this 

policy using the linear representation of (4.6) is shown in Algorithm 1. The algorithm can be easily 

modified for the homogeneous quadratic representation of Eq. 15 by fitting the homogeneous 

quadratic parameters  to their respective inputs ∅ℎ(𝒘𝑖(𝒏)). 
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4.5 Empirical Validation 

In this section, we perform extensive simulations using Python to implement tests and interact with 

OpenDSS distribution feeder models via the COM interface. The feeder models include the 

standard IEEE 123-bus and a residential feeder from DLC, shown in Figure 4.2. The time series 

voltages were generated in OpenDSS using load profiles from the NREL synthetic dataset [112]. 

The load profiles magnitudes were adjusted to provide volatile feeder loading so that optimal 

regulation required the capacitors to change states. Our goal is to 1) verify the convergence 

guarantees of the linear and quadratic models, 2) compare converged performance, and 3) examine 

scaling properties. 

Figure 4.2 The feeders used for our experiments. 
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𝑛
∗

4.5.1 Testing Asymptotic Convergence 

To highlight the slight differences between implementing Algorithm 1 using the linear (4.7) 

representation, we eliminate the measurement and feedback delay (𝒎 =  𝒇 =  ⃗0 )  and the 
capacitors are operated as analog devices i.e., over a kvar range rather than on/off. To determine 

the optimal kvar values of the capacitors at each stage, 𝒖 , the Nelder-Mead minimization 

algorithm [113] was implemented with the SciPy minimization function in Python to directly 

interact with the OpenDSS model. The average regret, 𝑅(𝑛)/𝑛, after nearly a year of hourly 

operations on the IEEE 123 bus test feeder with 4 capacitors, show the regret converging to a 

nearly 0 in Figure 4.3. 

Figure 4.3 The overarching figure shows the average regret of the linear and quadratic models 

without feedback delay. The smaller zoomed-in average regret shows that the linear model has a 

lower average after almost a year of hourly operation. On the contrary, the instantaneous regret 

snapshot shows that once converged, the quadratic model, regulates the system better. 

From Figure 4.3, we can see that both the linear and quadratic representations converge while the 

average regret of the linear model is slightly lower at the end of the simulation. This is due to the 

homogeneous quadratic kernel initialization period that took 45 stages to determine 𝜏∗, compared 
to 9 stages when using the linear model. The snippet from the instantaneous regret (4.9), shows 

that the converged operation of the quadratic model is more precise than the linear version at a 

very small scale. Also, this highlights the capability of the homogeneous quadratic kernel to 

essentially eliminate the error component 𝑙. So even though the average regret of the quadratic 

model is higher after 8000 simulated hours, it would surpass the linear version given enough 

time. 

To mimic realistic operation, we retain the hourly feedback delay 𝒇 in Fig 4.4. Even with the 

additional stochastic component, both representations converge even though it increases the 

instantaneous regret (highlighted in the instantaneous regret snapshot). Since the feedback delay 

noise accounts for roughly 3 magnitudes more error than the linear delay (i.e., 𝒍 × 103  ∝  𝒇) the 
advantage of using the quadratic representation is reduced. 
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Figure 4.4 Similar to Figure 4.3, the overarching figure shows the average regret of the linear and 

quadratic models. 

4.5.2 Evaluating Converged Regulation 

In the previous subsection our experiments showed the quadratic model regulated the system 

slightly better when there was no feedback delay. In this subsection we expand on our examination 

of the converged operation by determining the coefficient of determination. More commonly 

known as the 𝑅2 score, the coefficient of determination measures the residual error proportional 
to the variance of the system outputs. By letting the mean of the voltages observed at a bus be 

𝑦𝑖̅  =  
1

𝑛
 ∑ 𝑦𝑡,𝑖
𝑛
𝑡=1  and the predicted output as 𝑦𝑛,1̂ , the 𝑅2  score for a voltage estimate of bus

𝑖 becomes, 

. (4.23) 

A regression model that perfectly predicts the bus voltage would result in 𝑅𝑖
2  =  1. So, to compare

the different regression models, we average the 𝑅𝑖
2 scores for each bus in an extreme test where

distribution capacitors may be set to any kvar within a range that can alter the voltage well past 

the ANSI limits. To produce data-rich converged regression models, they are trained with random 

loading points without feedback delay and capacitor operations. We determine the average 

𝑅2 scores at a constant system loading by testing different random capacitor operations. The

system loading is altered to provide an x-axis for Figure 4.5, which shows the average R2 scores 

for the DLC and IEEE 123 bus feeders. 
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Figure 4.5 The 𝑅2 scores for the DLC (a) and IEEE 123-bus (b) feeder based on the system 
loading when estimating the voltage. 

The quadratic kernel is clearly the most robust, since it naturally captures the quadratic shape of 

the power flow relationship. The model using the RBF kernel is next best due to the large number 

of features. The linear model behaves best when the system loading is normal, while the KNN is 

inferior since there is no feature selection. 

4.5.3 Comparing Scaling Properties of the Regulators 

The previous subsections showed the linear model with a lower average regret after a long period 

of operation, but the quadratic model being more precise once converged in cases without feedback 

delay. A third dimension that is important to understand is as the distribution system is modernized, 

is how the models performance will change as the observability (number of measured busses) and 

controllability (number of network connected regulation devices) of the feeder improves. 

4.5.3.1 Examining How Observability Affects System Regulation 

We examine how the initialization period changes based on the observability, i.e., the number of 

observable busses. To evaluate the performance as the observability improves, we consider the 

IEEE 123 bus system regret average, 𝑅𝑠(𝑛)/𝑛. We simulate for 250 stages which highlights the 

effect of initial random operation on the regret but also shows the improvement of the system 

regulation. The results of changing the number of measured busses effect on the system regret is 
shown in Figure 4.6. 
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Figure 4.6 Figures (a) and (b) show the final average voltage deviation from 250 stages on the 

IEEE 123-bus feeder, according to the number of observable busses. Figure (c) shows the 

number stages of initial random exploration require to establish a stable estimate. 

The linear design with our policy results in the least voltage deviation across the board and 

decreases as the observability improves. More importantly the initialization of both the linear and 

quadratic remains relatively constant except for the spike in the quadratic representation in 

Figure 4.6c, which occurs due an observed bus that is less sensitive to capacitor operations and the 

randomness of the initial capacitor operations. From the results in 

Figure 4.6c we can conclude that observing more busses is unlikely to increase the initialization. 

Observing the results when there is no feedback delay, 

Figure 4.6b, the advantage of using more busses begins to flatten out at about 15 observable busses, 

or 10-15% of the busses in the IEEE 123-bus feeder. At this point, it becomes unnecessary to 

observe more busses to improve the overall system regulation. 

4.5.3.2 How Controllability Affects Regulation 

Unlike the observability, the initial performance is heavily dependent on the number of capacitors 

being regulated in the system. So, to visualize the result of Condition 2, we plot the minimum 

initial random operations (i.e., minimum value of 𝜏∗ from (4.21)) versus the numbers of capacitors, 
in Fig. 4.7. 
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Figure 4.7 Minimum values of 𝜏∗, where lin refers to the linear model (4.6), quad refers to the

homogeneous quadratic model, and previous refers to 3 days worth of initial exploration roughly 

recommended by the previous methods [85], [86]. 

From Figure 4.7 it is clear that the quadratic model increases exponentially based on the number 

controlled capacitors, while the linear model increases linearly. The previous methods of [85], 

[86], are set to explore for 3 days (72 stages) but do not guarantee accurately converged models. 

To see how the number of capacitors affects the regret we highlight the average regret normalized 

for the number of observable busses, (𝑅(𝑛)/𝑛)/𝑘, in Figure 4.8 and Figure 4.9, with and without 

feedback delay (𝒇), respectively. 

(a) Controlling 1 capacitor. (b) Controlling 3 capacitors. (c) Controlling 6 capacitors.

Figure 4.8 The normalized average regret, (𝑅(𝑛)/𝑛)/𝑘, for the DLC feeder with hourly 

feedback delay. 

(a) Controlling 1 capacitor. (b) Controlling 3 capacitors. (c) Controlling 6 capacitors.

Figure 4.9 The normalized average regret, (𝑅(𝑛)/𝑛)/𝑘, for the DLC feeder without feedback 

delay. 
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In all cases, the linear model has the lowest average regret since it learns the fastest and the number 

of features increase at a linear rate. On the other hand, the average regret of the quadratic model 

suffers as the number of capacitors increases since the minimum initial random operation grows 

exponentially according 

In all cases, the linear model has the lowest average regret since it learns the fastest and the number 

of features increase at a linear rate. On the other hand, the average regret of the quadratic model 

suffers as the number of capacitors increases since the minimum initial random operation grows 

exponentially according to 𝑏𝑖𝑛(2 + 2𝑟, 2), where 𝑟 is the number of controlled capacitors. 

4.6 Conclusion and Future Work 

We provided an algorithm to regulate the voltage on a distribution system in a model-free setting. 

The linear model prioritized simplicity and low initial learning time, while the quadratic version 

valued precision and robustness. Unlike similar previous work, we provided provable performance 

guarantees. The choice of which regulator to use depends on the feeder parameters and the system 

operators’ preferences. 

Future work will involve improving our algorithm to provide performance guarantees when using 

intelligent (not purely random) exploration to avoid dangerous circuit conditions. Also, we are 

looking to make our algorithm adaptive by integrating the capability to recognize if the topology 

has changed based on the system responses. 
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5. Conclusion and Future Work

In summary, the method on SNR standard deviation analysis in PSERC project on S-74 was 

extended to (1) the use with additional asset failure cases, (2) the use of threshold-based asset 

degradation detection methods was investigated on a wider range of substation PMU sources, (3) 

the use of support vector classification (SVC) to classify asset state-of-health was tested and 

automated, (4) the use of the Matrix Profile technique in detecting anomalous power system 

behavior, and finally, (5) the use of derivative difference matrices to map asset degradation 

locations was implemented. Of these techniques, the SVC algorithm developed here proved to be 

a promising asset health indicator as evident in its accuracy of over 96% and over 99% on two 

different real-world test data sets. The derivative difference matrix computation method also 

proved to be a fast and computationally efficient method for detecting anomalous behavior in large 

number of concurrent data streams. In the future, further refinement of the SVC algorithm as well 

as automation of the interpretation of the derivative difference matrix results will enable greater 

visibility into the behavior and performance of the electric power systems of those who leverage 

these techniques. It is hoped that through the use of AI, electric power stakeholders will benefit 

from greater system reliability and safety. 

For monitoring, this project developed a data-driven deep learning approach to anomaly detection 

consists of sensor-level detectors that assume no prior models on anomaly and anomaly-free data; 

only anomaly-free training samples are used.  Sensor-level decisions are combined at the control 

center to produce more reliable global decisions. To our best knowledge, the proposed technique 

is the first designed specifically for high-resolution measurements for CPOW and PMU streaming 

and can deal with both data and system anomalies. 

Finally, we provided an algorithm to regulate the voltage on a distribution system in a model-free 

setting. The linear model prioritized simplicity and low initial learning time, while the quadratic 

version valued precision and robustness. Unlike similar previous work, we provided provable 

performance guarantees. The choice of which regulator to use depends on the feeder parameters 

and the system operators’ preferences. Future work will involve improving our algorithm to 

provide performance guarantees when using intelligent (not purely random) exploration to avoid 

dangerous circuit conditions. Also, we are looking to make our algorithm adaptive by integrating 

the capability to recognize if the topology has changed based on the system responses. 
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Appendix A: SNR_STD_exporter.py 

# This program calculates the SNR standard deviation of each 

# voltage and current phase and exports them to files where 

# they can be used by a subsequent process. 

# Plots are alos produced for the original, SNR, and SNR STD plots 

# of each phase. 

# Please specify the file to be processed in the variable "sourceFile". 

# The input file should be in CSV format. 

# Please specify the column number of each relevant data column 

# using the variables "VAM_col" through "ICM_col". 

# --------------------------------Imports-------------------------------- 

import pandas as pd 

import numpy as np 

import matplotlib.pyplot as plt 

import gc 

# --------------------------------Functions-------------------------------- 

# SNR function (with zero-SNR and dropouts removed): 

def SNR_Calculation_DM_ZeroSTD_Removal(inp, Window_Size_SNR): 

    outp = np.zeros(len(inp)) 

    for i in range(len(inp)): 

        if i <= (Window_Size_SNR-1): 

   outp[i] = 0 

        if i > (Window_Size_SNR-1): 

 test = inp[(i-(Window_Size_SNR-1)):i] 

   if (len(test[test == 0])) == 0: 

 computed_std = np.std(test) 

 if computed_std == 0: 

    outp[i] = np.NaN 

 else: 

    outp[i]=10*np.log10(np.mean(test)/computed_std) 

   else: 

 outp[i] = np.NaN 

    return outp 

# Moving window standard deviation function: 

def stddev(inp, Window_Size_STD): 

    outp = np.zeros(len(inp)) 

    for i in range(len(inp)): 

        if i <= (Window_Size_STD-1): 

   outp[i] = 0 

        if i > (Window_Size_STD-1): 

   test = inp[(i-(Window_Size_STD-1)):i] 

   outp[i] = np.std(test) 

    return outp 

# SNR and SNR standard deviation plotter and exporter function. 

# SNR standard deviation series is returned. 

def exportSNRSTD(data, Window_Size_SNR, Window_Size_STD, origFile, SNRFile, STDFile): 

    plt.plot(data[1000:len(data)-1]) 

    plt.title("Original Measurement") 

    plt.savefig(origFile) 

    plt.close() 

    data = SNR_Calculation_DM_ZeroSTD_Removal(data, Window_Size_SNR) 

    plt.plot(data[1000:len(data)-1]) 

    plt.title("Sliding-Window SNR of Measurement") 

    plt.savefig(SNRFile) 
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    plt.close() 

    data = stddev(data, Window_Size_STD) 

    plt.plot(data[1000:len(data)-1]) 

    plt.title("Sliding-Window Standard Deviation of SNR of Measurement") 

    plt.savefig(STDFile) 

    plt.close() 

    return data 

# --------------------------------Main Program-------------------------------- 

# Set file parameters: 

sourceFile = "test.csv"   

VAM_col = 0 

VBM_col = 2  

VCM_col = 4  

IAM_col = 8   

IBM_col = 10   

ICM_col = 12   

# Set SNR processing parameters: 

Window_Size_SNR = 200 

Window_Size_STD = 200 

orig_file_IAM = "output_validate/orig_IAM.png" 

SNR_file_IAM = "output_validate/SNR_IAM.png" 

STD_file_IAM = "output_validate/STD_IAM.png" 

opfile_IAM = "output_validate/temp/IAM.csv" 

orig_file_IBM = "output_validate/orig_IBM.png" 

SNR_file_IBM = "output_validate/SNR_IBM.png" 

STD_file_IBM = "output_validate/STD_IBM.png" 

opfile_IBM = "output_validate/temp/IBM.csv" 

orig_file_ICM = "output_validate/orig_ICM.png" 

SNR_file_ICM = "output_validate/SNR_ICM.png" 

STD_file_ICM = "output_validate/STD_ICM.png" 

opfile_ICM = "output_validate/temp/ICM.csv" 

orig_file_VAM = "output_validate/orig_VAM.png" 

SNR_file_VAM = "output_validate/SNR_VAM.png" 

STD_file_VAM = "output_validate/STD_VAM.png" 

opfile_VAM = "output_validate/temp/VAM.csv" 

orig_file_VBM = "output_validate/orig_VBM.png" 

SNR_file_VBM = "output_validate/SNR_VBM.png" 

STD_file_VBM = "output_validate/STD_VBM.png" 

opfile_VBM = "output_validate/temp/VBM.csv" 

orig_file_VCM = "output_validate/orig_VCM.png" 

SNR_file_VCM = "output_validate/SNR_VCM.png" 

STD_file_VCM = "output_validate/STD_VCM.png" 

opfile_VCM = "output_validate/temp/VCM.csv" 

#------------IAM------------ 

# Load in data of interest: 

original = pd.read_csv(sourceFile, error_bad_lines=False) 

test_sample_IAM = original.iloc[:,IAM_col] 

del original 

gc.collect() 

test_sample_IAM = np.asarray(test_sample_IAM) 

print("IAM brought in!") 

# Perform SNR analysis: 
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test_sample_IAM = exportSNRSTD(test_sample_IAM, Window_Size_SNR, Window_Size_STD, orig_file_IAM, 

SNR_file_IAM, STD_file_IAM) 

np.savetxt(opfile_IAM, test_sample_IAM, delimiter=',') 

print("IAM SNR STD done!") 

del test_sample_IAM 

gc.collect() 

#------------IBM------------ 

# Load in data of interest: 

original = pd.read_csv(sourceFile, error_bad_lines=False) 

test_sample_IBM = original.iloc[:,IBM_col] 

del original 

gc.collect() 

test_sample_IBM = np.asarray(test_sample_IBM) 

print("IBM brought in!") 

# Perform SNR analysis: 

test_sample_IBM = exportSNRSTD(test_sample_IBM, Window_Size_SNR, Window_Size_STD, orig_file_IBM, 

SNR_file_IBM, STD_file_IBM) 

np.savetxt(opfile_IBM, test_sample_IBM, delimiter=',') 

print("IBM SNR STD done!") 

del test_sample_IBM 

gc.collect() 

#------------ICM------------ 

# Load in data of interest: 

original = pd.read_csv(sourceFile, error_bad_lines=False) 

test_sample_ICM = original.iloc[:,ICM_col] 

del original 

gc.collect() 

test_sample_ICM = np.asarray(test_sample_ICM) 

print("ICM brought in!") 

# Perform SNR analysis: 

test_sample_ICM = exportSNRSTD(test_sample_ICM, Window_Size_SNR, Window_Size_STD, orig_file_ICM, 

SNR_file_ICM, STD_file_ICM) 

np.savetxt(opfile_ICM, test_sample_ICM, delimiter=',') 

print("ICM SNR STD done!") 

del test_sample_ICM 

gc.collect() 

#------------VAM------------ 

# Load in data of interest: 

original = pd.read_csv(sourceFile, error_bad_lines=False) 

test_sample_VAM = original.iloc[:,VAM_col] 

del original 

gc.collect() 

test_sample_VAM = np.asarray(test_sample_VAM) 

print("VAM brought in!") 

# Perform SNR analysis: 

test_sample_VAM = exportSNRSTD(test_sample_VAM, Window_Size_SNR, Window_Size_STD, 

orig_file_VAM, SNR_file_VAM, STD_file_VAM) 

np.savetxt(opfile_VAM, test_sample_VAM, delimiter=',') 

print("VAM SNR STD done!") 

del test_sample_VAM 

gc.collect() 

#------------VBM------------ 

# Load in data of interest: 

original = pd.read_csv(sourceFile, error_bad_lines=False) 

test_sample_VBM = original.iloc[:,VBM_col] 

del original 
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gc.collect() 

test_sample_VBM = np.asarray(test_sample_VBM) 

print("VBM brought in!") 

# Perform SNR analysis: 

test_sample_VBM = exportSNRSTD(test_sample_VBM, Window_Size_SNR, Window_Size_STD, 

orig_file_VBM, SNR_file_VBM, STD_file_VBM) 

np.savetxt(opfile_VBM, test_sample_VBM, delimiter=',') 

print("VBM SNR STD done!") 

del test_sample_VBM 

gc.collect() 

#------------VCM------------ 

# Load in data of interest: 

original = pd.read_csv(sourceFile, error_bad_lines=False) 

test_sample_VCM = original.iloc[:,VCM_col] 

del original 

gc.collect() 

test_sample_VCM = np.asarray(test_sample_VCM) 

print("VCM brought in!") 

# Perform SNR analysis: 

test_sample_VCM = exportSNRSTD(test_sample_VCM, Window_Size_SNR, Window_Size_STD, 

orig_file_VCM, SNR_file_VCM, STD_file_VCM) 

np.savetxt(opfile_VCM, test_sample_VCM, delimiter=',') 

print("VCM SNR STD done!") 

del test_sample_VCM 

gc.collect() 

print("All data processed!") 

  



84 

Appendix B: SZS_validate.py 

# This program preprocesses time-series data using the sum of Z-scores  

# preprocessing technique, then performs support vector machines (SVM)  

# classification of each sample in the data set (after downsampling). 

# It trains itself on a fixed percentage (70% by default) of the data and  

# performs a validation on the remaining percentage of the data.  

# The validation results are printed out in a file with a row of predicted  

# values and a row of actual values, identified according to a  

# preclassification step. 

# The number of correct and incorrect samples, along with the (trivially)  

# calculated percent accuracy, are also printed to the standard output. 

# Preclassification is done based on the number of samples until the fault.  

# The time of the fault can be set in order to prevent classification of  

# post-fault samples. 

# After training and validation is complete, a file called "trained_model.svm"  

# is exported with the trained SVM model included.  

# The program "SZS_classify.py" can then be used to perform sample-by-sample  

# classification of power system asset health on NEW DATA 

# based on a previously trained model. 

# By default, it obtains voltage and current SNR STD information in the folder 

# called "output/temp". 

# If you have not yet done so, please pre-process your synchrophasor CSV  

# using "SNR_STD_exporter.py". 

# Imported libraries: 

import numpy as np 

import matplotlib.pyplot as plt 

import pandas as pd 

from sklearn.model_selection import train_test_split 

from sklearn.preprocessing import StandardScaler 

from sklearn.svm import SVC 

import csv as csv 

import pickle 

import gc 

# A function to standardize data to a standard-normal distribution 

# (zero mean, unity standard deviation): 

def standard_normal(data_to_be_scaled): 

    # Use 'StandardScaler' from sklearn to standardize data: 

    sc = StandardScaler() 

    sc.fit(data_to_be_scaled) 

    scaled_data = sc.transform(data_to_be_scaled) 

    return scaled_data 

# Support Vector Machine (SVM) (rbf) implementation function with export: 

def ml_SVM_rbf_export(X_train_std, X_test_std, y_train, y_test, C_value, gamma_value, export_location): 

    # Set up an SVM object with adjustable gamma and 'C' value: 

    svm = SVC(kernel='rbf', random_state=0, gamma=gamma_value , C=C_value) 

    # Fit the training data using the SVM model object: 

    svm.fit(X_train_std, y_train) 

    #Export trained SVM model: 

    print("Exporting trained model for future use... ") 

    with open(export_location, 'wb') as model_file: 

        pickle.dump(svm, model_file) 

    # Now use the trained SVM model to predict actual test data: 

    y_pred = svm.predict(X_test_std) 

    # Create combined-data (test and training) arrays for further testing: 
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    X_combined_std = np.vstack((X_train_std, X_test_std)) 

    # Perform prediction for overall data set: 

    y_combined_pred = svm.predict(X_combined_std) 

    # Return the predicted results, combined results: 

    return y_pred, y_combined_pred 

def SVM_export(input_dataframe, C, gamma, export_location): 

    # Split the dataframe into data and target arrays. 

    X = input_dataframe.iloc[:, 1:input_dataframe.shape[1]].values 

    y = input_dataframe.iloc[:, 0].values 

    # Use sklearn's 'test_train_split" to split off 30% of the data for model testing: 

    X_train, X_test, y_train, y_test = train_test_split(X,y,test_size=0.3,random_state=0) 

    # Standardize the training and test data to a standard-normal distribution: 

    X_train_std = standard_normal(X_train) 

    X_test_std = standard_normal(X_test) 

    # Run SVM (rbf): 

    y_pred, y_combined_pred = ml_SVM_rbf_export(X_train_std, X_test_std, y_train, y_test, C, gamma, 

export_location) 

    # Compute accuracy statistics: 

    difference_vector = y_pred.astype(np.int64) - y_test.astype(np.int64); 

    total_classifications = len(y_test) 

    misclassifications = len(difference_vector[difference_vector != 0]) 

    return([y_pred, y_test, total_classifications, misclassifications]) 

# Sum of z-scores preprocessing function: 

def szs(inp, Window_Size_SZS): 

    # Get rid of NaNs: 

    where_are_nans = np.isnan(inp) 

    inp[where_are_nans] = 0 

    # Compute the standard deviation and mean of the entire data set: 

    mean = np.mean(inp) 

    STD = np.std(inp) 

    # Initialize storage arrays: 

    sum_of_scores = 0 

    outp = np.zeros(len(inp)) 

    # Determine sum for first 'Window_Size_SSZ' worth of samples: 

    for m in range(Window_Size_SZS - 1): 

        # Add the Z-score: 

        sum_of_scores = sum_of_scores + (inp[m] - mean)/STD 

    # Determine sliding-window sum for each remaining sample in the series: 

    for m in (range(len(inp) - Window_Size_SZS)): 

        # Remove earliest Z-score from sum: 

        sum_of_scores = sum_of_scores - (inp[m] - mean)/STD 

        # Add latest Z-score to sum: 

        sum_of_scores = sum_of_scores + (inp[m + Window_Size_SZS] - mean)/STD 

        # Record latest limit count in output array: 

        outp[m + Window_Size_SZS] = sum_of_scores 

    return outp 

# Sum of Z-scores plotter and exporter function. 

# Sum of Z-scores series is returned. 

def exportSZS(data, Window_Size_SZS, SZSFile): 

    data = szs(data, Window_Size_SZS) 

    plt.plot(data[10000:len(data)-1]) 

    plt.title("Sliding-Window Sum of Z-Scores") 

    plt.savefig(SZSFile) 

    plt.close() 

    return data 

# Downsampling function: 
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def downsample(data,ratio): 

    ds_sum = 0 

    k = 0 

    output_index = 0 

    ds_data = np.zeros(int(np.ceil(len(data)/ratio))) 

    for index in range(len(data)): 

        ds_sum = ds_sum + data[index] 

        if k == ratio: 

            ds_data[output_index] = ds_sum/ratio 

            k = 0 

            ds_sum = 0 

            output_index = output_index + 1 

        k = k + 1 

    return(ds_data) 

# Preclassifier function: 

def classifier(data,alert_start_sample,alarm_start_sample): 

    classifications = np.zeros(len(data))     

    classifications[0:alert_start_sample] = 0 

    classifications[alert_start_sample:alarm_start_sample] = 1 

    classifications[alarm_start_sample:len(classifications)] = 2 

    df = pd.DataFrame(data=np.transpose((classifications,data))) 

    return(df) 

# Main program (call functions to be run here):-------------------------------- 

# SVM parameters: 

C = 2.5 

gamma = 0.03 

export_location = "trained_model.svm" 

# Preclassifier sample number definitions: 

# Sample number where the fault happens (only consider data before this): 

restrict_from_end = 0 

# Number of samples before the fault to consider samples to be "alert": 

alert_start_sample = (restrict_from_end - 36000) 

# Number of samples before the fault to consider samples to be "alarm": 

alarm_start_sample = (restrict_from_end - 18000) 

# Sum of Z-scores parameters: 

#SZS_window_size = 324000 

SZS_window_size = 3240 

SZS_downsample_ratio = 15 

# File locations: 

STD_IAM_file = "output_validate/temp/IAM.csv" 

STD_IBM_file = "output_validate/temp/IBM.csv" 

STD_ICM_file = "output_validate/temp/ICM.csv" 

STD_VAM_file = "output_validate/temp/VAM.csv" 

STD_VBM_file = "output_validate/temp/VBM.csv" 

STD_VCM_file = "output_validate/temp/VCM.csv" 

SZS_dest_IAM = "output_validate/SZS_plot_IAM.png" 

SZS_dest_IBM = "output_validate/SZS_plot_IBM.png" 

SZS_dest_ICM = "output_validate/SZS_plot_ICM.png" 

SZS_dest_VAM = "output_validate/SZS_plot_VAM.png" 

SZS_dest_VBM = "output_validate/SZS_plot_VBM.png" 

SZS_dest_VCM = "output_validate/SZS_plot_VCM.png" 

SZS_SVM_results_file = "output_validate/SZS_SVM_results.csv" 

#------------Sum of Z-scores------------ 

# Import data sets from files: 

STD_IAM = np.loadtxt(STD_IAM_file, delimiter=",") 

STD_IBM = np.loadtxt(STD_IBM_file, delimiter=",") 
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STD_ICM = np.loadtxt(STD_ICM_file, delimiter=",") 

STD_VAM = np.loadtxt(STD_VAM_file, delimiter=",") 

STD_VBM = np.loadtxt(STD_VBM_file, delimiter=",") 

STD_VCM = np.loadtxt(STD_VCM_file, delimiter=",") 

print("Data imported!") 

# Restrict training and testing data to pre-fault samples  

STD_IAM = STD_IAM[0:len(STD_IAM)-restrict_from_end] 

STD_IBM = STD_IBM[0:len(STD_IBM)-restrict_from_end] 

STD_ICM = STD_ICM[0:len(STD_ICM)-restrict_from_end] 

STD_VAM = STD_VAM[0:len(STD_VAM)-restrict_from_end] 

STD_VBM = STD_VBM[0:len(STD_VBM)-restrict_from_end] 

STD_VCM = STD_VCM[0:len(STD_VCM)-restrict_from_end] 

print("Data selected!") 

# Perform sum of Z-scores: 

SZS_IAM = exportSZS(STD_IAM, SZS_window_size, SZS_dest_IAM) 

SZS_IBM = exportSZS(STD_IBM, SZS_window_size, SZS_dest_IBM) 

SZS_ICM = exportSZS(STD_ICM, SZS_window_size, SZS_dest_ICM) 

SZS_VAM = exportSZS(STD_VAM, SZS_window_size, SZS_dest_VAM) 

SZS_VBM = exportSZS(STD_VBM, SZS_window_size, SZS_dest_VBM) 

SZS_VCM = exportSZS(STD_VCM, SZS_window_size, SZS_dest_VCM) 

del STD_IAM 

del STD_IBM 

del STD_ICM 

del STD_VAM 

del STD_VBM 

del STD_VCM 

gc.collect() 

print("Sum of Z-Scores done!") 

# Remove NaNs and infs for matrix profile: 

SZS_IAM = SZS_IAM[np.logical_not(np.isnan(SZS_IAM))] 

SZS_IBM = SZS_IBM[np.logical_not(np.isnan(SZS_IBM))] 

SZS_ICM = SZS_ICM[np.logical_not(np.isnan(SZS_ICM))] 

SZS_IAM = SZS_IAM[np.logical_not(np.isinf(SZS_IAM))] 

SZS_IBM = SZS_IBM[np.logical_not(np.isinf(SZS_IBM))] 

SZS_ICM = SZS_ICM[np.logical_not(np.isinf(SZS_ICM))] 

gc.collect() 

SZS_VAM = SZS_VAM[np.logical_not(np.isnan(SZS_VAM))] 

SZS_VBM = SZS_VBM[np.logical_not(np.isnan(SZS_VBM))] 

SZS_VCM = SZS_VCM[np.logical_not(np.isnan(SZS_VCM))] 

SZS_VAM = SZS_VAM[np.logical_not(np.isinf(SZS_VAM))] 

SZS_VBM = SZS_VBM[np.logical_not(np.isinf(SZS_VBM))] 

SZS_VCM = SZS_VCM[np.logical_not(np.isinf(SZS_VCM))] 

gc.collect() 

# Downsample data: 

SZS_IAM = downsample(SZS_IAM, SZS_downsample_ratio) 

SZS_IBM = downsample(SZS_IBM, SZS_downsample_ratio) 

SZS_ICM = downsample(SZS_ICM, SZS_downsample_ratio) 

SZS_VAM = downsample(SZS_VAM, SZS_downsample_ratio) 

SZS_VBM = downsample(SZS_VBM, SZS_downsample_ratio) 

SZS_VCM = downsample(SZS_VCM, SZS_downsample_ratio) 

print("Sum of Z-Scores downsampling done!") 

gc.collect() 

# Prepare SZS results for SVM classification: 

df_IAM = 

classifier(SZS_IAM,int(np.floor(alert_start_sample/SZS_downsample_ratio)),int(np.floor(alarm_start_sample/SZS_

downsample_ratio))) 
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df_IBM = pd.DataFrame(data=np.transpose(SZS_IBM)) 

df_ICM = pd.DataFrame(data=np.transpose(SZS_ICM)) 

df_VAM = pd.DataFrame(data=np.transpose(SZS_VAM)) 

df_VBM = pd.DataFrame(data=np.transpose(SZS_VBM)) 

df_VCM = pd.DataFrame(data=np.transpose(SZS_VCM)) 

del SZS_IAM 

del SZS_IBM 

del SZS_ICM 

del SZS_VAM 

del SZS_VBM 

del SZS_VCM 

gc.collect() 

print("Sum of Z-Scores classification done!") 

# Perform SVM testing on sum of Z-scores results: 

df = pd.concat([df_IAM, df_IBM, df_ICM, df_VAM, df_VBM, df_VCM], axis=1) 

del df_IAM 

del df_IBM 

del df_ICM 

del df_VAM 

del df_VBM 

del df_VCM 

gc.collect() 

[y_pred, y_test, total_classifications, misclassifications] = SVM_export(df, C, gamma, export_location) 

print("Total classifications: " + str(total_classifications)) 

print("Misclassifications: " + str(misclassifications)) 

print("Percent accuracy: " + str(100.0*(1-misclassifications/total_classifications))) 

print(" ") 

print("Sum of Z-Scores SVM validation done!") 

# Export SVM classisifier results: 

with open(SZS_SVM_results_file, 'w', newline='') as file: 

    writer = csv.writer(file) 

    for i in range(len(y_pred)): 

        writer.writerow([y_pred[i],y_test[i]]) 

print("Sum of Z-Scores SVM results exported!") 

print(" ") 

# Clear variables: 

del df 

del y_pred 

del y_test 

gc.collect() 

print("Program done!") 

print(" ") 
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Appendix C: SZS_classify.py 

# This program preprocesses time-series data using the sum of Z-scores  

# preprocessing technique, then performs support vector machines (SVM)  

# classification of each sample in the data set (after downsampling). 

# The SVM classifier results are printed out in a file and are also 

# plotted and saved as a figure file. 

# If you have not yet done so, please pre-process your synchrophasor CSV  

# using "SNR_STD_exporter.py". 

# Imported libraries: 

import numpy as np 

import matplotlib.pyplot as plt 

import pandas as pd 

from sklearn.preprocessing import StandardScaler 

import csv as csv 

import pickle 

import gc 

# A function to standardize data to a standard-normal distribution 

# (zero mean, unity standard deviation): 

def standard_normal(data_to_be_scaled): 

    # Use 'StandardScaler' from sklearn to standardize data: 

    sc = StandardScaler() 

    sc.fit(data_to_be_scaled) 

    scaled_data = sc.transform(data_to_be_scaled) 

    return scaled_data 

def SVM_import(X, C, gamma, export_location): 

    # Standardize the training and test data to a standard-normal distribution: 

    X = standard_normal(X) 

    # Import the SVM model: 

    file = open(export_location, 'rb') 

    svm = pickle.load(file) 

    # Now use the trained SVM model to predict actual test data: 

    y = svm.predict(X) 

    return y 

# Sum of z-scores preprocessing function: 

def szs(inp, Window_Size_SZS): 

    # Get rid of NaNs: 

    where_are_nans = np.isnan(inp) 

    inp[where_are_nans] = 0 

    # Compute the standard deviation and mean of the entire data set: 

    mean = np.mean(inp) 

    STD = np.std(inp) 

    # Initialize storage arrays: 

    sum_of_scores = 0 

    outp = np.zeros(len(inp)) 

    # Determine sum for first 'Window_Size_SSZ' worth of samples: 

    for m in range(Window_Size_SZS - 1): 

        # Add the Z-score: 

        sum_of_scores = sum_of_scores + (inp[m] - mean)/STD 

    # Determine sliding-window sum for each remaining sample in the series: 

    for m in (range(len(inp) - Window_Size_SZS)): 

        # Remove earliest Z-score from sum: 

        sum_of_scores = sum_of_scores - (inp[m] - mean)/STD 

        # Add latest Z-score to sum: 

        sum_of_scores = sum_of_scores + (inp[m + Window_Size_SZS] - mean)/STD 
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        # Record latest limit count in output array: 

        outp[m + Window_Size_SZS] = sum_of_scores 

    return outp 

# Sum of Z-scores plotter and exporter function. 

# Sum of Z-scores series is returned. 

def exportSZS(data, Window_Size_SZS, SZSFile): 

    data = szs(data, Window_Size_SZS) 

    plt.plot(data[10000:len(data)-1]) 

    plt.title("Sliding-Window Sum of Z-Scores") 

    plt.savefig(SZSFile) 

    plt.close() 

    return data 

# Downsampling function: 

def downsample(data,ratio): 

    ds_sum = 0 

    k = 0 

    output_index = 0 

    ds_data = np.zeros(int(np.ceil(len(data)/ratio))) 

    for index in range(len(data)): 

        ds_sum = ds_sum + data[index] 

        if k == ratio: 

            ds_data[output_index] = ds_sum/ratio 

            k = 0 

            ds_sum = 0 

            output_index = output_index + 1 

        k = k + 1 

    return(ds_data) 

# Preclassifier function: 

def classifier(data,alert_start_sample,alarm_start_sample): 

    classifications = np.zeros(len(data)) 

    classifications[0:alert_start_sample] = 0 

    classifications[alert_start_sample:alarm_start_sample] = 1 

    classifications[alarm_start_sample:len(classifications)] = 2 

    df = pd.DataFrame(data=np.transpose((classifications,data))) 

    return(df) 

# Main program (call functions to be run here):-------------------------------- 

# SVM parameters: 

C = 2.5 

gamma = 0.03 

export_location = "trained_model.svm" 

# Preclassifier sample number definitions: 

 

# Sample number where the fault happens (only consider data before this): 

restrict_from_end = 0 

# Sum of Z-scores parameters: 

#SZS_window_size = 324000 

SZS_window_size = 3240 

SZS_downsample_ratio = 15 

# File locations: 

STD_IAM_file = "output_classify/temp/IAM.csv" 

STD_IBM_file = "output_classify/temp/IBM.csv" 

STD_ICM_file = "output_classify/temp/ICM.csv" 

STD_VAM_file = "output_classify/temp/VAM.csv" 

STD_VBM_file = "output_classify/temp/VBM.csv" 

STD_VCM_file = "output_classify/temp/VCM.csv" 

SZS_dest_IAM = "output_classify/SZS_plot_IAM.png" 
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SZS_dest_IBM = "output_classify/SZS_plot_IBM.png" 

SZS_dest_ICM = "output_classify/SZS_plot_ICM.png" 

SZS_dest_VAM = "output_classify/SZS_plot_VAM.png" 

SZS_dest_VBM = "output_classify/SZS_plot_VBM.png" 

SZS_dest_VCM = "output_classify/SZS_plot_VCM.png" 

SZS_SVM_image_file = "output_classify/SZS_SVM_results.png" 

SZS_SVM_results_file = "output_classify/SZS_SVM_results.csv" 

#------------Sum of Z-scores------------ 

# Import data sets from files: 

STD_IAM = np.loadtxt(STD_IAM_file, delimiter=",") 

STD_IBM = np.loadtxt(STD_IBM_file, delimiter=",") 

STD_ICM = np.loadtxt(STD_ICM_file, delimiter=",") 

STD_VAM = np.loadtxt(STD_VAM_file, delimiter=",") 

STD_VBM = np.loadtxt(STD_VBM_file, delimiter=",") 

STD_VCM = np.loadtxt(STD_VCM_file, delimiter=",") 

print("Data imported!") 

 

 

# Restrict training and testing data to pre-fault samples 

STD_IAM = STD_IAM[0:len(STD_IAM)-restrict_from_end] 

STD_IBM = STD_IBM[0:len(STD_IBM)-restrict_from_end] 

STD_ICM = STD_ICM[0:len(STD_ICM)-restrict_from_end] 

STD_VAM = STD_VAM[0:len(STD_VAM)-restrict_from_end] 

STD_VBM = STD_VBM[0:len(STD_VBM)-restrict_from_end] 

STD_VCM = STD_VCM[0:len(STD_VCM)-restrict_from_end] 

print("Data selected!") 

# Perform sum of Z-scores: 

SZS_IAM = exportSZS(STD_IAM, SZS_window_size, SZS_dest_IAM) 

SZS_IBM = exportSZS(STD_IBM, SZS_window_size, SZS_dest_IBM) 

SZS_ICM = exportSZS(STD_ICM, SZS_window_size, SZS_dest_ICM) 

SZS_VAM = exportSZS(STD_VAM, SZS_window_size, SZS_dest_VAM) 

SZS_VBM = exportSZS(STD_VBM, SZS_window_size, SZS_dest_VBM) 

SZS_VCM = exportSZS(STD_VCM, SZS_window_size, SZS_dest_VCM) 

del STD_IAM 

del STD_IBM 

del STD_ICM 

del STD_VAM 

del STD_VBM 

del STD_VCM 

gc.collect() 

print("Sum of Z-Scores done!") 

# Remove NaNs and infs for matrix profile: 

SZS_IAM = SZS_IAM[np.logical_not(np.isnan(SZS_IAM))] 

SZS_IBM = SZS_IBM[np.logical_not(np.isnan(SZS_IBM))] 

SZS_ICM = SZS_ICM[np.logical_not(np.isnan(SZS_ICM))] 

SZS_IAM = SZS_IAM[np.logical_not(np.isinf(SZS_IAM))] 

SZS_IBM = SZS_IBM[np.logical_not(np.isinf(SZS_IBM))] 

SZS_ICM = SZS_ICM[np.logical_not(np.isinf(SZS_ICM))] 

gc.collect() 

 

SZS_VAM = SZS_VAM[np.logical_not(np.isnan(SZS_VAM))] 

SZS_VBM = SZS_VBM[np.logical_not(np.isnan(SZS_VBM))] 

SZS_VCM = SZS_VCM[np.logical_not(np.isnan(SZS_VCM))] 

SZS_VAM = SZS_VAM[np.logical_not(np.isinf(SZS_VAM))] 

SZS_VBM = SZS_VBM[np.logical_not(np.isinf(SZS_VBM))] 

SZS_VCM = SZS_VCM[np.logical_not(np.isinf(SZS_VCM))] 



92 

gc.collect() 

# Downsample data: 

SZS_IAM = downsample(SZS_IAM, SZS_downsample_ratio) 

SZS_IBM = downsample(SZS_IBM, SZS_downsample_ratio) 

SZS_ICM = downsample(SZS_ICM, SZS_downsample_ratio) 

SZS_VAM = downsample(SZS_VAM, SZS_downsample_ratio) 

SZS_VBM = downsample(SZS_VBM, SZS_downsample_ratio) 

SZS_VCM = downsample(SZS_VCM, SZS_downsample_ratio) 

print("Sum of Z-Scores downsampling done!") 

gc.collect() 

# Prepare SZS results for SVM classification: 

df_IAM = pd.DataFrame(data=np.transpose(SZS_IAM)) 

df_IBM = pd.DataFrame(data=np.transpose(SZS_IBM)) 

df_ICM = pd.DataFrame(data=np.transpose(SZS_ICM)) 

df_VAM = pd.DataFrame(data=np.transpose(SZS_VAM)) 

df_VBM = pd.DataFrame(data=np.transpose(SZS_VBM)) 

df_VCM = pd.DataFrame(data=np.transpose(SZS_VCM)) 

del SZS_IAM 

del SZS_IBM 

del SZS_ICM 

del SZS_VAM 

del SZS_VBM 

del SZS_VCM 

gc.collect() 

print("Sum of Z-Scores classification done!") 

 

 

# Perform SVM testing on sum of Z-scores results: 

df = pd.concat([df_IAM, df_IBM, df_ICM, df_VAM, df_VBM, df_VCM], axis=1) 

del df_IAM 

del df_IBM 

del df_ICM 

del df_VAM 

del df_VBM 

del df_VCM 

gc.collect() 

y = SVM_import(df, C, gamma, export_location) 

# Plot results: 

plt.plot(y) 

plt.title("SVM Classification of Downsampled Data") 

plt.savefig(SZS_SVM_image_file) 

plt.close() 

print("Sum of Z-Scores SVM classification done!") 

# Export SVM classisifier results: 

with open(SZS_SVM_results_file, 'w', newline='') as file: 

    writer = csv.writer(file) 

    for i in range(len(y)): 

        writer.writerow([y[i]]) 

print("Sum of Z-Scores SVM results exported!") 

print(" ") 

# Clear variables: 

del df 

gc.collect() 

print("Program done!") 

print(" ") 
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