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Presentation Outline

1. Grid operation
2. Supply chain
3. Emerging security technologies
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Grid Operation

Michigan Tech



Power Control Centers

Photo Courtesy: http://www.temetprotection.com.ar/temet_advanced_shelter_control_system.html
0  Supervisory Control and Data Acquisition (SCADA)

O Data acquisition — analog (P, Q, V, etc.) and digital (switch status) measurements
0 Alarms are derived from these measurements over given time

O Preventive and remedial controls

0 Complete information of the physical health of a power system under a utility’s grid
territory
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http://www.temetprotection.com.ar/temet_advanced_shelter_control_system.html

Security State Transitions
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Emergency

Control

Transition as a result of a contingency

Transition due to a control action

Power system operating states and the associated state transitions due to
CONTINGENCIES and CONTROL functions

Thomas E. Dy Liacco, “The Adaptive Reliability Control System,” IEEE Transactions on
Power Apparatus and Systems, Vol. PAS-86, No. 5, May 1967.
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http://www.temetprotection.com.ar/temet_advanced_shelter_control_system.html
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Initiating Events and Grid-Wide Impacts

Single Contingency:
Weather Related Outage

Higher orders of
N-1, N-2, ..., N-k
contingencies

Cascading failure list

Multiple Contingencies:

Possibl di
Weather Extreme Catastrophe ossib’® cassading

Steady-state analysis: Sum (S-k)
contingencies with large number of
unordered combinations

1. Critical/Non-critical
combination verifications

Cyber-related

Contingencies:
Hypothesized Substations
Attack

Dynamics analysis: Ordered
combinations identifying critical
switching sequence

Initiating events Impact Evaluation

Chee-Wooi Ten, Koji Yamashita, Zhiyuan Yang, Athanasios Vasilakos, and Andrew Ginter, “Impact Assessment of
Hypothesized Cyberattacks on Interconnected Bulk Power Systems,” IEEE Transactions on Smart Grid, vol. 9, no. 5, pp.
4405—4425, Sep. 2018. <10.1109/TSG.2017.2656068>
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Traditional Power System Security: N-1 Contingency
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d The number of substations with
low voltage?

d The number of lines with
overloading conditions?

0 May be exhaustively enumerated
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N-2 Contingency

d The number of substations with
low voltage?

d The number of lines with
overloading conditions?

O Higher order contingency is NOT
be exhaustively enumerated
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Supply Chain
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Tens of Thousands of Electrical Substations

O High voltage (200kV, 345 kV, 500kV, 765kV...)

U Complex process to commissioning a
substation and automation

O Stringent compliance and long process

Michigan Tech



Substation Switchgear and Automation

Substation Computer Transmission lines

Circuit Breaker
- __

lllll

O 3-phase circuits

L Transmission/distribution utilities

0 Long distance power transfer

O Long process to commission a substation

O Research thrusts: Power Systems Modeling, Power
Delivery and Automation

Michigan Tech



Relaying Framework

O Electromechanical Relay
Malfunction

Misoperation

Permissive relaying scheme
Zone 3 backup

U OO0 0O

O Digital Relays
L New relays are all microprocessor-based

O Relay settings can be altered leading to malfunction and
misoperation

@ Page 15 Michigan Tech




Our Community’s Industry Constituent SYSTEMS CONTROL

Serving the growing needs of our
nation’s utility companies
Meeting demand. Keeping the lights on.

EQUIPMENT ENCLOSURES

We have the capabilities to design Equipment

Enclosures to your unique specifications for a
truly customized solution.

O Substation automation and solutions

G irerareerey LS1CLUN | .
AL LN L | e

O Tradition to hire our engineering students
. d Tens of thousands of Substations in
R—— North America will transition to IP-based
Our design and engineering team is designed to SUbStatlonS

supplement your core engineering team across
all disciplines.

CONTROL & RELAY PANELS

At Systems Control, our control and relay panels
are custom-designed and built to meet your
exact specifications.

0 Templates
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IEC61850 Standard for Substation Automation

and Attack Vectors/Paths

To Utility \ |

Controlcenter |

DNP3 MASTER I
Control Center LUV b i

Process Bus -
To Other | Substation

Station Bus Substations

Bay Leve)—\/- Station Level\

/

- é ks
A b

! I
I I
I I
! I
|
|  Station : oEs
: Level | Il
|
Feeder Bay Transformer Bay I i’
EEEEEEE— | | | us
- | 1!
| | |
—————— [
| |
! N B &
[ 11| 1ED1 =Y IED2
: | Bay Level | i controller
. : : | | f Process
3 | | | Process | r Bus
- | Level | |
@ i | : : | Merging Unit
@ I
3 Switch Breaker Merging Switch Breaker Merging : : I
a IED IED Unit IED IED IED Unit IED | | f
| |
, | L
1 I

Chattopadhyay, A. Ukil, D. Jap, and S. Bhasin, “Toward Threat of Implementation Attacks on Substation Security: Case Study

on Fault Detection and Isolation,” IEEE Trans. Ind. Inf., Vol. 14, No. 6, Jun. 2018.

Ruoxi Zhu, Chen-Ching Liu, Junho Hong, and Jiankang Wang, “Intrusion Detection against MMS-based Measurement Attacks

at Digital Substations.” IEEE Access, Vol. 5, pp. 1240-1249, Dec. 2020.
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Dispatcher Training Simulators (DTS) vs. Real-Time
Digital Simulator (RTDS) to Faster Than Real Time.
Then Digital Twin

EEEEEEEEEEEEEE

RTDS
it Power system
ACTIONS ;
® SUBSTATION OPERATOR modeling
ACTIONS
® NEIGHBORING UTILITY

DISPATCHER ACTIONS
® ACTS OF GOD
® SIMULATION
INITIALIZATION AND
CONTROL

& ENERGY CONTROL
CENTER OPERATIONS

0 Computing advancement (both software and hardware performance)
O Higher data resolutions
a

Mimic more real-world environment with dynamic models (power flow is a steady-state
model)

0 PMU, RTU, legacy system, fault diagnosis
O Training operators / dispatchers to be more decisive based on information observed.
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Long process to system acceptance tests

Known vulnerabilities Known vulnerabilities Known vulnerabilities —— Patch has been made
Windows Windows Windows Windows Windows Windows Windows Windows Windows Windows Windows Windows Windows Windows Windows Windows Windows Windows Windows Windows Windows Windows Windows
Patch Patch Patch Patch Patch Patch Patch Patch Patch Patch Patch Patch Patch Patch Patch Patch Patch Patch Patch Patch Patch Patch Patch
Release Release Release Release Release Release Release Release Release Release Release Release Release Release Release Release Release Release Release Release Release Release Release

CADA | SCAL CADA | SCADA | SRADA | SCADA | SCADA | SPADA | SCADA | ECADA | SCADA ] SCADA | SCADA | SCADA | SCADA | SCADA | SCADA | SCADA | SCADA | SCADA | S CADA | SCADA | SCADA | SCADA | SCADA | SCADA | SCADA | SCADA | SCADA | SCADA | SCADA | SCADA | SCADA | SCADA | SCADA | SCADA | SCADA | SCADA | SCADA | SCADA | SCADA | SCADA | SCADA | SCADA | SCADA | SCADA | SCADA | SCADA
fix fix tix | hotfix | hotfix | hotfix | hotfix | hotfix | hotfix | hotfix | hotfix | hotfix | hotfix | hotf | hotfix | hotfix | hotfix | hotfix | hotfix | hotfix | hotfix | hotfix | hotfix | hotfix | hotiix | hotfix | hotfix | hotfix | hotfix | hotfix | hotfix

Risk profiling should be tightly-coupled with software system installation/updates
Zero-day vulnerabilities on deployed system
Breaching log files would contaminate the credibility of electronic evidence

Storing the security events in a more trustworthy location increases the effectiveness of logging
and accountability where all associated alarms and security events

Implications of software variants on patch update

O 000

U

@ Page 19 Michigan Tech




Ownership Transfer and Party Risks

First Party First Party

Utility Enterprise
Second Party

Employees Second Party

In-house OT
Employees

In-house IT
Employees

Third Party

Project completed.
Risks transferred
to second party

Fourth Party

(a) Generalization of n-th party risks (b) Utilities with in-house OT and IT employees

Fig. Source: C.-W. Ten, “Utility Cyber Risk Management,” Protect Our Power Report, 2020.
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Ownership Transfer and Party Risks

Municipal Utility's IT
department

First Party

In-house IT
Employees

Qutsourced the SCADA

First Party Utility Enterprise

Second Party

Third Party ( eSCADA network

Second Party

Third Party @ Fourth Party

(a) Utilities without in-house OT/IT expertise (a) Fourth-party dependency of risks

Fig. Source: C.-W. Ten, “Utility Cyber Risk Management,” Protect Our Power Report, 2020.
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Emerging Security
Technologies
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Deception and Gaming

« Tomb Robbing in Ancient Egypt
o Thirty-Six Stratagems
 Chaturanga Chess / Chinese Chess & ##

* Human nature of deception exists in any
platform

—> Good collaboration with political science folks
« Two players (attackers and defenders)

® &
o leT®
(ﬁ}@@@

SECHH:;.T li.'l‘]-‘l".?. >3 @ ECE)f
THIRTY- SlX
STRATAGEMS (BEEEHEEEE)

p-m nq-n
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Evolution of Intelligent Cyber-Physical Attacks

\
e
malicious counterfeit \\i\c’ ,
hardware 5
il ti f ersistent malware infiltration i ,\-\_C\ iy
email propagation of o
p, ) Pag: & persistent surveillance \\c"‘ , L
malicious code T XS & y 3 l
“stealth”/advanced scanning T / |
i " adaptive, high-impact,
technigues sophisticat§d | , | targeted attach N
control systems argeted attacks or
comman ’ J/ critical infrastructures
& contro targeted
T ’
@ widespread attacks using NNTP L——;
o to distribute attack s . o supply-chain *
- T increase in P L compromises coordinated
D worms . | cyber-physical
— 'r / L ) attacks
3 widespread attacks on
O DNS infrastructure B0k attacks increase in targeted
hishing & vishin
| o massive botnets B & %
x executable code
- attacks (against widespread attacks on
¢y automated browsers) anti-forensic techniques ®  client-side software
o] widespread
— attacks
- home users targeted |
q,:‘ GUI intruder widespread attacks on
Py . .
— tools i web applications
t distributed attack
<) tools
) hijacking sessions
) g
E increase in wide-scale
) I I Trojan horse distribution
nternet social ; S b t
> engineering attacks W.idESpFEad. a 0 age O n
denial-of-service

Cyber «

attacks

automated
probes/scans

1990 & ) u s

packet spoofing

Physical System

Windows-based remote
controllable Trojans
(Back Orifice)

===

technigues to analyze code
for vulnerabilities
without source code

L] & & & 8 5 L] & 5

2010°

High

Nightmare
Scenarios

uonessiydosg yoeny

" Low

Summary of a workshop: “The resilience of the electric power delivery system in response to
terrorism and natural disasters” by the division of Engineering and Physical Sciences, National
Research Council of the National Academies, 2013
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Avalilable Security Technologies

Commonly installed system

D000 DO

Boundary protection, Firewall, password authentication
Malware detection

Other basic security features from the OS and SCADA systems
Card reader for physical access

Camera surveillance

Emerging technologies

X/ X/ X/ X/ X/ X/ X/ X/ X/
0‘0 0‘0 0‘0 0‘0 0‘0 0‘0 0‘0 0‘0 0‘0

User role/password management system

Intrusion detection system (network traffic or host based)
Honeynet

Hardware-enforced unidirectional gateway

Two-factor authentication

Patch management

Sandboxes

Threat detection

Anomaly detection (came from any of the above combinations)

Page 25
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Components of Cyber-Physical Relationship

Cyber (Anomaly) Physical (Consequences
/—Substation Aﬁ Initial Events Cascaded Events
Breakers Cascaded Blackout
- Phenomena Brownout
Firewall [EC61850 (CB)
Password . GOOSE ( Dynamic \ [ \
—— < | s B ®» | Behaviour |®
Interlocking? b Loss
Relay Relay B eLoss of ;
constraints? Stability (Partial)
. ‘ eViolation of Loads
§ Voltage and/or
Frequency \ /

7

( Substation B

%

C Substation Z CBiy,
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OT & IT Interconnectivity

(a) Power Transmission Network with Attack Scenario | U tili ty’ S OT Network

----- Remote Access Connection through TCP/AP

Power Transmission 3ystem ----- Connection through DNP/M odbus Protocol
| To / From Control Center Network | s Credible Cyber-Attack Paths
N [ | Breaker
L)
_ ]
Station level Wireless Hub
] 1 Firewall s
Transmission line Transmission line \\ Cyber-Intruders
Modem L
Zone-1
User Router 3 S
Interfaces I I i ’
_— Fower - N Remote Access Network
0 2
Transformer Transformer Bay lavel Firewall 2 throth Dfal'uP- VPN,
Pratection IEDs [ Substation or Wireless
Zone-3 Automation -—
Netw ork
Bus differential Bus differential Vet Perenhiel
lay (R1
| relay (R1) relay (R2) or Site Engineers
eederj Feeder | Feeder
Specific Protection Schemes
| (b) Substation Schematic Diagram | I (c) Substation Communication Framework |

|T0 ! From Corporate Network

Utility’s IT Network

Wireless Hub
]

WPagad Qe P A0 .5
' g@ Q@ %:@ ‘
G9agae tp |\ &8
' %@} @ %@} G'atewaytolnternet

i

Malware/Virus/Ransomware
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Online RAIMS Framework for Cyber-Related Decision
Support Tools for SCADA Security Analytics

Thuust2: AAnomaly Detection and Correlation. Thrust 3: lmpact Analyses (Cyber-Contingency)

) U l-----------------------------------------.

' Output Anomaly 2 s )

E Detection E E “What-If’ scenarios based on current network conditions |

‘ :II[I Formulate ' '

' i = [ cawe [ efea |

! Heterogeneous Spatial Correlation H i Cause Effect ]

: : ] =
g

H Correlate logs from Correlate the different H

[) (] . g .

! Substations and type of logs from ! Ihrust 4: Mltl gation Preventive /

' Control Center control centers H Strategies with Remedial

[} [] .

' :/f » Recommendations fetons

:Homogeneous Temporal Correlation ' ROTOLNG A TTTTTTTooooooommmmmmmmmmOSSESTTETS

' : Decision Making

! Correlate security Correlate system Correlate file !

! event logs event logs integrity logs !

H H Preventive Remedial

H ' Actions Actions

S

Power System Restoration

Intentional Brownout with Load
Shedding Stategies

Monitoring and Extraction kmedences

[) )

E | Gather information | i Preventive / | Islanding Strategies |

E T T ' Remedial Actions | System Reconfiguration |

' | Cyber Aspects | Physical Aspects | :

[) )

T T T T A S

[) )

; . System - Critical System Health |} mesessssesssseenoeacns .......-.-.' .............. '.-.-..' ...... .:

E Sii’térslty Event || Integrity Alerts Messages E ' Thrust 5: §ecur|ty Analytics Collaboration with '
(] . .

' Logs Logs by Academics, Industry, and Policymakers :

e R R R R R P R R R R R P T RN R

Chee-Woo0i Ten, Manimaran Govindarasu, and Chen-Ching Liu, “Cybersecurity for Critical Infrastructures: Attack and Defense Modeling," IEEE
Trans. Syst., Man, Cybernetics, Part A, vol. 40, no. 4, pp. 853—865, Nov. 2010.
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Integrated Anomaly Detection System

(SCADA + Cyber Alarms)

Human machine
Interface (HMI) module

Event logs Shared memory Alarm logs
' Normal A L
operation ADS Data Violation
Network-based ADS module Host-based ADS module
- Predefined logics - Data violation - Temporal anomaly detection - Unauthorized control actions
- Security constraints - Detected intrusions - Intrusion attempt - Change of the file system
- Alarm data - Event data - Change of IED setting - Change of status of system
'y - Alarm data - Event data
Packet filtering Packet parser Data convertor
module module module
Network System and
data security logs
| ‘ | | '
Substation ICT network

User-interface, IEDs, and firewall

Junho Hong, Chen-Ching Liu, and Manimaran Govindarasu, “Integrated Anomaly Detection for Cyber Security of the
Substations.” IEEE Transactions on Smart Grid, Vol. 5, No. 4, pp. 1643-1653, July 2014
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Actuarial Framework for Power Grid Cybersecurity

Provide auditing Provide metrics
recommendations recommendations

Approve with
recommended changes

Provide Approve with FERC
quantification NERC recommended changes
metrics to NERC

Identification o

Regional Actuarial technological Regional Integrate the metics in
Entities érglz:%:insgl?aﬂze'\l ERC Estimate recommendation e\fg@%’:e@ Entities laws with cybersecurity
2 . .
Establish actuarial Q\o\‘\ e,é% regulation on auditing

applications W

Provide premium options

Anomaly R
Parameterizations Insurance Utilities

and Improvements

Utilities

Purchase cyber

liability insurance Deploy
recommended
Investment Issue bonds Provide technologies
cybersecurity consistent with
. - solutions NERC regulations
Existing Proposed Capital
Market Vendors

Practice Ecosystem

Chee-Wooi Ten, Lingfeng Wang, Wei Wei, and Yeonwoo Rho, “CPS: Medium: Collaborative Research: An Actuarial Framework of Cyber
Risk Management for Power Grid,” National Science Foundation, Sep. 1, 2017 — Aug. 31, 2021 with University of Wisconsin—Milwaukee.
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North America’s Major Interconnection and Zone Segregation

North American Regional
Reliability Councils
and Interconnections

Segregate into zones
for risk assessment

O Involved assessment of risks between zones in an interconnection
with respect to technology investment and mitigation of risks and
Insurance policy adjustment
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Risks of Cyberattack

1x10°~ 1x1012

Local

Anomaly Neighbouring

Risks = Control

Anomaly

Switching
Attack

1x103~ 1x1012 1x105 ~ 1x10-20

Michigan Tech



Cyber Insurance Premium for an Interconnected Grid

IP-based substations, generating units, and other interconnected grids
MUST be qualitatively and quantitatively established in the insurance
Incentive policies with security technologies against switching

cyberattacks.

Goals of This Project

Cyber-Risk Assessment Model

Hypothesized substation outages

(S-select-k) .
Islanding
Steady-State Evaluations
(Reverse Pyramid Model)

extends tg consistency

v verification

Probability-based Risk S| Dvnamic Analvsis
Modeling for Digital Relays| 7 Y y

extends to

Hypothesized switching attack
through compromised relays
(R-select-k)

Cyber Insurance Premium Framework

Cyber-Risk
Assessment Model

create

Power System
Restoration

Steady-State
Probability

Survey Studies on
Economic Costs

Initial Data Inputs

Probability Mass
Function (PMF) &
Cumulative Density
Function (CDF)

combineI

Ruin Probability
Calculation

calculatel |

Cyber Insurance
Premium

Page 33
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3,000MW Relative to Interconnection

North American Regional
Reliability Councils
and Interconnections

Average Load: 141GW
Max. Load: 151GW

Relative to 3GW: 2.119%

Average Load: 561GW
Max. Load: 603GW
Relative to 3GW: 0.535%
Average Load: 60GW
Max. Load: 70GW
Relative to 3GW: 5%

>

Il NPCC W FRCC
W RFC W MRO [ WECC
| SERC [l SPP AscCC

=======|nterconnection

Source: Nortn American Resabary Corporation
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Cyber-Physical Systems Security of a Power Grid

Cyber System

Cyber-Intrusion

a

N

Disruptive
Switching

Attack and Hide
(AaH)

Cyber-Sabotage

Physical System

O 000

System instability and system-wide blackout
Equipment damage

Mislead operators or conceal actual states
Obvious cyberattack
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S-1 Contingency

Iie)
[0
O This is an N-14 contingency!

O How about S-2, S-3, or more?

U Detrimental impact to system-
wide stability

oI
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Y,

A Hypothetical Scenario g Bedkers opened,

\N3/¢ Something bad
W™ happened, the EMS
system has shown that
there are manually
switching actions
occurring over 3

different substations
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Cyber-Physical Relationship for a Substation Example

————— Remote Access Connection through TCP/IP
----- Connection through DNP/Modbus Protocol
| To / From Control Center Network | Credible Cyber-Attack Paths

3 ] Breaker

Power Transmission System

Station level

3 Wireless Hub To / From Corporate Network
F|rewaII by

Transmission line @ @
3 Transmission line
Modem \\
Busbar
User Q’ Router
Interfaces I ’
Xy
Power Power il
Transformer Transformer Bay level F|rewa||
% N e NN 3 Substation
Busbar Busbar Automation

Protection IEDs Network
Eceder Feeder Feeder [eeder‘ Feeder| Feeder

[ Specific Protection Schemes

Remote Access Network
through Dial-up, VPN,
or Wireless

Vendor Personnel
Cyber-Intruders or Site Engineers

L Remote access availability vs. security protection

O Attack through access points of
O C1: User interface
0 C2: Direct IED connections

O Defender (complete information) vs. Attackers (incomplete information)
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Hypothesized One Substation Outage
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9]
m
Sub. 1

Sub. 30
& {model 2)

Sub. 29
& (model 3)

Sub. 27
& {model 2)

Sub. 26
& {model 1)

Sub. 25
& (model 2)

Sub. 24
5 \(model2)

Steady-State Probabilities

STEADY STATE PROBABILITIES FOR SUB. | AND SUB. 22

g B 9

(WCLEEN VUChEE)Y (WEER)) \(model 2)
A 4

Control Center
Network

a 48

Sub. 5 Sub. 6
(model 2)) L EE)

Sub.7
3

ub. 8
(model 2)/ O

Sub. 14
(model 2) &

Sub. 15
(model 2) 8

Sub. 16
(model 1) 6

Sub. 17
(model 2) 8

Sub. 18 Sub.19 \ [ Sub.20 \ / Sub. 21 \ ( Sub. 22 Sub. 23
(model 2)/ \(model 1)/ \(model 2)/ \(model 2)/ \(model 1)) §{{ulLClK)]

& Intrusion Attempts

Control
Center
Model 1 Network

6 Intrusion Attempts

Substation Distribution
Network 1 Network 1

Model 2 Control Center Network

& Intrusion Attempts

Model 3 Control Center Network

U Modeling of Cyber-Net between network entities

Attack Starts from ] Machines

Sub. 1 (Model 3) || Sub. 22(Model 1)

SB3 5783 —
SC4 .0007 .0004
QOutside SE5 .0412 1401
SET .0283 .0141
SES8 .0178 .0380
SE9 .0640 .0405
SB3 .0294 —
SC4 .0015 .0037
Inside SE5 2521 4038
SET7 1722 .0404
SES .1086 .1088
SE9 .3903 1164
V(Isubl) = (Z 71':::) X Ysubl + (Z Wy) X YCCen
189.2

1.5
=(.5789) x (%) + (.1512) x (
1513,

189.2

:

x = {SB3,5C4} and y = {SE5,SE7,SES8,SE9}

U Model 1: Substation and Control Center Networks
U Model 2: Substation, Distribution, and Control Center Networks
O Model 3: Substation, Process Control, and Control Center Networks

Chee-Wooi Ten, Chen-Ching Liu, and Manimaran Govindarasu, “Vulnerability Assessment of Cybersecurity for SCADA Systems,” IEEE

Transactions on Power Systems, vol. 23, no. 4, pp. 1836—1846, Nov. 2008. <10.1109/TPWRS.2008.2002298>
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Hypothesized Outages Based on A Limited Set
of Malicious Substations

2.C.
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Anomaly Detection for Substation Cybersecurity

To / From Control
Center Network

@ To / From Control Cyber-
Jetw Intruders
To/ From % o Center Network ntruders
Corporate Network Interfaces &
4
@ & IED
- Vendor g

ol °° ’ Control | Attempt to Connect IED

Station Level

{ Remote Access Network - o=
Bay Level @ through Dial-up, VPN, Setting ‘ Acquire Login Information
Station bus (Ethernet switch) * or Wireless
IEC 61850-8-1: MMS ses -4 - -
Measurement ‘ Login to IED
Protection IEDs e
Data Log | Control Circuit Breaker

Test / Diagnosis Change Setting to Factory Status

( D
Process Level
Process Bus (Ethernet Switch) @
IEC 61850-9-1,2: SMV Merging Unit Aewator L mEeEes St
o N 201
ocatio

[EC 61850-7-2: GOOSE
Substation Network *

* Locations of where Anomaly Events are Extracted

Qutsiders Insiders
O Any point of (A1, A2, A3)-B1-B2 O User interface, C1,;
O Any point of (A1, A2, A3)-B3-B1-B2 O Direct IED connection, C2;

L Eavesdropping and data packet
modification, C3

Chee-Woo0i Ten, Junho Hong, and Chen-Ching Liu, “Anomaly Detection for Cybersecurity of the Substations,” IEEE Transactions on Smart Grid,
vol. 2, no. 4, pp. 865—873, Dec. 2011. <10.1109/TSG.2011.2159406>
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Detecting anomaly behaviors generated by multiple
locations in IEEE-118 Bus System

Attackers
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M=14 and Simulation Results

k Total Comb. Reduced Highest
New Comb. | Impact
- 0

O Credible substation list from IEEE 30- 1
bus system 5
— Substations [2, 4, 5, 6, 8, 10, 15, 16, 18, 3 D
19, 22, 23, 24, 28] 4 6
. .
U Findings: 6 0
— Critical list: Substations 9, 12, 25, 27 7 0
— 105 combinations in priority-1 list; 8 0
16 combinations with highest impact. 9 0
— 20 combinations in priority list-2 10 1001 0 0
— No new combination after k > 9 11 364 0 0
— Atotal of 1293 combinations evaluated 12 91 0 0
from 16383 scenarios 13 14 0 0
14 1 0 0
sum 16383 1188 37

Rashiduzzaman Bulbul, Chee-Wooi Ten, and Andrew Ginter, “Cyber-Contingency Evaluation for Multiple Hypothesized Substation
Outages,” Proc. 5th IEEE-PES Conference on Innovative Smart Grid Technologies, Feb. 19-22, 2014, Washington, DC, USA.
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We MAY NOT have all successful/failures cases, but we
could simulate all plausible outcomes!

\ "

| went forward in time to view alternate futures to
see all the possible outcomes of the coming conflict

How many did we win?
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Hypothesized Outages for All Substations

> C:
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Chee-Woo0i Ten, Chen-Ching Liu, and Manimaran Govindarasu, “Vulnerability Assessment of Cybersecurity for SCADA Systems,” IEEE
Transactions on Power Systems, vol. 23, no. 4, pp. 1836—1846, Nov. 2008. <10.1109/TPWRS.2008.2002298>

Ruoxi Zhu, Chen-Ching Liu, Junho Hong, and Jiankang Wang, “Intrusion Detection against MMS-based Measurement Attacks at Digital

Substations.” IEEE Access, Vol. 5, pp. 1240-1249, Dec. 2020.
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Coordinated Cyber-Physical Attacks

0 Complexity of
Combinatorial
Evaluation

 Intrusion
attempts
and
successful
Intrusions made
no difference to
control center —
they are not
iInformed at all!

0 Thousands of
intrusion attempts
each day!
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Formation of Reverse Pyramid Model (RPM)

Graph Search Entire Substation Set

T ovs [ oo ool

Level-2

Level-3

Level-5

Formation of Reverse Pyramid Model

Level-6

—> Segment
Level: 1 Seg:1 [ Seg:2 [+ « « = - [Seg:(Nseg-1)] Seg: Neeg |

Level:2 |

Level: 3 | I

Level: (Njeve — 2) |

I I
Y ¥
Level: (Nieve — 1) | | |
¥
Level: Nevel :|
BOttlEﬂECk LlSt 'Y' Represents Pairwise Merge Criteria

Chee-Wooi Ten, Andrew Ginter, and Rashiduzzaman Bulbul, “Cyber-Based Contingency Analysis,” IEEE Transactions on Power Systems, vol. 31,
no. 4, pp. 3040—3050, Sep. 2015. <10.1109/TPWRS.2015.2482364>
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Segmentation Approaches on IEEE 14-Bus System

Random Selection

J J
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U Graph-based heuristic approaches

U 9 combinations are common (green zones)

O 1 or2 combinations are common in two methods (orange zones)
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Risk Index on IEEE-118 Bus System

Comparison of Substation Risk Indices among Time Slots (BFS) [ BN
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Comparison of Segmentation Approaches on

Risk index

IEEE 118-Bus System

Comparison of Substation Risk Indices among Segmentation Methods (Time Slot 1)
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Modeling the Disruptive Switching and
Cascading Effects

(a) Initial topology of a substation (b) Overloaded line incurred from  (c) Cascading line outage under

under attack G(V.E) the switching attack G’(V',E’) the same attack scenario G”(V',E”)
G(V,E) Switching VIGE)= VIG) s Ve Sy D B =E(G) « Bl
ey e cyberattack - - < overloading -~ o -

(a) Original G {b) Hypothesized substations outages (c) Overloading outages

Zhiyuan Yang, Chee-Wooi Ten, and Andrew Ginter, “Extended Enumeration of Hypothesized Substations Outages Incorporating Implications of
Overloading,” To appear in IEEE Transactions on Smart Grid. <10.1109/TSG.2017.2728792>
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Simulation Results

TABLE II: Summary of the results of IEEE test systems with
implementation of overcurrent protection scheme

Cases k | # Total Comb. # Reduction #New | PFraiica
# Sk X Snew.k =1

I 10 . 10 3

by | 5 45 24 25 1
i 24 . 24 8

2 276 156 120 5

ki | 3 2,024 1,593 493 15
4 10,626 9,354 1,272 17

5 42,504 40,315 2,189 39

6 134,596 132,172 2,424 59

i 77 Z 27 11

Fhbis: | 5 351 231 120 30
i 13 Z 13 18

2 903 603 300 7

57-bus | 3 12,341 10,197 2,144 10
4 123,410 112,594 | 10,816 21

5 962,508 922402 | 40,196 39

I 109 z 109 az

2 5,886 3.675 2,211 44

3 209,934 164,673 | 45261 347

4 5,563,251 4,893,480 | 669,771 3717

I 176 = 176 112

2 15,400 13,384 2,016 82

3 893,200 856,221 | 36,979 274

4 38,630,900 38,137,765 | 493,135 2,099

5 | 1,328902,960 | 1328307418 | 595542 = 111,552

Time in seconds 2

w

x 104

IEEE 14-bus system
x-value: 0.031
y-left-value: 91s
y-right-value: 56.36

IEEE 30-bus system
x-value: 0.147
y-left-value: 168s
y-right-value: 38.89

IEEE 39-bus system
x-value: 6.522

y-left-value: 645s
- y-right-value: 3.43
A
| IEEE 57-bus system
x-value: 53.499
| y-left-value: 3645s
y-right-value: 4.86

B Time consumed -
—-—-. Decreasing ratio v ra
Fitting curve

IEEE 118-bus system
x-value: 717.352
y-left-value: 59951s

y-right-value: 12.413 IEEE 300-bus system

x-value: 1127.848
y-left-value: 133729s
y-right-value: 0.08

Combination number (x 10%)

For IEEE 118-bus system, 717,353 cases are evaluated, which takes approximate 16 hours to complete

calculation

In IEEE 300-bus system, 1,127,848 cases are evaluated, which takes approximate 37 hours to complete

calculation

= 100%

y
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Exploring the Details of Substation Topology

————— Remote Access Connection through TCP/IP
= ++ = Connection through DNP/Modbus Protocol

Credible Cyber-Attack Paths
O Breaker

Station level Wireless Hub ‘ To / From Corporate Network
@) Firewall o T
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> ]
3 Router 3 ‘\
User Interfaces s
l 5 "

|

| To / From Control Center Network |

1| S Remote Access Network
L » Modem N
Bay level Firewall through Dial-up, VPN,
@ or Wireless
SO see R Substation
Protection I[EDs Automation Network

(b) Breaker-and-a-Half Scheme

Line
{ IED1
IED2

I Substation I
Circult breaker m
IED1
—| IED2 I
1 IED2

|
T

O Permutations of switching sequence that will cause maximum
damage to system instability.

(a) Single-Bus Scheme
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How does cybersecurity actuarial
science Inform risk hedging between
utilities and insurers?

: Insurers
]
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We need an independent, neutral party

Switzerland Insurers
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Concluding Remarks

O What can we do to prevent switching/tap changing attack when
IEDs and local computer systems are compromised?

O Longevity of system upgrade and how we could improve the
lifecycle coordination and perhaps transition the electronic
evidence into quantity of risks

O What oversight system and architecture can we do to enhance
the circuit breaker operation?

O Physical security is as equal as cyber on manufacturing and
operational standpoints
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