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I HOPE THAT IN

2022, WE ARE THE
ONLY ONES SHOWING
SYMPTOMS OF

What is Resilience?(*)

“The capacity to quickly from difficulties; toughness”
— Oxford English Dictionary

“An ability to from or adjust easily to misfortune or
change”

— Merriam Webster Dictionary

MARGARET JEWEL DAVIS
2020 | 11:07 a

My COVID experience: M

March 19, 2020
2

(*) Dan Smith, LCRA, “Transmission Resilience and Winter Storm Uri,”
argaret 53rd NAPS 2021 Keynote.

My recent first hand experience with resilience.
It’s great to be back to normal!

Feb. 2022
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OVERVIEW

* The Cyber-Physical Foundation of Grid Resilience

 Next-Generation Cyber-Physical Energy
Management Systems Reliability

— Requirements and Challenges e
— Cyber-Side and Physical-Side Control
— Developments Monitoring

and Detection

- . . Cyber-Physical
* Opportunities and Discussion Security

This work is supported by the US Department of Energy under award number DE-OE0000895 TEXAS A&M UNIVERSITY

3 and the National Science Foundation under award numbers 1808064 and 1916142. Department of Electrical
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\'

GRID RESILIENCE IS A CYBER-PHYSICAL PROBLEM!

The system is complicated.

L -

Sub-continental scale interconnect:

Regional transmission
organization scale:

1. Parmat 2. Ausomart 3 sy Racoven.

PRIOR TO AN EVENT | DURING AN EVENT | AFTER AN EVENT

The ability to absorb shocks |  Theabilitytomanagea |  The ability to get back to
and keep operating disruption as itunfolds | normal as quickly as possible
INCIDENT- i |
1. PREPARE 2. AMELIORATE 3.QuickLy RECOVER
FocuseD i ; &

--------------------

--------------------

POST-INCIDENT
LEARNING

The National Academies “Enhancing the Resilience of the Nation’s Electricity System,” July 2017.

Distribution system scale:

Feeder scale:

4. OBSERVE, LEARN AND IMPROVE

The ability to incorporate new lessons after a disaster
and minimize the risks associated with future events

Fig. 1.2 (A), p. 36

e Considering cyber systems and
trustworthiness with physical
adds a new layer of complexity

* Cyber-physical interconnections
not well known

F. 1 2 C 36 TEXAS A&M UNIVERSITY
8. 1.2 (C), p. Department of Electrical

. & Computer Engineerin




CRITICAL INFRASTRUCTURE SECTORS

Emergency Services
Sector

The Department of Homeland
Security is designated as the Sector]
Specific Agency for the Emergency
Services Sector. The sector provideg
wide range of prevention,

preparedness, response, and recovery

services during both day-to-day
operations and incident response.

' Financial Services Sector

The Department of the Treasury is
designated as the Sector-Specific
Agency for the Financial Services
Sector.

& Government Facilities
Sector

The Department of Homeland
Security and the General Services
Administration are designated as the
Co-Sector-Specific Agencies for the
Government Facilities Sector.

Information Technology
Sector

Energy Sector

The U.S. energy infrastructure fuels
the economy of the 21st century. The
Department of Energy is the Sector-

Specific Agency for the Energy Sector.

Food and Agriculture

| Sector

The Department of Agriculture and
the Department of Health and Human
Services are designated as the co-
Sector-Specific Agencies for the Food
and Agriculture Sector.

+ Healthcare and Public

Health Sector

The Department of Health and
Human Services is designated as the
Sector-Specific Agency for the
Healthcare and Public Health Sector.

Nuclear Reactors,
Materials, and Waste

https://www.dhs.gov/cisa/critical-infrastructure-sectors

) Chemical Sector

plF| The Department of Homeland

PD-21 identifies 16 critical infrastructure sectors:

Security is designated as the Sector-
Specific Agency for the Chemical
Sector.

Communications Sector

The Communications Sector is an
integral component of the U.S.
economy, underlying the operations
of all businesses, public safety
organizations, and government. The
Department of Homeland Security is
the Sector-Specific Agency for the
Communications Sector.

Dams Sector

The Department of Homeland

Security is designated as the Sector- ¢
Specific Agency for the Dams Sector.

The Dams Sector comprises dam

projects, navigation locks, levees,
hurricane barriers, mine tailings

Commercial Facilities
Sector

The Department of Homeland
Security is designated as the Sector-
Specific Agency for the Commercial
Facilities Sector, which includes a
diverse range of sites that draw large
crowds of people for shopping,
business, entertainment, or lodging.

&2 Critical Manufacturing

Sector

The Department of Homeland
Security is designated as the Sector-
Specific Agency for the Critical
Manufacturing Sector.

Defense Industrial Base
Sector

The U.S. Department of Defense is the

Sector-Specific Agency for the
Defense Industrial Base Sector. The
Defense Industrial Base Sector
enahles re<earch develnnment

I

Transportation Systems
Sector

The Department of Homeland
Security and the Department of
Transportation are designated as the
Co-Sector-Specific Agencies for the
Transportation Systems Sector.

Water and Wastewater
Systems Sector

The Environmental Protection Agency
is designated as the Sector-Specific
Agency for the Water and Wastewater
Systems Sector.

TEXAS A&M UNIVERSITY
Department of Electrical
. & Computer Engineerin
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CYBER-PHYSICAL SYSTEMS PERSPECTIVE

From the National Science Foundation (NSF): “Cyber-physical
systems (CPS) are engineered systems that are built from, and
depend upon, the seamless integration of computation and physical

components.”

Why it’s important: A better understanding of
power systems as cyber-physical systems — informs
us how to model, analyze, protect, and defend

TEXAS A&M UNIVERSITY
Department of Electrical

. & Computer Engineerin
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THREAT CATEGORIES

s

Natural

N

Accidental
WHICH
CATEGORIES
ARE CYBER- ‘
RELEVANT? Intentional

EX. HUMANS ON
A KEYBOARD

TEXAS A&M UNIVERSITY
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INCREASING NEED FOR DEFENSE

System Issues

200 28.7%
w
\
39.6%
\
N\
\\\ /,,//,/,

Nature Disasters

Physical Attacks

Cyber/Suspicious Events

2011-2021 U.S. Power Grid Disturbances from Different Sources
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Cyber/Suspicious Events
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Physical Attacks 160
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2011 2012

2013

2014

U.S. power disturbances from 2011-2021, visualized by Hao Huang, data from
https://www.oe.netl.doe.gov/OE417 annual summary.aspx
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2015

2016 2017

2018

2019 2020 2021
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DESIGN REQUIREMENTS & CHALLENGES

e Solutions need to be
— Scalable
— Automatic

— Work for real world systems

= Ll iy

— Promote openess of the
algorithms to understand
capabilities and limitations

* Resilient Energy Systems Lab

(RESLab) Testbed Texas A&M Electric Grid Control Room

— Proving ground for cyber-physical
control systems of the future
9 Department of Electrical
. & Computer Engineerin
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OUR GRID CYBER-PHYSICAL SECURITY RESEARCH

Kolten Knesek Osman Boyaci Rasoul Narimani Leen Al Hamoud Rhett Gutherie

Texas A&M’s DOE CyberForce Texas A&M Researchers showing Texas A&M Cyber-Physical Student Team and Recent Grads
Competition team RESLab to Students EEW, U.S: DEPARTMENT OF
 Deep learning based detection of stealth false data injection attacks EN ERGY

 Harmonized automatic relay mitigations of events Sandia
* Validation for models of cyberattacks on the power grid National
Laboratories

* CYPRES cyber-physical energy management system

1. Redesign energy management systems to be intrinsically cyber-physical with analyses that enable the
system to prevent, detect, and respond to events through fusion of cyber and physical data

2. Facilitate online and potentially automated control actions that couple cyber and physical control spaces
3. Facilitate how to integrate with utility environments

Find more about these and our other projects TEXAS AN UNIVERSTTY .
10 here: https://katedavis.engr.tamu.edu/ W\ [L§ Department of Electrical
Sl ps. dduisle el . & Computer Engineerin
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“CLOSING THE LooP” wWITH A UNIFIED MODEL

Measurements Model

Cyber-physical
model

Cyber-physical
data

Cyber-physical
situational
awareness

Cyber-physical
state
estimation

Analyses
Cyber-physical
contingency
analysis

Dependencies
among assets

Response

Cyber-physical
controls

Reconfigura-
tions

Deep Cyber-Physical Situational
Awareness for Energy Systems: A
Secure Foundation for Next-
Generation Energy Management

Cyber-Physical Resilient Energy Systems
(CYPRES) https://cypres.engr.tamu.edu/
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Cyber-Physical Power System
— Control action verification layer <=--

tions and control networks

communica

- >

Data verification layer

U.S. DEPARTMENT OF

ENERGY

Control Center

Power System Topology
P, =V[G,]+VF[G,cos(f,— 8 )+ B sin(0,-6))]

V[-B,1+ V|G, sin(0, - 0,) B, cos(6,0,)]
@

Cyber-Physical
Analysis Model
Generation

Y N

“Measurements i
and j may be
compromised”

Physical Metric Cyber Metric Rank
(Current/Previous) (Current/Previous) (Current/Previous)

Level 1 SA: perception

Level 2 SA:
comprehension

Level 3 SA: projection

ectrical

neerin
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PART 1: UNDERSTAND YOUR SYSTEM

To defend a cyber-physical power [\ Cyber ~ <
System Network e
system, you need a map Topology | Topology Aot =
Create and leverage new | - e
modeling techniques and tools T 8
that provide system visibility a TR
Take a data pipeline integrity bd
approach, prioritized by
operational resilience ot
Cross organizational silos (data, r
models, tOOIS; people) Cyber-Physical View: ‘5 ~ e
Substation o e 1

P. Wlazlo, et al, “A Cyber Topology Model for the Texas 2000 Synthetic Electric Power Grid,” IPTComm 2019.
N. Gaudet, et al, “Firewall Configuration and Path Analysis for Smart Grid Networks,” IEEE CQR 2020.

TEXAS A&M UNIVERSITY
M. R. Narimani, et al, “Generalized Contingency Analysis Based on Graph Theory and Line Outage JA[vd Department of Electrical
Distribution Factor,” IEEE Systems Journal, 2021. & Computer Engineerin




PART 2: FUSE MODELS & DATA TO ASSESS RISK

TO RESILIENCE

l network
I]JJ perception = |

Cyber-Physical Situational
Awareness (CyPSA)
Framework

O

=
Lake Erie #,
--\“‘_V’%y )/*}é? \ o i
\x PEN
Ohio : N T

:
PawerWarld 3

Corporation <

IP Address ~ Rank

ID o Asset Name

1 Cypress Creek-BRK-1519 10.31.1.102

2 Cypress Creek-BREK-1925 10.31.1.103
3 Cypress Creek-BRK-2325 10.31.1.104
10.31.1.105

4 Cypress Creek-BRK-2225

cccccc

Resuh5|dentﬁy‘1ugh-
risk” cyber-attack
induced outages

2 U.S. DEPARTMENT OF

)ENERGY
Qi D|J\i" S

E{ ILLINOIS

U A-CHAMPAIGH

h WVERSITY OF ‘cﬂ S

RLJTGERS
PowerWorld

Corporation

Oregon State

LIMI‘hFERS-IT"IIr

K. R. Davis, et. al, “A Cyber-Physical Modeling and Assessment Framework for Power Grid Infrastructures,” IEEE Transactions on Smart Grid, 2015.

K. R. Davis, et. al.,

A. Umunnakwe, et al,
13 IET Cyber-Physical Systems, 2021.

“Cyber-Physical Security Assessment for Electric Power Systems,” IEEE-HKN: The Bridge, 2016.
A. Sahu, et al. "A Framework for Cyber-Physical Model Creation and Evaluation," ISAP, 2019.
“Cyber-physical Component Ranking for Risk Sensitivity Analysis using Betweenness Centrality,”

TEXAS A&M UNIVERSITY
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PART 3: RECOMMEND COORDINATED CYBER- \'

PHYSICAL RESPONSE

. Pu rE_P hysical State_s
» State space, actions, reward model, and

state transition model are all cyber-
physical Goal tate “([

* Reward based on cyber recovery of the E:Lzr .‘,
compromise, considering time, cost, States :.
and impact and physical actions to -
reduce overloads -

* Considering Q Learning and Deep Q

. . A. Sahu, et al, “SCORE: A Security-Oriented Cyber-Physical
N etWO rkS fO I d ed I I ng Wlt h un kn own Optimal Response Engine,” IEEE SmartGridComm, 2019.
transition probabilities
14 Department of Electrical
. & Computer Engineerin
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CYPRES EMS MODELING & WORKFLOW

a

;Er:s Cyber ; CP Model | @offline & List of High Visualization
Monitors ' Generator I CPRisk  Impact & Low
Logs | & Manager 2 Cost Access . :
L | Paths List of Actions
Firewall to Avoid
Rules Syber * Response Potential
EE" S Topology % ¢ Data Estimate of Recommendation Attgck Impact,
é np netork 3 OFusion Compromised E—— 1.e., CUt_
Vulnerabilities IS = Devices & . BB ™ Access to High
Accessed Paths L Impact Paths,
Protection ™ CP PN Control
Systems Example o ER®,
Yod [ Lnomaly Estimate of .+ Fixvuin Redundant
. = Detection - Devices
Field 2D easurements 02 Proximity to
Devices e High Impact
% “Online Paths
M CPRisk W || &gees. coc, N
-

Department of Electrical
(CYPRES) https://cypres.engr.tamu.edu/ & Computer Engineerin
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A

,,,,,,,,,,,,,,,,,, DNP3 Data Flow

TR I e L - Cyber Alert Data

CYPRES IN RESLAB TESTBED

Balancing =~ ——
Authority i e : Industry Roles

cveresevs [ IR
Application -

v — o e [5 “ m,., D e

PowerWorld-

Corporation

- @//’I”r

Snort Router IDS

PowerWorld Dynamic Studio for real-time
power system simulation acts as a collection
of DNP3 outstations

“+SEL-3530 L Substations
[z sssssssssasszszsa] sags 2 ¢ [ ]

SEL-RTAC Hardware Devices
DNP3 Master

A. Sahu, et al. "Design and evaluation of a cyber-physical testbed for improving attack resilience of power systems," IET Cyber-Physical Systems: Theory & Applications, 2021.
P. Wlazlo, et al. "Man-in-The-Middle Attacks and Defense in a Power System Cyber-Physical Testbed," IET Cyber-Physical Systems: Theory and Applications, 2021.

CYPRES DNP3
Master
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“CLOSING THE LooP” WITH A UNIFIED MODEL

1. Model

— Represent, manage, and visualize
the cyber physical model
2. Monitor and Verify

— Fuse streaming inputs to the model
— Estimate cyber-physical state

3. Analysis
— Early attack detection
— Cyber-physical risk analysis
— Cyber-physical detection
and situational awareness use cases
4. Verify and Control

— Recommend cyber-physical actions
— Mitigations, countermeasures

rh

S [ 1 LLINOLS @@ osi-or.

17

Deep Cyber-Physical Situational Awareness for Energy Systems: A Secure
Foundation for Next-Generation Energy Management

power grid - Data verification layer —
.'E‘_ & | Center
| '. -
reley . :..... 3
oo A3 ® .l
g5 g2 =
HIN
. =| &
m..f;' T . '-E.. ;
o :
T g |
q :: ...... g T .
o e
Cyber-Physical Power 5

Cyber-Physical Resilient Energy Systems
(CYPRES) https://cypres.engr.tamu.edu/
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THE OLD WAY VS. THE NEw WAY

; WHAT | TELL MY
. - STUDENTS!

il | 4 N + '_ . | !"" : TEXAS A&M UNIVER SITY
18 W AL N |k : 2250  WY[vd Department of Electrical
e TR o ::_ g — . L R H'M'l-'ﬂ"] Abderohmman Fina Al 4 i3 et . .
o faii gt * "N . il . & Computer Engineerin
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CYPRES EMS RESEARCH & DEVELOPMENT A

»  CYPRES EMS Application
ST A & o * Cyber-Physical Resilient
R = B2 BEE ~ Energy Systems (CYPRES) is a

= T e centralized cyber-physical
-‘ = Y e et energy management
*synthetic e cvpres ik o application under
_model shown e Application [ development

* The objective is a prototype

. next-generation energy

N = = | management system for cyber
- and physical

® U.S. DEPARTMENT OF Cyber_Physical Resilient Energy Systems TEXAS A&M UNIVERSITY .
Department of Electrical
ENERGY (CYPRES) https://cypres.engr.tamu.edu/ LY Iy CePartment of iectrica

. & Computer Engineerin
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CYPRES MODELING AND WORKFLOW

' CP Model M @offiine @ List of High
' Generator { CPRisk Impact& Low
= Cost Access

& Manager

Cyber-PhysicaI Resilient Energy Systems (CYPRES) . TEXAS A&M UNIVERSITY
AlM

. Department of Electrical
20 https://cypres.engr.tamu.edu/ | &Cpomputer R
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RiSK ASSESSMENT: NERC & THE DRIVERS A

- Ensure the computer system networks vital to the
operation of the Bulk Electric System (BES) have a
sufficient level of protection

- Protections should be related to
their importance to a functioning
society

(TPL) Transmission Planning
* Addressed by (PRC) Protection and Control

NERC CIP, also TPL & PRC (CIP) Critical Infrastructure Protection

TEXAS A&M UNIVERSITY
21 Department of Electrical
. & Computer Engineerin




Risk = Likelihood x Impact
RISK ASSESSMENT Likelihood = Threat x Vulnerability
Threat = Capability x Intent
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MODEL-BASED CPS RISK Offline CPS Risk
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23 (*) K. R. Davis, et. al, “A Cyber-Physical Modeling and Assessment Framework for A [Yd Department of Electrical
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A POWER SYSTEM AS A CYBER-PHYSICAL SYSTEM ~ ©recrers
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Synthetic 2000-bus test case* ever ||

Utility
BAICCP
Node

Partner

[*] A. B. Birchfield et al, “Grid
structural characteristics as validation
criteria for synthetic networks,” IEEE
Trans. on Pwr Sys, 2017.

[**] N. Gaudet et al, “Firewall
Configuration and Path Analysis for
Smart Grid Networks,” IEEE CQR 2020
Nay 2020. =]
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CYBER-PHYSICAL CLASSES & DATA FLOWS

Substation
- Utility
Regulatory +region
+region +utility
+region +utility +substation
+utilities +substations +id
+id +id I
- addRelay
- addBackup - addDMZ - addSwitch
- addCyberMode
Node Link
+region +source
+utility +destination
+substation +type
+adminlP +bandwidth
+|label +distance
+VLAN +protocol
+id —_—
- 10JSONSIr
- 10JSONSIr
[ T 1 ]
Cyber Node Switch Router Relay
+ports::protocol +macTable +interfaces +busNumber
+routing Table +relayType
f 1
RTU Firewall Relay
Controller
+substationMNum +acl
+breakerList +latitude +substationNum
+longitude +relaylPList
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[*] P. Wlazlo, et al, “A Cyber Topology Model for the Texas

2000 Synthetic Electric Power Grid,” IPTComm 2019.
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EXPANDING CPS RISk FRAMEWORK

Cyber-Physical Situational Awareness (CyPSA) and its model comparisons

'no network
‘,HJJ perception

SEL

‘ ID » Asset Name IP Address v Rank
1 Cypress Creek-BRK-1519 10.31.1.102 3622776
—*—’4‘%’ q 2 Cypress Creek-BRK-1925 10.31.1.103 3.622776

3 Cypress Creek-BRK-2325 10.31.1.104 3.622776

4 Cypress Creek-BRK-2225 10.31.1.105 3622776

cccccc

Results identify ”hlgh rlsk"
cyber-attack induced outages

Reliat-)ility ' _

Coordinated
Control

Monitoring PawerWnrld

Corporation =~

and Detection ,4 U.S. DEPARTMENT OF

Cyber-Physical
Security Qi |)\i 'h—

TEXAS A&M UNIVERSITY
26 K. R. Davis, et. al., “Cyber-Physical Security Assessment for Electric Power Systems,” IEEE-HKN: The Bridge, 2016. Department of E!eCt”Fal
A. Sahu, et al. "A Framework for Cyber-Physical Model Creation and Evaluation," ISAP, 2019 . & Computer Engineerin
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EXPANDING CPS RISK FRAMEWORK

* New scalable approach for finding
multiple-element critical contingencies

* Verified by brute force search to find
exact critical lines for the N-1 and N-2
contingency analysis

* Execution time increases linearly by x,
which makes it tractable for N-x
contingency analysis in large systems

* We've shown its usefulness for cyber-
physical risk considering the integrated
CPS as well

M. R. Narimani, et al, “Generalized Contingency Analysis Based on Graph Theory and
Line Outage Distribution Factor,” IEEE Systems Journal, 2021.

A. Umunnakwe, et al, “Cyber-physical Component Ranking for Risk Sensitivity
Analysis using Betweenness Centrality,” IET Cyber-Physical Systems, 2021.

27

Offline CPS Risk

Critical Violation (Number of
X Lines Type Violations
3| [7099, 7095],[7098, 7095],[7058, 7095] Rl‘jisl‘;ri:e NA
[5262, 52601,[5263, 52601,[5317, 5260],
[5358, 5179] Overflow 4
[5262, 5260], [5263, 5260], [5317, 5260],
3 [5358, 51791, [5260, 5045] Overflow 6
¢ [[5362, 52601, [5363, 52601, [5317, 52601, .
[5358, 51791,[5260, 50451,[5179, 5380] | Overflow
[5262, 5260], [5263, 5260], [5360, 5358], 5
7 (5303, 5295), [5302, 5295], [5317, 52601, [, vermo™ | 1)
[5358, 5179] g
[5262, 52601,[5263, 52601,[5360, 5358], 5
8| [5303, 5295),[5302, 5295],[5317, 5260], Ulﬁg‘;‘l‘l’;ge 1 'ERSITY
[5358, S179],[5260, 5045] 1t of Electrical

=< -

& Computer Engineerin
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CASCADING FAILURE ANALYSIS IN CYBER- \‘

PHYSICAL POWER SYSTEMS

* Studying how failures propagate (Vie N, Y(l,m)e L)

in time and space, in cyberand _, )
physical layers, is crucial P! — P! =gniVi+ Y, P+ D, Pu

. . (I,m)eL, (I,m)eL,
 Evenslight errors in DC power st =i s.t. m=i
flows can turn out to be Q — Q= —ba i VP + ), Qum+ . Quu,
important at cascade stages (1,m)eL, (1,m)eL,
s.t. =1 s.t. m=1
 Best paper award at SGRE . .
Pm — glmHQ _gim%Vm COS (le) —bthEVm S111 (le) 5
S p— Qun = = (btm + betm/2) Vi + b ViVin €08 (61
I fief LP‘.’E’ ?r? f”f fd — 9im ViV sin (O1m) ,
e Pont = 9um Vi = 9t ViVin €08 (B1in) +bim Vi Vi it (61
- M Qmi = — (bim + be,im/2) Vi + bim ViVi, 08 (61
M ““““““““ e _|_ g.!m Vj Vm Siﬂ ( le) .

TEXAS A&M UNIVERSITY
O. Boyaci, M. R. Narimani, K. Davis, and E. Serpedin, “Spatio-Temporal Failure Propagation in Cyber-Physical Power T
28 Systems,” 3rd International Conference on Smart Grid and Renewable Energy (SGRE) 2022 (Best Paper Award) F{jl§ Department of Electrical

. & Computer Engineerin




\
FAILURE PROPAGATION ANALYSIS

Finding initial importance Trigger failure
and vulnerability of each in power system
node via line outages
| J
Y $

Intra propagation of
~—> | failure in power system
considering AC power flow

(g) failure propagated to C: 19 and 20 failed. (h) failure propagated in C: 16 failed. (i) failure propagated to P: 3 and 8 failed.
- 1.0 Lo 1.0
Ee £ 06| 5 0|
IRy Bt IRl
Propagate failures into power system Propagate failures into ICTs o o o
- . - . . . - 0.8 - 0B - 0.8
considering importarnce and considering importarnce and & o I i & b I i I S 8 I I I
vulnerability of nodes vulnerability of nodes o0
= 08 w 08 w08
Z 06 3 06 g 06
(e E..l A0 i--. n Ao i- m Bm =
0.0 0.0 0.0
T l 1.0 1.0 1.0
+= 0.8 + 0.8 += 0.8
3 06 3 06 3 06
U oozf ..-I g © i - I .I .I U ooak
0.0 0.0 oo B L 4

1 23456 7 8 9 1011121314151617 1819202122 12345 6 7 8 9101112131415 1617 1819202122 1 2 3456 7 8 91011121314151617 1810202122

Update importance and
vulnerability of each node | ¢é—u

using new topology

Intra propagation of node node node

failure in ICT (j) metrics after failure propagated to C. (k) metrics after failure propagated in C. (1) metrics after failure propagated to P.

TEXAS A&M UNIVERSITY
Department of Electrical

O. Boyaci, M. R. Narimani, K. Davis, and E. Serpedin, “Spatio-Temporal Failure Propagation in Cyber-Physical Power AFVI
. & Computer Engineerin

29 Systems,” 3rd International Conference on Smart Grid and Renewable Energy (SGRE) 2022 (Best Paper Award)
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CYPRES MODELING & WORKFLOW "~

Estimate of
Compromised
Devices &
Accessed Paths
JE
nomaly
etection

Estimate of

Proximity to
High Impact
% “Online Paths
7| CP Risk

. Department of Electrical
30 https://cypres.engr.tamu.edu/ | &Cpomputer R
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INTRUSION AND DETECTION IN THE LOOP l

Online CPS Risk \

The intruder can
1. sniff traffic

2. Modify measurement
3. Modify commands

4. Cause network congestion

=) Q QJ
" -4
% PyDNP2 SubRouter Adversary PowerWorld DS
© 172.168.0.2 192.168.0.4 192.168.0.3 192.168.0.5
5 00:00:00:aa:00:02 00:00:00:aa:00:03 00:50:56:9C:9D:70
g
. - ﬁ icited ARP Frame
-~ DNP3 Diraot o ‘? nsoliel®
CLOSE cp Perat : Unsolicite g ARP F —>
Mmmand DNP3 Direct Ope nﬁ? rame
CLOSE ¢ i
- ommand Processing
- } Time
- DNP3 Dj —
« . Round Trip iraet
P. Wiazlo, et.al, “Man-in-The- Time % TRIP cnmm;‘nefte
Middle Attacks and Defense €53 RIP « e _
. |legeme rocessing
in a Power System Cyber- AcknoW Time
Physical Testbed,” IET Cyber- CLOSE -
Physical Systems, 2021, punowiegement_{4—Fres CLOSE
ysical Systems, : L pcknowlegem
21 Contact us for a live demo (virtual) in our testbed

TEXAS A&M UNIVERSITY
Department of Electrical

. & Computer Engineerin
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INFERENCE USING ONLINE DATA

* Objective is to merge cyber & physical data to detect intrusions and reduce
false positives, e.g., using
— Real-time and offline features from cyber protocol layers such as Ethernet, IP and TCP

— Features from DNP3 protocol layer that carries physical side control commands and
measurements

 The inferencing goal is to estimate cyber-physical state, e.g., what is
compromised and actual adversary paths toward a target, and use that to
enhance system operator’s knowledge
— Building upon offline CPS risk
— The idea is making sense of what we would expect to see vs. what we actually do see

TEXAS A&M UNIVERSITY
32 A. Sahu, et al. "Multi-Source Data Fusion for Cyberattack Detection in Power Systems." IEEE Access, 2021. Department of Electrical
. & Computer Engineerin




Online CPS Risk \

DATA FUSION GAPS & MOTIVATION

* Few valuable data sources for studying the ,
. . . . CPS Testbed Operation
impact of cyber intrusions in energy sector
— Hard to get data sources that are truly cyber-physical ::a’r“ DoS DDoS || MiTM
— Need datasets that are combination of BOTH
. . ) Network IDS Alerts Physical
e Lack of CPS testbed capability that provides this Monitoring Meas.

platform for multi-source data aggregation
— Our RESLab testbed fills this need

* Challenges with inter-domain fusion: time,

Fusion Engine

location, domain knowledge euson 11 cyse CyPsA
— Cyber-side features can be huge! Need to focus on ST
most important Visualization Control \ 4

— Fusion of data from both sides is needed to make

inferences to protect the grid TEXAS AGM UNIVERSITY
Department of Electrical

33 A. Sahu, et al. "Multi-Source Data Fusion for Cyberattack Detection in Power Systems." IEEE Access, 2021.
& Computer Engineerin
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Online CPS Risk

DATA SOURCES

Wireshark: Raw Packet capture at
Use of Pyshark Outstation

PacketBeat: captures flow-based
traffic and store in the Elasticsearch
database

Snort: alerts and logs from IDS

Wireshark: Raw Packet capture at

. Substation Router
Wireshark: Raw Packet capture at

Master

TEXAS A&M UNIVERSITY
Department of Electrical

34 A. Sahu, et al. "Multi-Source Data Fusion for Cyberattack Detection in Power Systems." IEEE Access, 2021.
. & Computer Engineerin
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DATA FUSION ENGINE & INFERENCE

Correlating cyber alerts with physical sensors makes detection more efficient.

-Raw pcaps from 3 nodes -Elasticsearch to get packetbeat features

-Extraction of DNP3 features -Get Snort unified2 formatted alerts
«Pyshark to collect RTT and retransmission

«Fusion of cyber, physical and security features
-Time based merge
.Location based merge

«Imputation of missing values
-Encoding of categorical features
-Visualization of merged features

.Feature reduction with PCA

-Supervised Learning:

- -Co-Training
-SVM, Naive Bayes, RF, DT and MLP
-Semi-Supervised Learning:
-Dempster Shafer Rules of Combination
-Disjunctive
-Conjunctive
TEXAS A&M UNIVERSITY
35 A. Sahu, et al. "Multi-Source Data Fusion for Cyberattack Detection in Power Systems." IEEE Access, 2021. Department of Electrical
. & Computer Engineerin
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FUSION ENGINE PAPER & DATASET

Data Fusion
Raw packet parser, Elasticsearch and tshark clients
Sensor AI Sensor B I Sensor C I Sensor D I
Packetbeat, Snort
Logs
Elasticsearch PWDS
s utility |\etworkl Stb DNP3 OS5
acke
Logstash 0 Beats t ;AN LANI I
Control Center VLAN vSp here Substation VLAN
<> Utility LAN ®—o Sub LAN +—+ EMS LAN

A. Sahu, et al. "Multi-Source Data Fusion for Cyberattack Detection in Power Systems." IEEE Access, 2021.
Dataset: https://ieee-dataport.org/documents/cyber-physical-dataset-mitm-attacks-power-systems

TEXAS A&M UNIVERSITY
36 Department of Electrical
. & Computer Engineerin
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ESTIMATING CYBER PHYSICAL STATE - DATA FUSION

LAB (TRY ON YOUR OWN!)

® Tutorials page on the CYPRES website
to download the hands-on training
materials:

® https://cypres.engr.tamu.edu/tutorials/

® cypres2021
® Inthe GridSecCon2021 folder:
® Tutorial2_Cyber _Physical _Data_Fusion

® How to cite:

A. Sahu, et al. "Multi-Source Data Fusion

for Cyberattack Detection in Power Systems."

IEEE Access (2021).
37

A

CYBER PHYSICAL RESILIENT ENERGY SYSTEMS

Home Overview News Tutorials Test Cases Project Team Testbed Publications

Protected: Tutorials

The slides and tutorials below were compiled for short courses hosted by the CYPRES team. The course modules are
available at the links below. Tutorials contain an introduction, instructions, and relevant datasets that can be
downloaded. The materials are copyrighted by the instructors and intended for the internal use of the short course

participants only. Please ask for information on how to cite.

GridSecCon 2021 -

Introduction

On the Cyber Physical Resilient Energy System (CyPRES) project, we have developed tools to help us visualize
the cyber-physical model of a power system, estimate its cyber-physical state, and perform cyber-physical
risk analysis and situational awareness. Thus, this course will introduce the development and operation of the
RESLab cyber-physical testbed, and demonstrate proactive and reactive measures to improve grid resiliency
against cyber threats, including hands-on activities.

Instructions and Datasets

Download Instructions and Datasets

TEXAS A&M UNIVERSITY
' ' Department of Electrical
. & Computer Engineerin
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DEALING WITH ADVERSARY DYNAMICS B

* An adversary’s behavior is uncertain k| |t e s

* Techniques like Bayesian Networks (BNs) " = e P
are beneficial for modeling attack graphs IR et

* Perform causal reasoning between
each step in of adversary’s trajectory Comparisons of time and accuracy
toward compromise of final target for Ieﬁming the Bayesian Attack

. Graphs

* Determine structure from raw data, e.g., ) o
netWO rk Iogs Or |ntrusion Detection Data DEPTEI‘iI;E.NCY, AVG..CO-M;UTA'I:IOETIN:;: AND ACCURACY
Systems (IDS) Lfooperal[:l;;;l]léﬂzéowts{ﬂil E % = Et Eiéi

PDAG PC X X v/ | NA

* Bridge data fusion back to the models

(*) A. Sahu, K. Davis, “Structural Learning Techniques for Bayesian Attack Graphs in Cyber Physical Power Systems,” TPEC, 2021.

(**) A. Sahu, K. Davis, “Inter-Domain Fusion for Enhanced Intrusion Detection in Power Systems: An Evidence TEXAS A&M UNIVERSITY

Theoretic and Meta-Heuristic Approach,” Sensors, special issue "Sensors and Pattern Recognition Methods for Department of Electrical
Security and Industrial Applications (SPR-SIA)," 2022. . & Computer Engineerin
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CYPRES MODELING AND WORKFLOW ‘e
Visualization R

List of Actions
to Avoid
Response Potential
Recommendation  Attack Impact,
l.e., Cut
M Access to High

Open Impact Paths,

breaker 1

i Control
o

AT Redundant
¢ pach 8 Devices

B Popade

. Department of Electrical
39 https://cypres.engr.tamu.edu/ | &Cpomputer R

Cyber-PhysicaI Resilient Energy Systems (CYPRES) . TEXAS A&M UNIVERSITY
AlM



https://cypres.engr.tamu.edu/

Web-based

Multi-player

Real-time
Interactive
dynamic

simulation

INTERACTIVE GRID DEFENSE

Cyber Attack Risk

Identification, Analysis,

and Response -
Fd

A

Visualization &
Response

-

‘%f— CIR Testhed <—|

M achine Learning

' Attack Detectibn Multiuser Client

W4IPS by Zeyu Mao

(*) Z. Mao, H. Huang, K Davis, "W4ips: A web-based interactive power system simulation environment for power system security analysis," HICSS 2020.
(**) A. Sahu et al, “Data Processing and Model Selection for Machine Learning-based Network Intrusion Detection,” IEEE CQR 2020.

40
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RECONFIGURATION-BASED DEFENSE “Resporse

 Detection Mechanism:

1. SNORT : Use of Intrusion Detection Systems
o 2.Use of Tcp Dump

« 3. Detection based on Firewall rule hits

« 4. Use of Network Monitoring tools like Zabbix, Packetbeat or
other SIEMS such as Splunk

 Response:
1. Blocking intruder Node using firewalls
2. Rerouting traffic from its intended path under compromise

See demo on our website or contact us for live demo with

TEXAS A&M UNIVERSITY
41 updated threat use cases and validation approach Department of Electrical
. & Computer Engineerin
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DETECTION & RESPONSE ENGINE Wlasions

CORE routers Firewall Rule
and firewalls and Routing
Path Validator

Snort Alert
(ARP Spoof)

Recovered Srort Alort New Firewall

Substation nort Ale Rule

Router in ISD:J;;)-I (DoS Flood) New Roufing

CORE Snort Alert Respt_mse Table
(DNP3 based) Engine
New ARP
TCP Dump Table
Current Current ARP
Recovered Firewall Rule Table
Physical Grid in
Power World Current
Routing Table
See demo on our website or contact us for live demo with S A UNIVERSITY
42 updated threat use cases and validation approach Department of Electrical
. & Computer Engineerin




RESILIENCE-ORIENTED OPTIMAL OPERATION &
DESIGN AS A SOLUTION

ACTIVSg500 System

Reco OPF has better cost-effectiveness compared to SCOPF.
Reco reduced 10% violations, 100 % unsolved contingencies, and

31% violated contingencies.

Huang, H., Mao, Z., Layton, A., & Davis, K. R. (2022). An Ecological Robustness Oriented Optimal Power Flow for

Power Systems' Survivability. IEEE Trans. on Power Systems.

Objective Power Flow Cost($/hr) | Total Violations | Total Unsolved Vl.olated.
Model Contingencies
ACTIVSg 500

Rgco OPF DC * 89,447.79 207 34
Rgco OPF QCLS 77,159.61 243 37
Rgco OPF AC 77,482.57 219 39
OPF AC 66,287.91 252 55
S?\I(_)IP F DC 80,025.06 238 48
SCOPF N-x DC 94,438.72 221 49

300

1] I 1] 5]
S S S S

Survivability Comparison for ACTVSg500

<]

Y Bost Performance
[ Original Operating Point [ DC SCOPF with N-1 Contingencies

252

T
/1 OPF

T
[ DC SCOPF with N-x Contingencies

[ QCLS Reco OPF
[ AC Reco OPF

21 E | 210
5 8
Total Unsolvg T V'oétﬁg .
Violations Continge: A M Depaj%fthéi t Of Electrlcal

. & Computer Engineerin




Objective

Input
Gen1
Genn
Bus1
Bl.sm

REco -
Formulation

—

coco- -

RESILIENCE-ORIENTED OPTIMAL
OPERATION & DESIGN AS A SOLUTION

Max(Rgco = g(LT]))

[T] = f(Pij»PgenifPloadi»Plossi» aij)
Gen1 PR Genn Bus1 Busm  Output Dissipation
Pgen L Pgen 0 ... 0 0 0
0 . 0 Pori ... 0 0 0
0 0 0 o, P 0 0
0 0 0 e Pim Pload 1 Ploss 1
. P, .. ;
. : P P.. .
0 0 P ... 0 Podn  Posn
0 0 0 ... 0 0 0
0 0 0 0 0 0
ASC'
Rgco = —( )ln(
ASC = —TST; N§3N§3( LS (T 1 15Tp )
B pl 1j=1 TSTP 092 TlTj
N+3N+3 T,
DC = —TST;
) ]21 Grorr TST ‘J)
N+3N+3

TSTp= Y Y T

vl <V <

0} <

L

!
Sij < Sij

l
Sgen; < Sgen

S=P+iQ
Pij = Viz [_GU] + ViVj[Gijcos(Hij) + BUSlTl(HU)] (V(l,]) (S B)
Qi]' = Viz [BL]] + VlV[GUSln(QU) - BijCOS(Qij)](V(i,j) € B)
j= ClijV [ GU] + CZUVV [GUCOS(HU) + BUSlTl(HU)](V(l,]) € NB)
Qij = aijVi [BU] + al-le- ][Gl]sm(GU) — BUCOS(GU)](V(l,j) € NB)

P;

P = Ploadi

Q; = Qloadi -

Plossi = Z(

0; < 8} (Vi e M)
<sij(V(i,j) €B)

< Sgeni(Vi € g) —

=6, — 6;(V(i,j) € M)

gen

Qgeni

-+ Q5)/(ByVE)(vj € M)

v (Vi € M)

ZPU(V] € M)

= %:Qij(V] €M)

rod S

CPMA Team at Hao Hang’s
PhD defense on Aug. 22

Power System
Operational Limits

—

Power Flow
Equations

—

M: Set of buses; B: Set of branches; N'B: Set of candidate branches; G: Set of generators

Huang, H., Mao, Z., Layton, A., & Davis, K. R. (2022). An Ecolég&dlﬂobustness Oriented Optimal Power Flow for
Power Systems' Survivability. IEEE Trans. on Power Systems.

TEXAS A&M UNIVERSITY
Department of Electrical

& Computer Engineerin
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BACKGROUND ON
PROJECT TOOLS &

Overview of Tools

& Techniques

* https://cypres.engr.tamu.edu/ \

TECHNIQUES*

Modeling

Cyber-Physical
Model Creation and
Evaluation
Framework [2]

Cyber Topology
Model and Firewall
Configuration [3.4]

Security-Oriented
Cyber-Physical
Contingency
Analysis (SOCCA)

Cyber Physical
Security
Assessment

Cyber-Physical

Resilient Power

System Testbed
(ResLAB) [5]

Response

Security-Oriented
Cyber-Physical
Optimal Response
Engine [6]

Fast Generation
Redispatch for
Automated
Remedial Action
Schemes [7

Distributed

Controller Defense

[8]

. K. Davis, “An Energy Management System Approach for Power System Cyber-Physical Resilience,” invited

position paper for Virtual Workshop on Cyber Experimentation and Science of Security (CESoS), Nov. 2021.

2019.

. A. Sahu, et al, “A Framework for Cyber-Physical Model Creation and Evaluation,” IEEE ISAP, Dec. 2019.
. P. Wlazlo, et al, “A Cyber Topology Model for the Texas 2000 Synthetic Electric Power Grid,” IPTComm,

4. N. Gaudet, et al, “Firewall Configuration and Path Analysis for Smart Grid Networks,” IEEE CQR, May 2020.

5

~N

Engine,” IEEE SmartGridComm, Oct. 2019.

20th ISAP, Dec. 2019.

. A. Sahu, et. al., “Design and Evaluation of a Cyber-Physical Resilient Power System Testbed,” IET Cyber-
Physical Systems, June 2021.
. A. Sahu, H. Huang, K. Davis, S. Zonouz, “SCORE: A Security-Oriented Cyber-Physical Optimal Response

. H. Huang, et. al “Fast Generation Redispatch Techniques for Automated Remedial Action Schemes,” IEEE

. S. Hossain-McKenzie, et al, “Strategy for distributed controller defence: Leveraging controller roles and

control support groups to maintain or regain control in cyber-adversarial power systems,” IET Cyber-Physical

Systems, April 2021. (IET 2021 Premium Award for Best Paper)
. A. Sahu, Z. Mao, K. Davis, and A. Goulart, “Data Processing and Model Selection for Machine Learning-based
Network Intrusion Detection,” IEEE CQR 2020, May 2020.

45

Machine Learning
and Detection

Intrusion Detection

9]

Cyber-Physical
Simulation with
Hardware Devices
through DNP3 [10]

Data Fusion for
Cyberattack
Detection [11]

Man-in-The-Middle
Attacks [12]

Denial of Service
[13]

Attacks on

Synchrophasor
Protocol [14]

Contingency
Analysis

Multiple Element
Contingencies and
Analysis [15,16]

‘Web Applications

‘W4IPS - Power
System Security
Analysis [18]

Contingency
Analysis and
Situational
Awareness [17]

Easy SimAuto

(ESA) [19]

10.H. Huang, C. M. Davis, and K. Davis, “Real-time power system simulation with
hardware devices through dnp3 in cyber-physical testbed,” 2021 TPEC, Feb. 2021.

11.A. Sahu, Z. Mao, P. Wlazlo, H. Huang, K. Davis, A. Goulart, S. Zonouz “Multi-Source
Data Fusion for Cyberattack Detection in Power Systems” IEEE Access, 2021.

12.P. WIazlo, A. Sahu, Z. Mao, H. Huang, A. Goulart, K. Davis, S. Zonouz, “Man-in-The-
Middle Attacks and Defense in a Power System Cyber-Physical Testbed,” IET Cyber-
Physical Systems, June 2021.

13.Z. Mao, A. Sahu, P. Wlazlo, Y. Liu, A. Goulart, K. Davis, and T. Overbye, “Mitigating TCP
Congestion: A Coordinated Cyber and Physical Approach,” NAPS, Nov. 2021.

14.K. Knesek, et al, “Detecting Attacks on Synchrophasor Protocol Using Machine
Learning Algorithms,” SmartGridComm, Oct. 2021.

15.Huang, et al., “Toward efficient wide-area identification of multiple element
contingencies in power systems,” 2021 IEEE ISGT.

16.M. Narimani, H. Huang, A. Umunnakwe, Z. Mao, A. Sahu, S. Zonouz, and K. Davis,
“Generalized Contingency Analysis Based on Graph Theory and Line Outage
Distribution Factor,” IEEE Systems Journal, 2021.

17.H. Huang, D. Gray, J. Mendoza, K. Davis, “Automating the Process to Quantify Cyber-
Physical Risk with Contingency Analysis and User Input,” NAPS 2021.

18.Z. Mao, H. Huang, K. Davis, “WA4IPS: A Web-based Interactive Power System
Simulation Environment For Power System Security Analysis,” HICSS, Jan. 2020.

19.B. L. Thayer, Z. Mao, Y. Liu, K. Davis, T. Overbye “Easy SimAuto (ESA): A Python
Package that Simplifies Interacting with PowerWorld Simulator,” Journal of Open
Source Software, 5 (50), 2289
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CYPRES MODELING & WORKFLOW ‘e

Visualization R

List of Actions
to Avoid
Response Potential
Recommendation  Attack Impact,
l.e., Cut
M Access to High

Open 8= Impact Paths,
breakelr1. T : COH tl'Ol
RS Redundant

7.,'.‘- Fix vuln .
Devices

. Department of Electrical
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MAPPING REAL SYSTEM ARCHITECTURES AND \'

TECHNOLOGIES TO THE EMULATED ENVIRONMENT

— {JSON}

[ [ ' np network T — @ puth
. . on
e \FJJ perception PY
. '31": |
Metwork Data —» NPView CORE-pyqui
Parses the Firewall Graph is Split into Import all data into Visualize/Validate the
|F Tables Rules rules and Device Config Region and Nodes g dataframe CORE N::,m'nrk Setup
Metwork Device Graphical View of the Firewsall rules are Store host node info in (Re)create
Configurations MNetwork complied into csv Network Graph Cyberattacks
Analysis of Firewall Assign services to each
Metwork Rules node

Save CORE session in
ZAML format

49 OpenConduit: NPView to CORE Data Pipeline

TEXAS A&M UNIVERSITY
' ' Department of Electrical
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COLLABORATION FOR SECTOR DEFENSE

 Targeted end users are asset owners and regional

il S - TEXAS A&M ICeTD
reliability organizations with a focus on | Texas 2 Y A

o _ ENERGY
transmission and generation 1?? T 6'!'002‘

* Security-oriented cyber-physical energy 'Egsaaf.m#g;ﬁ%ﬁ:?Ewmmn 7
management system application 1 ILLINOIS (np nJJ BEPEJEDDTEDH

 Goalisto be easily deployable in utilitiesasa @ OSlsof
plugin, achieved by testing as a proof-of-concept €3 RUTGERs -\ .
in emulated utility in RESLab as a safe proving T % )
ground, with sharable test cases and engaging PacifieNerihwest
industry throughout project ndia

y g p J @ I.ﬁaght:.:lgrgﬁéries tdl SEL
e Past and upcoming workshops and live/recorded technologies

demos to increase engagement with us

TEXAS A&M UNIVERSITY
50 Department of Electrical
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CYPRES AND RESLAB: LOOKING AHEAD |

CPS Testbed Operation

Port
Scan

DoS

DDoS MiTM

Network
Monitoring

IDS Alerts

Physical
Meas.

vSphere

Fusion Engine

Intrusion
Detection

CyPSE

CyPSA

Visualization

Decision Support /

Control

51

We gratefully acknowledge the US Department of Energy under award number DE-OE0000895

Modeling

Realistic modeling
and testbed
emulation of the
system with its
threats and
defenses

Situational
Awareness

Vulnerability and risk
analyses,
monitoring,
inference, detection

THE PILLARS

and the National Science Foundation under award numbers 1808064 and 1916142.

Mitigations,
defense,
outreach,

training

Dr. Kate Davis
katedavis@tamu.edu
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