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Risk = Probability • Impact

Risk Modeling and Mitigation

Component failures
• Probability of a fault (assume only one at a time)
• Impact of the resulting outage 

(overload, cascading, power outages)

Renewable energy variability
• Probability of different levels of generation
• Impact on system reserves, overloads

N-1



Risk = Probability • Impact

Risk Modeling and Mitigation

Wildfire ignitions?

Natural gas shortages?

Impacts that go beyond the 
electric power system.



Part I: Wildfire Risk Modeling and Mitigation

Wildfire 
Risk

Probability
of ignition

Impact of 
resulting fire= •

Power 
Outage 

Risk

Probability
of outage

Impact of 
outage= •

Measures to reduce the risk of wildfire ignitions 
may increase the risk of power outages
(Public safety power shutoffs, blocking reclosing)



Part II: Natural Gas Shortages

Natural
Gas Risk

Probability
of low pressure

Impact of 
low pressure= •

Power 
Outage 

Risk

Probability
of outage

Impact of 
outage= •

Measures to reduce the risk of pressure drops in the 
natural gas system can curtailment of gas supply to 
generators, which again can cause electric load shedding



How to operate a power system in 

conditions with high wildfire risk?

N. Rhodes, L. Ntaimo and L. Roald, "Balancing Wildfire Risk and Power 
Outages through Optimized Power Shut-Offs," in IEEE Transactions on 
Power Systems (Early Access), doi: 10.1109/TPWRS.2020.3046796

Noah Rhodes Lewis Ntaimo



Electric faults cause sparks and arcing

Arc between electric line and the ground.

Source: Carolina Country, “Shocking news”, 
https://www.carolinacountry.com/departments

/departments/feature-story/shocking-news

Sparks from a downed power line.

Source: C.L. Benner, B.D. Russell, J.A. Wischkaemper, K. Muthu-
Manivannan, and R.E. Taylor. DFA Technology Detects Circuit Device
Failures–Experience of Mid-South Synergy. Annual Conference for
Protective Relay Engineers, 2019



Wildfires ignited by electric power grids

Kilmore East fire, deadliest of the Black 
Saturday Fires 2009, was started by a 
power line and killed  159



Ignition events are not uncommon

• PG&E reported more 
than 400 ignition 
events in 2015-2017

• In Texas, more than 
1000 fires estimated to 
be ignited by power 
lines every year.



Wildfires ignited by power lines are often large

Fires ignited by power lines tend 
to be larger than other fires.

High wind 
= higher probability of power line ignitions

+ higher probability of large fires



… and the wildfire risk is increasing.

Increase in number of days with high 
wildfire potential on public lands, 
high emission scenario

Martinuzzi et al, Future changes in fire weather, spring droughts, 
and false springs across U.S. National Forests and Grasslands, 
Ecological Applications, 29(5), 2019,



Modelling and Mitigating 
Wildfire Risk



Wildfire Risk

Wildfire risk ℛ =                          x                                   xSize and intensity 
of resulting fire

Damage
caused

Probability
of ignition



Wildfire Risk

Wildfire risk ℛ =                          x                                   xSize and intensity 
of resulting fire

Damage
caused

Probability
of ignition

Utilities mostly 
control one aspect



• Infrastructure Upgrades
• Vegetation Management
• More Frequent Maintenance

Risk Reduction Strategies

Long-term solutions
+ mitigates wildfire risk
+ improves reliability
- investment and time for implementation



Risk Reduction Strategies

• Infrastructure Upgrades
• Vegetation Management
• More Frequent Maintenance

• Disable automatic reclosers
• Public Safety Power Shutoffs

Long-term solutions
+ mitigates wildfire risk
+ improves reliability
- investment and time for implementation

Short-term solutions
+ mitigates wildfire risk
+ fast to implement
- reduces reliability



Public Safety Power Shut-Offs

Approximately 3 million 
people lost power

October 2019



Public Safety Power Shut-Offs

Approximately 3 million 
people lost power

but

100 potential wildfires 
were avoided

October 2019



Public Safety Power Shut-Offs

Which lines should 
be turned off?



Public Safety Power Shut-Offs

Which lines should 
be turned off?

PG&E, Public Safety Power Shut-Off Policies and Procedures

Transmission risk threshold



Public Safety Power Shut-Offs

Can we do better?

Explicit consideration 
of resulting load shed

PG&E, Public Safety Power Shut-Off Policies and Procedures



Optimal power shutoff



Objective Function



Objective Function

Sum of weighted demand at each node

Maximizing delivered load

𝑥! fraction of load that is shed due to power shut-off



Objective Function

Sum of weighted demand at each node

Sum of risk for each component

Maximizing delivered load
while minimizing wildfire risk

Binary variables to describe whether a component is on/off
Off: 𝑧" = 0 zero risk   
On: 𝑧" = 1 non-zero risk



Objective Function

𝛼 is a parameter which determines 
trade-off between load delivery and 
wildfire risk mitigation:
𝛼 → 1 focus on wildfire risk mitigation 
𝛼 → 0 focus on load delivery

Best trade-off???



Constraints



• If a bus is disabled, all connected components are also disabled

Constraints: Component Interactions



• If a generator is disabled, its power output is 0

Constraints: Generator Constraints



• If a power line is disabled, the power flow is 0

Constraints: Power Flow Constraints

• Power balance must hold at each node



Constraints

Power balance

Power flow

Generation

Component
relationships

Wildfire risk

Total load served



Constraints

Power balance

Power flow

Generation

Component
relationships

Wildfire risk

Total load served

Mixed-integer 
linear program

Integer variables
Continuous variables



Case study



• IEEE RTS-GMLC:
Standard test case, “located in” California

• Risk values based on California Oct 2019 risk

Devices risk estimated from its location:

Transmission line risk is averaged, and scaled for the 
length of the line

Risk adjusted based on voltage level:  ↓ KV = ↑ Risk  

Test case

Low Risk
Medium Risk
High Risk
Very High Risk



Results

Original (high risk)
• Total risk: 746.2
• Load served: 8550 MW 



Results

Original (high risk)
• Total risk: 746.2
• Load served: 8550 MW 

Medium risk (𝜶 = 𝟎. 𝟎𝟏) ?



Medium risk (𝜶 = 𝟎. 𝟎𝟏)
Total risk: 319.5 (-57%)
Load served: 8540 MW (-0.1%)
Solve time: 0.34 sec

Results

Original (high risk)
• Total risk: 746.2
• Load served: 8550 MW 



Medium risk (𝜶 = 𝟎. 𝟎𝟏)
Total risk: 319.5 (-57%)
Load served: 8540 MW (-0.1%)
Solve time: 0.34 sec

Results

Original (high risk)
• Total risk: 746.2
• Load served: 8550 MW 

Low risk (𝜶 = 𝟎. 𝟏𝟓)
Total risk: 57.4 (-92%)
Load served: 7210 MW (-15.7%)
Solve time: 0.33 sec



Results

Original (high risk)
• Total risk: 746.2
• Load served: 8550 MW 

Benefits of distributed generation!



Benchmarking

• Risk threshold measures the wildfire risk, not the resulting impact of electricity delivery

Transmission risk threshold



Benchmarking

• Risk threshold measures the wildfire risk, not the resulting impact of electricity delivery

• Comparison: Wildfire risk levels and total load delivery obtained with

Current practice

Wildfire risk threshold 𝑹𝒍𝒎𝒂𝒙
Optimal Power Shutoff

Trade-off parameter 𝜶
vs

Transmission risk threshold



Comparison of performance

Current practice: 
choose risk threshold 𝑅'()

Optimal power shutoff: 
choose trade-off parameter 𝛼

Evaluate wildfire risk and load 
delivery for different values of 
𝑅'() and 𝛼



Comparison of performance

Optimized 
shutoffs:
lower risk and
smaller outages



Comparison of performance

Optimized 
shutoffs:
lower risk and
smaller outages

How is this possible?



Solutions: Risk and Power Delivery

Optimized Shutoff



Solutions: Risk and Power Delivery

threshold-based criterion: 
shut-off based on risk threshold

Keep in 
operation

Shut off

Threshold-based criterion:   Shut-off all high-risk lines
Keep all low-risk lines in operation

Threshold Heuristic

Prioritize only 
based on risk !



Solutions: Risk and Power Delivery

Optimal power shut-off:   Some high-risk lines in operation
More medium-risk lines turned off

Optimized Shutoff

high risk, 
high power
transfer

Prioritize based on risk 
and power transfer !



• Randomly assigned risk values, 20 replications

Does it scale?



• Randomly assigned risk values, 20 replications

• Most systems solve within a few seconds ⇒ indicates that continuous relaxation is tight

• Some outliers…

Does it scale?



• Randomly assigned risk values, 20 replications

• Most systems solve within a few seconds ⇒ indicates that continuous relaxation is tight

• Some outliers…

Does it scale?



• First method for optimizing public safety power shutoffs, 
which considers both load delivery and wildfire risk

• Performs consistently better than current practice

• Keeps some high risk lines in operation to 
keep the lights on for more customers

• Scales surprisingly well!

• Lots of open questions in risk modeling, system optimization, …

Conclusions



Natural gas and electric grids
Managing shortages and contingencies in the natural gas system

A. Zlotnik, L. Roald, S. Backhaus, M. Chertkov, G. Andersson, “Coordinated Scheduling for 
Interdependent Electric Power and Natural Gas Infrastructures”, IEEE Trans. Power Systems, 2017

C. O’Malley, L. Roald, D. Kourounis, O. Schenk and G. Hug, “Security Assessment in Gas-Electric 
Networks”, Power System Computation Conference, 2018

L. Roald, K. Sundar, A. Zlotnik, S. Misra and G. Anderson, “An Uncertainty Management 
Framework for Integrated Gas-Electric Energy Systems”, Proceedings of the IEEE, 2020

C. O’Malley, G. Hug and L. Roald, “Impact of Gas System Modelling on Uncertainty 
Management of Gas-Electric Systems”, submitted

C. O’Malley, G. Hug and L. Roald, “Stochastic Hybrid Approximation for Uncertainty 
Management in Gas-Electric Systems”, submitted, https://arxiv.org/abs/2103.12246

Anatoly 
Zlotnik
(LANL)

Conor
O’Malley

(ETH)



Gas-fired power generation is expanding:
• Economic: Availability of cheap gas
• Environmental: Lower emissions, more flexibility

Gas pipeline loads are changing:
• Increasing in volume & variation
• More intermittent & uncertain

Natural gas – electric system interdependence

Source: El Paso Pipeline

Source: www.nationalgrid.com/uk



Gas-fired power generation is expanding:
• Economic: Availability of cheap gas
• Environmental: Lower emissions, more flexibility

Electric system is vulnerable to disruptions 
in the natural gas supply chain!
• Residential customers have priority

Natural gas – electric system interdepence

Gas leak in Aliso Canyon (EDF)

Winter freeze in Texas (Eli Hartman, AP) 



Avoiding disruption by keeping the gas system safe

Electric grid Gas systemGas demand from 
gas-fired generation

• Gas systems are always 
operating in a transient 
dynamic state

• Gas pipelines store a 
lot of gas internally

• Electric grids reach 
steady state in seconds

• Electric grids have no 
internal storage



• Dispatch of gas-fired generation can cause pressure violations 

Avoiding disruption by keeping the gas system safe

With no coordination, 
dispatch leads to 
pressure violations

Pressure 
violations

A. Zlotnik, L. Roald, S. Backhaus, M. Chertkov, G. Andersson, “Coordinated Scheduling for Interdependent 
Electric Power and Natural Gas Infrastructures”, IEEE Trans. Power Systems, 2017



• Dispatch of gas-fired generation can cause pressure violations 

Avoiding disruption by keeping the gas system safe

No consideration of the gas system
Deterministic gas system formulation

Pressure drops in 
the gas system

Curtail gas supply 
to gas generators

Potential for load shed 
in the electric grid!

With no coordination, 
dispatch leads to 
pressure violations

Pressure 
violations

L. Roald, K. Sundar, A. Zlotnik, S. Misra and G. Anderson, “An Uncertainty Management Framework for Integrated Gas-Electric Energy Systems”, Proceedings of the IEEE, 2020



• Dispatch of gas-fired generation can cause pressure violations 

Avoiding disruption by keeping the gas system safe

Gas-system aware electric 
dispatch and predictive 
modeling prevents 
pressure violations

A. Zlotnik, L. Roald, S. Backhaus, M. Chertkov, G. Andersson, “Coordinated Scheduling for Interdependent Electric Power and Natural Gas Infrastructures”, IEEE Trans. Power Systems, 2017

With no coordination, 
dispatch leads to 
pressure violations

Pressure 
violations



Avoiding disruption by keeping the gas system safe

Gas-system aware electric 
dispatch and predictive 
modeling prevents 
pressure violations

A. Zlotnik, L. Roald, S. Backhaus, M. Chertkov, G. Andersson, “Coordinated Scheduling for Interdependent Electric Power and Natural Gas Infrastructures”, IEEE Trans. Power Systems, 2017

How do we predict how much gas it is safe to withdraw?

Maximum gas constraints: Limit amount of gas drawn



Avoiding disruption by keeping the gas system safe

Gas-system aware electric 
dispatch and predictive 
modeling prevents 
pressure violations

A. Zlotnik, L. Roald, S. Backhaus, M. Chertkov, G. Andersson, “Coordinated Scheduling for Interdependent Electric Power and Natural Gas Infrastructures”, IEEE Trans. Power Systems, 2017

How do we predict how much gas it is safe to withdraw?

Dynamic gas system models! 
Model slow evolution of gas pressure and inherent storage (linepack)



Steady-state vs dynamic gas modelling

Steady-state gas system modelling: 
Assume that system dynamics have time to settle down

Dynamic gas system modelling:
Accounting for the effect of changing conditions

Easier to model and solve!

More accurate and realistic!



Steady-state vs dynamic gas modelling
Slack 
node

Node 2

Node 3

Node 4

Start from steady state 
then swap the loads

Steady-state gas system modelling: 
Assume that system dynamics have time to settle down

Dynamic gas system modelling:
Accounting for the effect of changing conditions



Steady-state vs dynamic gas modelling
Slack 
node

Node 2

Node 3

Node 4

Start from steady state 
then swap the loads

Steady-state gas system modelling: 
Assume that system dynamics have time to settle down

Dynamic gas system modelling:
Accounting for the effect of changing conditions

dynamic

steady-state

Time of load swap

It takes a LONG time for 
to reach steady state
(more than 5h)!



Steady-state vs dynamic gas modelling
Slack 
node

Node 2

Node 3

Node 4

Start from steady state 
then swap the loads

Steady-state gas system modelling: 
Assume that system dynamics have time to settle down

Dynamic gas system modelling:
Accounting for the effect of changing conditions

dynamic

steady-state

Steady-state conservative:
Underutilized pressure bound



Steady-state vs dynamic gas modelling
Slack 
node

Node 2

Node 3

Node 4

Steady-state gas system modelling: 
Assume that system dynamics have time to settle down

Dynamic gas system modelling:
Accounting for the effect of changing conditions

dynamic

steady-state

Steady-state conservative:
Underutilized pressure bound

Steady-state dangerous:
Pressure drop larger than expected



• What happens now impacts the state of the system later!
• Important to predict long-term evolution and build in robustness to uncertain events

Why are dynamic models important?

Determining safe system operation ranges for 
different wind power trajectories
L. Roald, K. Sundar, A. Zlotnik, S. Misra and G. Anderson, “An Uncertainty Management 
Framework for Integrated Gas-Electric Energy Systems”, Proceedings of the IEEE, 2020
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• What happens now impacts the state of the system later!
• Important to predict long-term evolution and build in robustness to uncertain events

Why are dynamic models important?

Determining safe system operation ranges for 
different wind power trajectories
L. Roald, K. Sundar, A. Zlotnik, S. Misra and G. Anderson, “An Uncertainty Management 
Framework for Integrated Gas-Electric Energy Systems”, Proceedings of the IEEE, 2020

Prepositioning the 
system to withstand 
different gas-system 
contingencies 

C. O’Malley, L. Roald, D. Kourounis, O. 
Schenk and G. Hug, “Security 
Assessment in Gas-Electric 
Networks”, Power System 
Computation Conference, 2018
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• Gas systems can operate in unbalanced mode: gas demand > gas supply

• Gas system state changes slowly: there is time to react!

Why are dynamic models important?

Dynamic models enable larger amount 
of generation and lower load shed

Delaying load shedding after a natural gas contingency 
may give the electric system time to adapt

C. O’Malley, G. Hug and L. Roald, “Impact of Gas System Modelling on 
Uncertainty Management of Gas-Electric Systems”, submitted

C. O’Malley, L. Roald, D. Kourounis, O. Schenk and G. Hug, “Security Assessment 
in Gas-Electric Networks”, Power System Computation Conference, 2018



• Gas-fired generation is vulnerable to 
disruption in natural gas supply

• Understanding gas system dynamics is 
important to assess limitations and 
abilities of gas system operation 

• Slowly evolving dynamics provide 
system operators with ability to plan for 
unbalanced operation and gives more 
time to react to contingencies

Conclusions



Thank you!
Line A. Roald
roald@wisc.edu


